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CVE CVE-2009-2347
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-07-14 20:30:00 UTC
Updated 2018-10-10 19:39:00 UTC
Description Multiple integer overflows in inter-color spaces conversion tools in libtiff 3.8 through 3.8.2, 3.9, and 4.0 allow context-depen:

/ ]
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Risk And Classification

Problem Types: CWE-189

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Libtiff Libtiff 3.8.0 All All All

Application Libtiff Libtiff 3.8.1 All All All

Application Libtiff Libtiff 3.8.2 All All All

Application Libtiff Libtiff 3.9 All All All

Application Libtiff Libtiff 4.0 All All All

Application Libtiff Libtiff 3.8.0 All All All

Application Libtiff Libtiff 3.8.1 All All All

Application Libtiff Libtiff 3.8.2 All All All

Application Libtiff Libtiff 3.9 All All All

Application Libtiff Libtiff 4.0 All All All

Reference Source
55822 OSvVDB
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN
LibTIFF Integer Overflows in tiff2rgba and rgb2ycbcr Let Remote Users Execute Arbitrary Code - SecurityTracker SECTRACK
article.gmane.org | 522: Connection timed out CONFIRM
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Support / Security / Advisories / / MDVSA-2009:150 | Mandriva MANDRIVA
0oCERT.org - oCERT Advisories MISC

IBM X-Force Exchange XF
[SECURITY] Fedora 10 Update: libtiff-3.8.2-14.fc10 FEDORA
LibTIFF tiff2rgba and rgb2ycbcr Integer Overflow Vulnerabilities - Secunia Advisories - Vulnerability Information - Secunia.com  SECUNIA
Security Advisory SA50726 - Gentoo update for tiff - Secunia SECUNIA
Fedora update for libtiff - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA
Debian update for tiff - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA
Debian -- Security Information -- DSA-1835-1 tiff DEBIAN
Repository / Oval Repository OVAL
SecurityFocus BUGTRAQ
USN-801-1: tiff vulnerability | Ubuntu UBUNTU
Bug 510041 — CVE-2009-2347 libtiff: integer overflows in various inter-color spaces conversion tools (crash, ACE) CONFIRM
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN
Support / Security / Advisories / / MDVSA-2011:043 | Mandriva MANDRIVA
LibTIFF Multiple Remote Integer Overflow Vulnerabilities BID
[SECURITY] Fedora 11 Update: libtiff-3.8.2-14.fc11 FEDORA
Security Advisory SA35811 - Ubuntu update for tiff - Secunia SECUNIA
55821 OSVDB
Security Advisory SA36194 - Gentoo update for tiff - Secunia SECUNIA
Bug 2079 — CVE-2009-2347 libtiff: integer overflows in various inter-color space conversion tools CONFIRM
Red Hat update for libtiff - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA
Gentoo Linux Documentation -- libTIFF: User-assisted execution of arbitrary code GENTOO
Gentoo Linux Documentation -- libTIFF: Multiple vulnerabilities GENTOO
Support REDHAT
CVE Program record CVE.ORG
NVD vulnerability detail NVD
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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