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Summary

CVE CVE-2009-2348

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-07-17 16:30:00 UTC

Updated 2023-11-07 02:04:00 UTC

Description Android 1.5 CRBxx allows local users to bypass the (1) Manifest.permission.CAMERA (aka android.permission.CAMERA) and (2) Manifest.permission.AUDIO_RECORD (aka android.permission.RECORD_AUDIO) configuration settings by installing and executing an application that does not make a permission request before using the camera or microphone.

Risk And Classification

Problem Types: CWE-94

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Google Android 1.5 All All All

Operating System Google Android 1.5 All All All

References

Reference Source Link

oss-security - [oCERT-2009-011] Android improper camera and audio permission verification MLIST www.openwall.com

Open Handset Alliance Android Permission Verification Multiple Security Bypass Vulnerabilities BID www.securityfocus.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

android.git.kernel.org Git - platform/frameworks/base.git/commit CONFIRM android.git.kernel.org

oCERT.org - oCERT Advisories MISC www.ocert.org

SecurityFocus BUGTRAQ www.securityfocus.com

android.git.kernel.org Git - platform/packages/apps/Camera.git/commit android.git.kernel.org

android.git.kernel.org Git - platform/frameworks/base.git/commit android.git.kernel.org

android.git.kernel.org Git - platform/frameworks/base.git/commit android.git.kernel.org

android.git.kernel.org Git - platform/packages/apps/Camera.git/commit CONFIRM android.git.kernel.org

android.git.kernel.org Git - platform/frameworks/base.git/commit CONFIRM android.git.kernel.org
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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