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Summary

CVE CVE-2009-2351

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-07-07 23:30:00 UTC

Updated 2018-10-30 16:26:00 UTC

Description Opera 9.52 and earlier does not block javascript: URIs in Refresh headers in HTTP responses, which allows remote attackers to conduct cross-site scripting (XSS) attacks via vectors related to (1) injecting a Refresh header or (2) specifying the content of a Refresh header, a related issue to CVE-2009-1312. NOTE: it was later reported that 10.00 Beta 3 Build 1699 is also affected.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Opera Opera Browser 10.00 beta_3 All All

Application Opera Opera Browser 7.0 All All All

Application Opera Opera Browser 7.23 All All All

Application Opera Opera Browser 7.53 All All All

Application Opera Opera Browser 7.54 All All All

Application Opera Opera Browser 7.60 All All All

Application Opera Opera Browser 8.0 All All All

Application Opera Opera Browser 8.01 All All All

Application Opera Opera Browser 8.02 All All All

Application Opera Opera Browser 8.50 All All All

Application Opera Opera Browser 8.51 All All All

Application Opera Opera Browser 8.52 All All All

Application Opera Opera Browser 8.53 All All All

Application Opera Opera Browser 8.54 All All All

Application Opera Opera Browser 9.0 All All All

Application Opera Opera Browser 9.01 All All All

Application Opera Opera Browser 9.02 All All All
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Application Opera Opera Browser 9.02 All All All

Application Opera Opera Browser 9.10 All All All

Application Opera Opera Browser 9.12 All All All

Application Opera Opera Browser 9.20 All All All

Application Opera Opera Browser 9.21 All All All

Application Opera Opera Browser 9.22 All All All

Application Opera Opera Browser 9.51 All All All

Application Opera Opera Browser 10.00 beta_3 All All

Application Opera Opera Browser 7.0 All All All

Application Opera Opera Browser 7.23 All All All

Application Opera Opera Browser 7.53 All All All

Application Opera Opera Browser 7.54 All All All

Application Opera Opera Browser 7.60 All All All

Application Opera Opera Browser 8.0 All All All

Application Opera Opera Browser 8.01 All All All

Application Opera Opera Browser 8.02 All All All

Application Opera Opera Browser 8.50 All All All

Application Opera Opera Browser 8.51 All All All

Application Opera Opera Browser 8.52 All All All

Application Opera Opera Browser 8.53 All All All

Application Opera Opera Browser 8.54 All All All

Application Opera Opera Browser 9.0 All All All

Application Opera Opera Browser 9.01 All All All

Application Opera Opera Browser 9.02 All All All

Application Opera Opera Browser 9.10 All All All

Application Opera Opera Browser 9.12 All All All

Application Opera Opera Browser 9.20 All All All

Application Opera Opera Browser 9.21 All All All

Application Opera Opera Browser 9.22 All All All

Application Opera Opera Browser 9.51 All All All

Application Opera Opera Browser All All All All
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SecurityFocus BUGTRAQ www.securityfocus.com

Opera Web Browser 'javascript:' URI in 'Refresh' Header Cross-Site Scripting Vulnerability BID www.securityfocus.com

Cross-Site Scripting attacks via redirectors - Websecurity - Веб безпека MISC websecurity.com.ua

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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