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CVE-2009-2374

Source: Mitre Source: NIST CVE.ORG Print: PDF %5

AVNACMAUNCPINAN Certain versions of Drupal from Drupal contain the following
’ vulnerability:

Drupal 5.x before 5.19 and 6.x before 6.13 does not properly sanitize
failed login attempts for pages that contain a sortable table, which
includes the username and password in links that can be read from (1)
the HTTP referer header of external web sites that are visited from
those links or (2) when page caching is enabled, the Drupal page

CVE-2009-2374 has been assigned by [f] cve@mitre.org to track the vulnerability

CVSS2 Score: _

Access Access Authentication
Vector Complexity

NETWORK [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link

(© OSVDB 55524

Drupal URL Information Disclosure Security Issue - Secunia Advisories - Vulnerability Y{ SECUNIA 35657
Information - Secunia.com
SA-CORE-2009-007 - Drupal core - Multiple vulnerabilities | drupal.org ® CONFIRM

drupal.org/node/507572

Driinal Multinle \Viilnerahilitiee - Qeciinia Advienries - \iilnarahilitv Infarmatinn - W QFCIINIA RRRR1


https://cve.report/
https://cve.report/CVE-2009-2374/mitre
https://cve.report/CVE-2009-2374/nist
https://cve.report/CVE-2009-2374/cve_org
https://cve.report/CVE-2009-2374.pdf
http://cve.report/software/drupal/drupal
http://cve.report/vendor/drupal
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://osvdb.org/55524
https://web.archive.org/web/2009/http://secunia.com/advisories/35657
http://drupal.org/node/507572
https://web.archive.org/web/2009/http://secunia.com/advisories/35681
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Secunia.com text/html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Drupal Drupal All All All All
Application Drupal Drupal 5.0 All All All
Application Drupal Drupal 5.0 betal All All
Application Drupal Drupal 5.0 beta2 All All
Application Drupal Drupal 5.0 rci All All
Application Drupal Drupal 5.0 rc2 All All
Application Drupal Drupal 5.1 All All All
Application Drupal Drupal 5.10 All All All
Application Drupal Drupal 5.11 All All All
Application Drupal Drupal 512 All All All
Application Drupal Drupal 5.13 All All All
Application Drupal Drupal 5.14 All All All
Application Drupal Drupal 5.15 All All All
Application Drupal Drupal 5.16 All All All
Application Drupal Drupal 517 All All All
Application Drupal Drupal 5.1_revi.1 All All All
Application Drupal Drupal 5.2 All All All
Application Drupal Drupal 5.3 All All All
Application Drupal Drupal 5.4 All All All
Application Drupal Drupal 5.5 All All All
Application Drupal Drupal 5.5. All All All
Application Drupal Drupal 5.6 All All All
Application Drupal Drupal 5.7 All All All
Application Drupal Drupal 5.8 All All All
Application Drupal Drupal 5.9 All All All
Application Drupal Drupal 6.0 All All All

Annliratinn NDriinal Driinal AN hata1 All All
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cpe:2.3:a:drupal:drupal:5.0:betat :*:*:*:*:*:*:
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cpe:2.3:a:drupal:drupal:5.1: "

cpe:2.3:a:drupal:drupal:5.1_rev1.1: x>

dkakakokakakuk.

cpe:2.3:a:drupal:drupal:5.2:*:*:*:*:*:*:*:

dkk Lk k ok akuk.

cpe:2.3:a:drupal:drupal:5.3:*:*:**:*:*:*:

cpe:2.3:a:drupal:drupal:5.4:*:

dk Lk uk Lk akakuk.

cpe:2.3:a:drupal:drupal:5.5:*:*:*:*:*:*:*:

Skk ok k ok kak.

cpe:2.3:a:drupal:drupal:5.5.:%: "

dk Lk k kR akk.

cpe:2.3:a:drupal:drupal:5.6:*:*:*:*:*:*:*:

dkak kR ok akak.

cpe:2.3:a:drupal:drupal:5.7:*:****:**:

cpe:2.3:a:drupal:drupal:5.8:*: " *:

LRk kR ok akak.

cpe:2.3:a:drupal:drupal:5.9:* """

cpe:2.3:a:drupal:drupal:6.0:*:*:* """

Rk kR akak,

cpe:2.3:a:drupal:drupal:6.0:betat :*:*:*:*:*:*:

KRk ok akak.

cpe:2.3:a:drupal:drupal:6.0:beta2:*:*:*:*:*:*:

Kk kR akak.

cpe:2.3:a:drupal:drupal:6.0:betad:*:*:*:*:*:*:

Lkak ok akakak,

cpe:2.3:a:drupal:drupal:6.0:rc-1:*:* "% *:

Lk ok ak kR k.

cpe:2.3:a:drupal:drupal:6.0:rc-2:*:*:**:*:*:

dkakakakakak,

cpe:2.3:a:drupal:drupal:6.0:rc-3:*:*:*:*:*:*:

dkukakakakak.

cpe:2.3:a:drupal:drupal:6.0:rc-4:*:*:*:**:*:



cpe:2.3:a:drupal:drupal:6.1:*: """

cpe:2.3:a:drupal:drupal:6.2:*:*:*:*:*:*:*:

cpe:2.3:a:drupal:drupal:6.4:*:*:*: """

dkkakkakakuk.

cpe:2.3:a:drupal:drupal:6.5:*:*: " *:*:*:

dkkakkakakak.

cpe:2.3:a:drupal:drupal:6.6:*:*:*:*:*:*:*:

cpe:2.3:a:drupal:drupal:6.7:*:*:**:*:*:*:

dkkakkakakuk.

cpe:2.3:a:drupal:drupal:6.8:*:*:*:*:*:*:*:

cpe:2.3:a:drupal:drupal:6.9:*:*:*:*:*:*:*:

dkkakk ok akak.

cpe:2.3:a:drupal:drupal:5.0:*:** " :*:

akakukakukuk.

cpe:2.3:a:drupal:drupal:5.0:rc2:*:*:*:*:*:*:

dkakak kR akak.

cpe:2.3:a:drupal:drupal:5.1:*:****:**:

Kk kKK kK,

cpe:2.3:a:drupal:drupal:5.13:* " "

Kk kKK kK,

cpe:2.3:a:drupal:drupal:5.14 " " **:*:

Kk kKK kK,

cpe:2.3:a:drupal:drupal:5.15:* " "

Kk koK kKK,

cpe:2.3:a:drupal:drupal:5.16:*:*:*:***:*:

cpe:2.3:a:drupal:drupal:5.1_rev1.1: "
cpe:2.3:a:drupal:drupal:5.2:*:*:* " "
cpe:2.3:a:drupal:drupal:5.3:*:*:* " :*:

cpe:2.3:a:drupal:drupal:5.4:*: = """



cpe:2.3:a:drupal:drupal:5.5: " "

cpe:2.3:a:drupal:drupal:5.5.:* " "

cpe:2.3:a:drupal:drupal:5.6:*:*:* """

cpe:2.3:a:drupal:drupal:5.7:*: " "

cpe:2.3:a:drupal:drupal:5.8:*:*:*: """

cpe:2.3:a:drupal:drupal:5.9:*:*: " *:*:*:

dkkakkakakak.

cpe:2.3:a:drupal:drupal:6.0:*:*:*: " *:*:

dkakukokukuk.

cpe:2.3:a:drupal:drupal:6.0:beta2:*:*:*:*:*:*:

dkakukokakuk.

cpe:2.3:a:drupal:drupal:6.0:beta3:*:*:*:*:*:*:

dkakukokakuk.

cpe:2.3:a:drupal:drupal:6.0:betad:*:*:*:*:*:*:

dkk Lk kukuk.

cpe:2.3:a:drupal:drupal:6.0:rc-1:*:*:*:**::

cpe:2.3:a:drupal:drupal:6.1:*: "

kKK kKKK,

cpe:2.3:a:drupal:drupal:6.10:*:*:**:**:*:

KLk kKK kLK,

cpe:2.3:a:drupal:drupal:6.12:*:* """

ek kR kR akak.

cpe:2.3:a:drupal:drupal:6.2:*:*:*:**:*:*:

cpe:2.3:a:drupal:drupal:6.4:*:*****:*:

dkak kR ok akak.

cpe:2.3:a:drupal:drupal:6.5:*:*:*:*:*:*:*:
cpe:2.3:a:drupal:drupal:6.6:*:*:*:*:*:*:*:
cpe:2.3:a:drupal:drupal:6.7:*:*:**:*:*:*:
cpe:2.3:a:drupal:drupal:6.8:*:*:*:*:*:*:*:
cpe:2.3:a:drupal:drupal:6.9:*:*:**:*:*:*:

Kk kKoK ok Kk,

cpe:2.3:a:drupal:drupal:*:*:*:***:*:*:

No vendor comments have been submitted for this CVE
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