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CVE-2009-2375

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AV-NIAC:MIAUNIC:C/.CIAC Certain versions of Photo Dvd Maker from Photo-dvd-maker contain
’ the following vulnerability:

Stack-based buffer overflow in Photo DVD Maker 8.02, and possibly
earlier versions, allows remote attackers to execute arbitrary code via a
long File_Name parameter in a .pdm file. NOTE: some of these details
are obtained from third party information.

CVE-2009-2375 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: 9.3-HIGH

Access Access Authentication
Vector Complexity
[NONE
Confidentiality Integrity Availability
Impact Impact Impact
CVE References
Description Tags Link
Webmail : Solution de messagerie professionnelle - OVHcloud- ) VUPEN ADV-2009-1793
OVH [wvupen com
text/html
SecurityFocus ) BUGTRAQ 20090706 [Bkis-10-2009]
Photo DVD Maker Professional Buffer
Overflow Vulnerability
Photo DVD Maker Project File Processing Buffer Overflow - Y{ SECUNIA 35709
Secunia Advisories - Vulnerability Information - Secunia.com
() MISC blog.bkis.com/?p=713
Rv selectina these links voil mav he leavina CVVFrenort wehanace We have nrovided these links tn nther wehsites hecaiise thev mav have infarmation that



https://cve.report/
https://cve.report/CVE-2009-2375/mitre
https://cve.report/CVE-2009-2375/nist
https://cve.report/CVE-2009-2375/cve_org
https://cve.report/CVE-2009-2375.pdf
http://cve.report/software/photo-dvd-maker/photo_dvd_maker
http://cve.report/vendor/photo-dvd-maker
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.vupen.com/english/advisories/2009/1793
https://web.archive.org/web/2009/http://www.securityfocus.com/archive/1/504738/100/0/threaded
https://web.archive.org/web/2009/http://secunia.com/advisories/35709
http://blog.bkis.com/?p=713
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would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Photo-dvd-maker Photo Dvd Maker 5.20 All All All
Application Photo-dvd-maker Photo Dvd Maker 5.30 All All All
Application Photo-dvd-maker Photo Dvd Maker 5.31 All All All
Application Photo-dvd-maker Photo Dvd Maker 6.0 All All All
Application Photo-dvd-maker Photo Dvd Maker 6.01 All All All
Application Photo-dvd-maker Photo Dvd Maker 6.10 All All All
Application Photo-dvd-maker Photo Dvd Maker 6.12 All All All
Application Photo-dvd-maker Photo Dvd Maker 6.20 All All All
Application Photo-dvd-maker Photo Dvd Maker 6.22 All All All
Application Photo-dvd-maker Photo Dvd Maker 6.23 All All All
Application Photo-dvd-maker Photo Dvd Maker 6.30 All All All
Application Photo-dvd-maker Photo Dvd Maker 6.32 All All All
Application Photo-dvd-maker Photo Dvd Maker 6.40 All All All
Application Photo-dvd-maker Photo Dvd Maker 6.52 All All All
Application Photo-dvd-maker Photo Dvd Maker 6.53 All All All
Application Photo-dvd-maker Photo Dvd Maker 6.54 All All All
Application Photo-dvd-maker Photo Dvd Maker 6.55 All All All
Application Photo-dvd-maker Photo Dvd Maker 6.60 All All All
Application Photo-dvd-maker Photo Dvd Maker 6.61 All All All
Application Photo-dvd-maker Photo Dvd Maker 7.03 All All All
Application Photo-dvd-maker Photo Dvd Maker 7.04 All All All
Application Photo-dvd-maker Photo Dvd Maker 7.05 All All All
Application Photo-dvd-maker Photo Dvd Maker 7.10 All All All
Application Photo-dvd-maker Photo Dvd Maker 711 All All All
Application Photo-dvd-maker Photo Dvd Maker 712 All All All
Application Photo-dvd-maker Photo Dvd Maker 7.15 All All All
Application Photo-dvd-maker Photo Dvd Maker 7.22 All All All
Application Photo-dvd-maker Photo Dvd Maker 7.30 All All All
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Kk kKK kK,

cpe:2.3:a:photo-dvd-maker:photo_dvd_maker:7.80:*:*:*:**:*:*:

Kk koK kKK,

cpe:2.3:a:photo-dvd-maker:photo_dvd_maker:7.90:*:*:*:*:*:*:*:

R

cpe:2.3:a:photo-dvd-maker:photo_dvd_maker:6.10:*:*:*:*:*:*:*:

R R

cpe:2.3:a:photo-dvd-maker:photo_dvd_maker:6.12:*:*:*:*:*:*:*:

aKLk kLK Lk LKLk,

cpe:2.3:a:photo-dvd-maker:photo_dvd_maker:6.20:*:*:*:*:*:*:*:

R R

cpe:2.3:a:photo-dvd-maker:photo_dvd_maker:6.23:*:*:*:*:*:*:*:

akLk kKKK Lk,

cpe:2.3:a:photo-dvd-maker:photo_dvd_maker:6.30:*:*:*:*:*:*:*:

akLk kKK KLk,

cpe:2.3:a:photo-dvd-maker:photo_dvd_maker:6.32:*:*:*:*:*:*:*:

akLk kKKK Lk,

cpe:2.3:a:photo-dvd-maker:photo_dvd_maker:6.40:*:*:*:*:*:*:*:



Kk kKKK Lk,

cpe:2.3:a:photo-dvd-maker:photo_dvd_maker:6.52::*:*:*:*:*:*:

KKk oKk kLK,

cpe:2.3:a:photo-dvd-maker:photo_dvd_maker:6.53:*:*:*:*:*:*:*:

Kk kKK kK,

cpe:2.3:a:photo-dvd-maker:photo_dvd_maker:6.55:*:*:*:*:*:*:*:

KKk kKKK,

cpe:2.3:a:photo-dvd-maker:photo_dvd_maker:6.60:*:*:*:*:*:*:*:

Kk kKK kK,

cpe:2.3:a:photo-dvd-maker:photo_dvd_maker:6.61:*:*:*:**:*:*:

Kk ak kKKK,

cpe:2.3:a:photo-dvd-maker:photo_dvd_maker:7.03:*:*:*:**:*:*:

Kk koK kKK,

cpe:2.3:a:photo-dvd-maker:photo_dvd_maker:7.05:*:*:*:**:*:*:

Kk kKKK Lk,

cpe:2.3:a:photo-dvd-maker:photo_dvd_maker:7.10:*:*:*:**:*:*:

Kk kKK kK,

cpe:2.3:a:photo-dvd-maker:photo_dvd_maker:7.11:*:* " "%

Kk koK kKK,

cpe:2.3:a:photo-dvd-maker:photo_dvd_maker:7.12:*:*:*:*:*:*:*:

akLk kKK LKLk,

cpe:2.3:a:photo-dvd-maker:photo_dvd_maker:7.73:*:*:*:*:*:*:*:

akLk kKKK Lk,

cpe:2.3:a:photo-dvd-maker:photo_dvd_maker:7.77:*:*:*:**:*:*:

akLk kKKK Lk,

cpe:2.3:a:photo-dvd-maker:photo_dvd_maker:7.78:*:*:*:*:*:*:*:



cpe:2.3:a:photo-dvd-maker:photo_dvd_maker:7.80:*:*:*:*:*:*:*:

cpe:2.3:a:photo-dvd-maker:photo_dvd_maker:7.90::*:*:*:*:*:*:

cpe:2.3:a:photo-dvd-maker:photo_dvd_maker:7.91 " " ™

cpe:2.3:a:photo-dvd-maker:photo_dvd_maker:7.93:*:*:*:**:*:*:

cpe:2.3:a:photo-dvd-maker:photo_dvd_maker:7.96:*:*:*:**:*:*:

cpe:2.3:a:photo-dvd-maker:photo_dvd_maker:*:*:*:*:*:*:*:*:

No vendor comments have been submitted for this CVE

«— Previous ID Next ID—
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