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Summary

CVE CVE-2009-2396

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-07-09 16:30:00 UTC

Updated 2017-09-19 01:29:00 UTC

Description PHP remote file inclusion vulnerability in template/album.php in DM Albums 1.9.2, as used standalone or as a WordPress plugin, allows remote attackers to execute arbitrary PHP code via a URL in the SECURITY_FILE parameter.

Risk And Classification

Problem Types: CWE-94

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Dutchmonkey Dm Album 1.9.2 All All All

Application Dutchmonkey Dm Album 1.9.2 All All All

Application Wordpress Wordpress All All All All

Application Wordpress Wordpress All All All All

References

Reference

WordPress Plugin DM Albums 1.9.2 Remote File Inclusion Vuln

DM Albums 'album.php' Remote File Include Vulnerability

WordPress DM Albums Plugin "SECURITY_FILE" File Inclusion Vulnerability - Secunia Advisories - Vulnerability Information - Secunia.com

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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