CVE

State

Assigner
Source Priority
Published
Updated

Description

/

CVE-2009-2404

PUBLIC

VE-2

MITRE NVD

secalert@redhat.com

CVE Program / NVD first with legacy fallback

2009-08-03 14:30:00 UTC

2018-10-03 22:00:00 UTC

-2404

CVE.ORG Print: PDF %5

Heap-based buffer overflow in a regular-expression parser in Mozilla Network Security Services (NSS) before 3.12.3, as us

Risk And Classification

1|

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

References

Vendor
Aol

Aol
Gnome
Gnome
Mozilla
Mozilla
Mozilla
Mozilla
Mozilla
Mozilla
Mozilla
Mozilla
Pidgin

Pidgin

Product

Instant Messenger

Instant Messenger
Evolution

Evolution

Firefox

Firefox

Network Security Services
Network Security Services
Seamonkey

Seamonkey

Thunderbird

Thunderbird

Pidgin

Pidgin

Version

All

All

All

All

All

All

3.12.3

3.12.3

All

All

All

All

All

All

Update
All
All
All
All
All
All
All
All
All
All
All
All
All

All

Edition

All

All

All

All

All

All

All

All

All

All

All

All

All

All

Language
All
All
All
All
All
All
All
All
All
All
All
All
All

All

Reference


https://cve.report/
https://cve.report/CVE-2009-2404/mitre
https://cve.report/CVE-2009-2404/nist
https://cve.report/CVE-2009-2404/cve_org
https://cve.report/CVE-2009-2404.pdf
http://cve.report/vendor/aol
http://cve.report/software/aol/instant_messenger
http://cve.report/vendor/aol
http://cve.report/software/aol/instant_messenger
http://cve.report/vendor/gnome
http://cve.report/software/gnome/evolution
http://cve.report/vendor/gnome
http://cve.report/software/gnome/evolution
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/network_security_services
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/network_security_services
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/seamonkey
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/seamonkey
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/thunderbird
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/thunderbird
http://cve.report/vendor/pidgin
http://cve.report/software/pidgin/pidgin
http://cve.report/vendor/pidgin
http://cve.report/software/pidgin/pidgin

Security Announcement

Red Hat Customer Portal

Oracle Critical Patch Update Advisory - April 2010

1021030

Debian -- Security Information -- DSA-1874-1 nss

Mozilla Thunderbird / SeaMonkey Network Security Services Vulnerabilities - Secunia Advisories - Vulnerability Information - Secunia.com
Bug 512912 — CVE-2009-2404 nss regexp heap overflow

SUSE update for MozillaFirefox - Secunia.com

USN-810-2: NSPR update | Ubuntu security notices

Ubuntu update for nss - Secunia Advisories - Vulnerability Information - Secunia.com

US-CERT Technical Cyber Security Alert TA10-103B -- Oracle Updates for Multiple Vulnerabilities

Support / Security / Advisories / / MDVSA-2009:197 | Mandriva

USN-810-1: NSS vulnerabilities | Ubuntu

MFSA 2009-43: Heap overflow in certificate regexp parsing

Mozilla Firefox Network Security Services Multiple Vulnerabilities - Secunia Advisories - Vulnerability Information - Secunia.com
Repository / Oval Repository

Ubuntu update for nspr - Secunia Advisories - Vulnerability Information - Secunia.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

#273910: This Alert covers CVE-2009-2404 and CVE-2009-0688 for the Directory Server component of the Sun ONE Directory Server and St
Red Hat update for seamonkey - Secunia Advisories - Vulnerability Information - Secunia.com

Mozilla Firefox and Seamonkey Regular Expression Parsing Heap Buffer Overflow Vulnerability

Sun Java System Directory Server Two Vulnerabilities - Secunia.com

Debian update for nss - Secunia Advisories - Vulnerability Information - Secunia.com
www.blackhat.com/presentations/bh-usa-09/MARLINSPIKE/BHUSA09-Marlinspike-Defea...

Support

1021699

Repository / Oval Repository

Support / Security / Advisories / / MDVSA-2009:216 | Mandriva

CVE Program record
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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