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Summary

CVE CVE-2009-2415

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-08-10 18:30:00 UTC

Updated 2009-12-19 06:56:00 UTC

Description Multiple integer overflows in memcached 1.1.12 and 1.2.2 allow remote attackers to execute arbitrary code via vectors involving length attributes that trigger heap-based buffer overflows.

Risk And Classification

Problem Types: CWE-189

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Memcachedb Memcached 1.1.12 All All All

Application Memcachedb Memcached 1.2.2 All All All

Application Memcachedb Memcached 1.1.12 All All All

Application Memcachedb Memcached 1.2.2 All All All

References

Reference Source Link Tags

Debian update for memcached - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA secunia.com

404 Not Found CONFIRM security.debian.org

[SECURITY] Fedora 11 Update: memcached-1.2.8-2.fc11 FEDORA www.redhat.com

Debian -- Security Information -- DSA-1853-1 memcached DEBIAN www.debian.org

Memcached Multiple Heap Based Buffer Overflow Vulnerability BID www.securityfocus.com

56906 OSVDB osvdb.org

404 Not Found CONFIRM security.debian.org

Fedora update for memcached - Secunia.com SECUNIA secunia.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

https://cve.report/
https://cve.report/CVE-2009-2415/mitre
https://cve.report/CVE-2009-2415/nist
https://cve.report/CVE-2009-2415/cve_org
https://cve.report/api/cve/CVE-2009-2415.json
https://cve.report/CVE-2009-2415.pdf
http://cve.report/vendor/memcachedb
http://cve.report/software/memcachedb/memcached
http://cve.report/vendor/memcachedb
http://cve.report/software/memcachedb/memcached
http://cve.report/vendor/memcachedb
http://cve.report/software/memcachedb/memcached
http://cve.report/vendor/memcachedb
http://cve.report/software/memcachedb/memcached
http://secunia.com/advisories/36133
http://security.debian.org/pool/updates/main/m/memcached/memcached_1.2.2-1+lenny1.diff.gz
https://www.redhat.com/archives/fedora-package-announce/2009-December/msg00836.html
http://www.debian.org/security/2009/dsa-1853
http://www.securityfocus.com/bid/35989
http://osvdb.org/56906
http://security.debian.org/pool/updates/main/m/memcached/memcached_1.1.12-1+etch1.diff.gz
http://secunia.com/advisories/37729
https://www.cve.org/CVERecord?id=CVE-2009-2415
https://nvd.nist.gov/vuln/detail/CVE-2009-2415


No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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