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Summary

CVE CVE-2009-2419

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-07-09 16:30:00 UTC

Updated 2017-08-17 01:30:00 UTC

Description Use-after-free vulnerability in the servePendingRequests function in WebCore in WebKit in Apple Safari 4.0 and 4.0.1 allows remote attackers to cause a denial of service (application crash) or possibly execute arbitrary code via a crafted HTML document that references a zero-length .js file and the JavaScript reload function. 

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apple Safari 4.0 All All All

Application Apple Safari 4.0.1 All All All

Application Apple Safari 4.0 All All All

Application Apple Safari 4.0.1 All All All

References

Reference Source

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

Changeset 44519 – WebKit CONFIRM

Apple Safari WebKit "servePendingRequests()" Use-After-Free Weakness - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA

55587 OSVDB

IBM X-Force Exchange XF

Marcell 'SkyOut' Dietl | Offizielle und Private Webseite MISC

504 Gateway Time-out BID

[security-announce] SUSE Security Summary Report: SUSE-SR:2011:002 SUSE

SUSE update for Multiple Packages - Secunia.com SECUNIA
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NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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