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CVE-2009-2470

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE-2009-2470

PUBLIC

secalert@redhat.com

CVE Program / NVD first with legacy fallback
2009-08-04 16:30:00 UTC
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Mozilla Firefox before 3.0.12, and 3.5.x before 3.5.2, allows remote SOCKS5 proxy servers to cause a denial of service (da

| 1|

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)
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Vendor Product Version Update Edition Language
Mozilla Firefox 0.1 All All All
Mozilla Firefox 0.10 All All All
Mozilla Firefox 0.10.1 All All All
Mozilla Firefox 0.2 All All All
Mozilla Firefox 0.3 All All All
Mozilla Firefox 0.4 All All All
Mozilla Firefox 0.5 All All All
Mozilla Firefox 0.6 All All All
Mozilla Firefox 0.6.1 All All All
Mozilla Firefox 0.7 All All All
Mozilla Firefox 0.7.1 All All All
Mozilla Firefox 0.8 All All All
Mozilla Firefox 0.9 All All All
Mozilla Firefox 0.9 rc All All
Mozilla Firefox 0.9.1 All All All
Mozilla Firefox 0.9.2 All All All
Mozilla Firefox 0.9.3 All All All
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Support | Red Hat
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CVE Program record

IBM X-Force Exchange

Repository / Oval Repository

NVD vulnerability detail

[SECURITY] Fedora 11 Update: firefox-3.5.2-2.fc11

[SECURITY] Fedora 10 Update: firefox-3.0.13-1.fc10

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Mozilla Firefox SOCKS5 Proxy Response Denial of Service Vulnerability

Fedora update for firefox and xulrunner - Advisories - Community

459524 — SOCKSS5 reply with DNS name longer than 15 characters corrupts data

MFSA 2009-38: Data corruption with SOCKS5 reply containing DNS name longer than 15 characters

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

SecurityTracker.com Archives - Mozilla Firefox SOCKS5 DNS Name Length Error Lets Remote Users Corrupt Data

#266148: Multiple Security Vulnerabilities in Firefox Versions Prior to 3.5.2 May Allow Execution of Arbitrary Code or Application Crash
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