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PUBLIC
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The setTimeout function in Mozilla Firefox before 3.0.12 does not properly preserve object wrapping, which allows remote ¢
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Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)
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Vendor Product Version Update Edition Language
Mozilla Firefox 0.1 All All All
Mozilla Firefox 0.10 All All All
Mozilla Firefox 0.10.1 All All All
Mozilla Firefox 0.2 All All All
Mozilla Firefox 0.3 All All All
Mozilla Firefox 0.4 All All All
Mozilla Firefox 0.5 All All All
Mozilla Firefox 0.6 All All All
Mozilla Firefox 0.6.1 All All All
Mozilla Firefox 0.7 All All All
Mozilla Firefox 0.7.1 All All All
Mozilla Firefox 0.8 All All All
Mozilla Firefox 0.9 All All All
Mozilla Firefox 0.9 rc All All
Mozilla Firefox 0.9.1 All All All
Mozilla Firefox 0.9.2 All All All
Mozilla Firefox 0.9.3 All All All
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Application Mozilla Firefox 2.0.0.14 All All All
Application Mozilla Firefox 2.0.0.15 All All All
Application Mozilla Firefox 2.0.0.16 All All All
Application Mozilla Firefox 2.0.0.17 All All All
Application Mozilla Firefox 2.0.0.18 All All All
Application Mozilla Firefox 2.0.0.19 All All All
Application Mozilla Firefox 2.0.0.2 All All All
Application Mozilla Firefox 2.0.0.20 All All All
Application Mozilla Firefox 2.0.0.21 All All All
Application Mozilla Firefox 2.0.0.3 All All All
Application Mozilla Firefox 2.0.0.4 All All All
Application Mozilla Firefox 2.0.0.5 All All All
Application Mozilla Firefox 2.0.0.6 All All All
Application Mozilla Firefox 2.0.0.7 All All All
Application Mozilla Firefox 2.0.0.8 All All All
Application Mozilla Firefox 2.0.0.9 All All All
Application Mozilla Firefox 3.0 All All All
Application Mozilla Firefox 3.0 alpha All All
Application Mozilla Firefox 3.0 beta2 All All
Application Mozilla Firefox 3.0 betab All All
Application Mozilla Firefox 3.0.1 All All All
Application Mozilla Firefox 3.0.10 All All All
Application Mozilla Firefox 3.0.2 All All All
Application Mozilla Firefox 3.0.3 All All All
Application Mozilla Firefox 3.04 All All All
Application Mozilla Firefox 3.0.5 All All All
Application Mozilla Firefox 3.0.6 All All All
Application Mozilla Firefox 3.0.7 All All All
Application Mozilla Firefox 3.0.8 All All All
Application Mozilla Firefox 3.0.9 All All All
Application Mozilla Firefox All All All All
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[security-announce] SUSE Security Announcement: Mozilla Firefox 3.0 (SUS

Repository / Oval Repository

MFSA 2009-39: setTimeout loses XPCNativeWrappers

[SECURITY] Fedora 10 Update: google-gadgets-0.10.5-8.fc10

Red Hat update for firefox - Secunia Advisories - Vulnerability Information - Secunia.com
460882 — setTimeout loses XPCNativeWrappers

Mozilla Firefox Multiple Vulnerabilities - Secunia Advisories - Vulnerability Information - Secunia.com
RETIRED: Mozilla Firefox MFSA 2009-34, -35, -36, -37, -39, -40 Multiple Vulnerabilities
Security Advisory SA36145 - SUSE update for MozillaFirefox - Secunia

SUSE update for MozillaFirefox - Secunia Advisories - Vulnerability Information - Secunia.com
rhn.redhat.com | Red Hat Support

CVE Program record

NVD vulnerability detail
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SECUNIA

BID

SECUNIA

SECUNIA

REDHAT

CVE.ORG

NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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