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CVE CVE-2009-2472
State PUBLISHED
Assigner redhat

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-07-22 18:30:00 UTC
Updated 2026-04-23 00:35:47 UTC
Description Mozilla Firefox before 3.0.12 does not always use XPCCrossOriginWrapper when required during object construction, whic!

/ |

Risk And Classification

Primary CVSS: v2.0 4.3 from nvd@nist.gov

AV:N/AC:M/Au:N/C:N/I:P/A:N

Problem Types: CWE-79 | n/a

CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Fedoraproject Fedora 10 All All All


https://cve.report/
https://cve.report/CVE-2009-2472/mitre
https://cve.report/CVE-2009-2472/nist
https://cve.report/CVE-2009-2472/cve_org
https://cve.report/api/cve/CVE-2009-2472.json
https://cve.report/CVE-2009-2472.pdf
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora

Application Mozilla Firefox All All All All
Operating System Opensuse Opensuse 11.0 All All All
Operating System Opensuse Opensuse 11.1 All All All
Application Suse Linux Enterprise Debuginfo 10 sp2 All All
Application Suse Linux Enterprise Debuginfo 11 - All All
Operating System Suse Linux Enterprise Desktop 10 sp2 All All
Operating System Suse Linux Enterprise Desktop 11 - All All
Operating System Suse Linux Enterprise Server 10 sp2 All All
Operating System Suse Linux Enterprise Server 11 - All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference Source
sunsolve.sun.com/search/document.do af854a3a-2127-422b-91ae-364da2661
Security Advisory SA36145 - SUSE update for MozillaFirefox - Secunia af854a3a-2127-422b-91ae-364da2661
[SECURITY] Fedora 10 Update: google-gadgets-0.10.5-8.fc10 af854a3a-2127-422b-91ae-364da2661
Repository / Oval Repository af854a3a-2127-422b-91ae-364da2661
sunsolve.sun.com/search/document.do af854a3a-2127-422b-91ae-364da2661
rhn.redhat.com | Red Hat Support af854a3a-2127-422b-91ae-364da2661

Mozilla Firefox Multiple Vulnerabilities - Secunia Advisories - Vulnerability Information - Secunia.com af854a3a-2127-422b-91ae-364da2661

[security-announce] SUSE Security Announcement: Mozilla Firefox 3.0.12 ( af854a3a-2127-422b-91ae-364da2661
Red Hat update for firefox - Secunia Advisories - Vulnerability Information - Secunia.com af854a3a-2127-422b-91ae-364da2661
497102 — Bypassing XOW by using a shallow XPCNativeWrapper and a numeric property af854a3a-2127-422b-91ae-364da2661
[security-announce] SUSE Security Announcement: Mozilla Firefox 3.0 (SUS af854a3a-2127-422b-91ae-364da2661
SUSE update for MozillaFirefox - Secunia Advisories - Vulnerability Information - Secunia.com af854a3a-2127-422b-91ae-364da2661
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH af854a3a-2127-422b-91ae-364da2661
481434 — Lack of XOW for [this| af854a3a-2127-422b-91ae-364da2661
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH af854a3a-2127-422b-91ae-364da2661
RETIRED: Mozilla Firefox MFSA 2009-34, -35, -36, -37, -39, -40 Multiple Vulnerabilities af854a3a-2127-422b-91ae-364da2661
MFSA 2009-40: Multiple cross origin wrapper bypasses af854a3a-2127-422b-91ae-364da2661
479288 — Lack of XOW af854a3a-2127-422b-91ae-364da2661
CVE Program record CVE.ORG
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http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/opensuse
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/opensuse
http://cve.report/vendor/suse
http://cve.report/software/suse/linux_enterprise_debuginfo
http://cve.report/vendor/suse
http://cve.report/software/suse/linux_enterprise_debuginfo
http://cve.report/vendor/suse
http://cve.report/software/suse/linux_enterprise_desktop
http://cve.report/vendor/suse
http://cve.report/software/suse/linux_enterprise_desktop
http://cve.report/vendor/suse
http://cve.report/software/suse/linux_enterprise_server
http://cve.report/vendor/suse
http://cve.report/software/suse/linux_enterprise_server
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://sunsolve.sun.com/search/document.do?assetkey=1-26-265068-1
http://secunia.com/advisories/36145
https://www.redhat.com/archives/fedora-package-announce/2009-July/msg01032.html
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A9497
http://sunsolve.sun.com/search/document.do?assetkey=1-77-1020800.1-1
http://rhn.redhat.com/errata/RHSA-2009-1162.html
http://secunia.com/advisories/35914
http://lists.opensuse.org/opensuse-security-announce/2009-07/msg00005.html
http://secunia.com/advisories/35944
https://bugzilla.mozilla.org/show_bug.cgi?id=497102
http://lists.opensuse.org/opensuse-security-announce/2009-08/msg00002.html
http://secunia.com/advisories/36005
http://www.vupen.com/english/advisories/2009/1972
https://bugzilla.mozilla.org/show_bug.cgi?id=481434
http://www.vupen.com/english/advisories/2009/2152
http://www.securityfocus.com/bid/35758
http://www.mozilla.org/security/announce/2009/mfsa2009-40.html
https://bugzilla.mozilla.org/show_bug.cgi?id=479288
https://www.cve.org/CVERecord?id=CVE-2009-2472
https://nvd.nist.gov/vuln/detail/CVE-2009-2472

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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