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Summary

CVE CVE-2009-2484

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-07-16 16:30:00 UTC

Updated 2023-11-07 02:04:00 UTC

Description Stack-based buffer overflow in the Win32AddConnection function in modules/access/smb.c in VideoLAN VLC media player 0.9.9, when running on Microsoft Windows, allows remote attackers to cause a denial of service (application crash) and possibly execute arbitrary code via a long smb URI in a playlist file.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Microsoft Windows All All All All

Operating System Microsoft Windows All All All All

Application Videolan Vlc Media Player 0.9.9 All All All

Application Videolan Vlc Media Player 0.9.9 All All All

References

Reference Source

git.videolan.org Git - vlc.git/commit

Repository / Oval Repository OVAL

VideoLAN VLC Media Player 0.9.9 smb:// URI Stack BOF PoC EXPLOIT-DB

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

VLC Media Player 'smb://' URI Handling Remote Buffer Overflow Vulnerability BID

VLC Media Player SMB Input Module Buffer Overflow Vulnerability - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA

git.videolan.org Git - vlc.git/commit CONFIRM

CVE Program record CVE.ORG

NVD vulnerability detail NVD
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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