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Summary

CVE CVE-2009-2537

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-07-20 18:30:00 UTC

Updated 2018-10-10 19:40:00 UTC

Description KDE Konqueror allows remote attackers to cause a denial of service (memory consumption) via a large integer value for the length property of a Select object, a related issue to CVE-2009-1692.

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Kde Konqueror All All All All

Application Kde Konqueror All All All All

References

Reference Source Link Tags

G-SEC - Security Consultancy and Expertise from Luxembourg - Products MISC www.g-sec.lu Exploit

[SECURITY] Fedora 10 Update: kdelibs-4.2.4-6.fc10 FEDORA www.redhat.com

SecurityFocus BUGTRAQ www.securityfocus.com

Fedora update for kdelibs3 - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA secunia.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Support / Security / Advisories / / MDVSA-2009:330 | Mandriva MANDRIVA www.mandriva.com

[SECURITY] Fedora 11 Update: kdelibs3-3.5.10-13.fc11 FEDORA www.redhat.com

[SECURITY] Fedora 11 Update: kdelibs-4.2.4-6.fc11 FEDORA www.redhat.com

SecurityFocus BUGTRAQ www.securityfocus.com

[SECURITY] Fedora 10 Update: kdelibs3-3.5.10-13.fc10 FEDORA www.redhat.com

SecurityFocus BUGTRAQ www.securityfocus.com

SecurityFocus BUGTRAQ www.securityfocus.com

https://cve.report/
https://cve.report/CVE-2009-2537/mitre
https://cve.report/CVE-2009-2537/nist
https://cve.report/CVE-2009-2537/cve_org
https://cve.report/CVE-2009-2537.pdf
http://cve.report/vendor/kde
http://cve.report/software/kde/konqueror
http://cve.report/vendor/kde
http://cve.report/software/kde/konqueror
http://www.g-sec.lu/one-bug-to-rule-them-all.html
https://www.redhat.com/archives/fedora-package-announce/2009-July/msg01196.html
http://www.securityfocus.com/archive/1/504989/100/0/threaded
http://secunia.com/advisories/36057
https://exchange.xforce.ibmcloud.com/vulnerabilities/52871
http://www.mandriva.com/security/advisories?name=MDVSA-2009:330
https://www.redhat.com/archives/fedora-package-announce/2009-July/msg01199.html
https://www.redhat.com/archives/fedora-package-announce/2009-July/msg01177.html
http://www.securityfocus.com/archive/1/504969/100/0/threaded
https://www.redhat.com/archives/fedora-package-announce/2009-July/msg01200.html
http://www.securityfocus.com/archive/1/504988/100/0/threaded
http://www.securityfocus.com/archive/1/505006/100/0/threaded


Fedora update for kdelibs - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA secunia.com

Multiple Web Browsers Denial of Service Exploit (1 bug to rule them all) EXPLOIT-DB www.exploit-db.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2009-08-07 Tomas Hoger Red Hat does not consider a user-assisted crash of a client application such as Konqueror to be a security issue.

There are currently no legacy QID mappings associated with this CVE.
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