CVE-2009-2564

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE CVE-2009-2564
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-07-21 17:30:00 UTC
Updated 2018-10-10 19:40:00 UTC
Description NOS Microsystems getPlus Download Manager, as used in Adobe Reader 1.6.2.36 and possibly other versions, Corel getF

/ ]

1|

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Adobe Acrobat Reader 9.0 All All All

Application Adobe Acrobat Reader 9.1 All All All

Application Adobe Acrobat Reader 9.0 All All All

Application Adobe Acrobat Reader 9.1 All All All

Application Corel Getplus Download Manager 1.5.0.48 All All All

Application Corel Getplus Download Manager 1.5.0.48 All All All

Application Nos Microsystems Getplus Download Manager 1.6.2.36 All All All

Application Nos Microsystems Getplus Download Manager 1.6.2.36 All All All

Reference Sa
Local Privilege Escalation in Adobe Reader Installer - Adobe Product Security Incident Response Team (PSIRT) CC
NOS getPlus Download Manager Insecure File Permissions Local Privilege Escalation Vulnerability Bl
Repository / Oval Repository O\
Adobe getPlus DLM Insecure Default Directory Permissions - Secunia Advisories - Vulnerability Information - Secunia.com SE
SecurityFocus BL
US-CERT Technical Cyber Security Alert TA09-286B -- Adobe Reader and Acrobat Vulnerabilities CE



https://cve.report/
https://cve.report/CVE-2009-2564/mitre
https://cve.report/CVE-2009-2564/nist
https://cve.report/CVE-2009-2564/cve_org
https://cve.report/api/cve/CVE-2009-2564.json
https://cve.report/CVE-2009-2564.pdf
http://cve.report/vendor/adobe
http://cve.report/software/adobe/acrobat_reader
http://cve.report/vendor/adobe
http://cve.report/software/adobe/acrobat_reader
http://cve.report/vendor/adobe
http://cve.report/software/adobe/acrobat_reader
http://cve.report/vendor/adobe
http://cve.report/software/adobe/acrobat_reader
http://cve.report/vendor/corel
http://cve.report/software/corel/getplus_download_manager
http://cve.report/vendor/corel
http://cve.report/software/corel/getplus_download_manager
http://cve.report/vendor/nos_microsystems
http://cve.report/software/nos_microsystems/getplus_download_manager
http://cve.report/vendor/nos_microsystems
http://cve.report/software/nos_microsystems/getplus_download_manager
http://blogs.adobe.com/psirt/2009/07/local_privilege_escalation_in.html
http://www.securityfocus.com/bid/35740
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A5719
http://secunia.com/advisories/35930
http://www.securityfocus.com/archive/1/505095/100/0/threaded
http://www.us-cert.gov/cas/techalerts/TA09-286B.html

Security Tracker.com Archives - Adobe Acrobat and Adobe Reader Flaws Lets Remote Users Execute Arbitrary Code and Deny Service  SE

Adobe - Security Bulletin APSB09-15 Security Updates Available for Adobe Reader and Acrobat CC
IBM X-Force Exchange XF
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VL

Corel getPlus Download Manager Insecure Default Directory Permissions - Secunia Advisories - Vulnerability Information - Secunia.com  SE

Error 404 ( MI
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VL
Adobe related service (getPlus_HelperSvc.exe) Local Privilege Escalation EX
CVE Program record C\
NVD vulnerability detail N\
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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