
CVE-2009-2576
MITRE  NVD  CVE.ORG  JSON API  Print: PDF 

Summary

CVE CVE-2009-2576

State PUBLISHED

Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-07-22 18:30:00 UTC

Updated 2026-04-23 00:35:47 UTC

Description Microsoft Internet Explorer 6.0.2900.2180 and earlier allows remote attackers to cause a denial of service (CPU and memory consumption) via a long Unicode string argument to the write method, a related issue to CVE-2009-2479. 

Risk And Classification

Primary CVSS: v2.0 5 from nvd@nist.gov

AV:N/AC:L/Au:N/C:N/I:N/A:P

Problem Types: CWE-399 | n/a

CVSS v2.0 Breakdown

AV:N/AC:L/Au:N/C:N/I:N/A:P

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Microsoft Ie All All mac\+os All

Application Microsoft Ie All All mobile All

Access Vector

Network

Access Complexity

Low

Authentication

None

Confidentiality

None

Integrity

None

Availability

Partial

https://cve.report/
https://cve.report/CVE-2009-2576/mitre
https://cve.report/CVE-2009-2576/nist
https://cve.report/CVE-2009-2576/cve_org
https://cve.report/api/cve/CVE-2009-2576.json
https://cve.report/CVE-2009-2576.pdf
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/ie


Application Microsoft Ie All All mobile All

Application Microsoft Ie 2.0 All mac\+os All

Application Microsoft Ie 2.0_beta All mac\+os All

Application Microsoft Ie 3.0 All mac\+os All

Application Microsoft Ie 3.0 All mac_os All

Application Microsoft Ie 3.0.1 All windows_95 All

Application Microsoft Ie 3.01 All mac\+os All

Application Microsoft Ie 3.1 All mac_os All

Application Microsoft Ie 4.0 All mac\+os All

Application Microsoft Ie 4.0 All mac_os All

Application Microsoft Ie 4.0 All windows_98 All

Application Microsoft Ie 4.0 All windows_nt All

Application Microsoft Ie 4.0 a All All

Application Microsoft Ie 4.0.1 All mac_os All

Application Microsoft Ie 4.0.1 All windows_95 All

Application Microsoft Ie 4.0.1 All windows_98 All

Application Microsoft Ie 4.0.1 All windows_nt All

Application Microsoft Ie 4.0a All mac\+os All

Application Microsoft Ie 4.1 All windows_95 All

Application Microsoft Ie 4.1 All windows_98 All

Application Microsoft Ie 4.1 All windows_nt_4.0 All

Application Microsoft Ie 4.5 All macintosh All

Application Microsoft Ie 4.5 All mac_os All

Application Microsoft Ie 4.x All All All

Application Microsoft Ie 5 All windows_nt_4.0 All

Application Microsoft Ie 5.0 All macos All

Application Microsoft Ie 5.0 All mac\+os All

Application Microsoft Ie 5.0 All mobile All

Application Microsoft Ie 5.0 All windows All

Application Microsoft Ie 5.0 All windows_95 All

Application Microsoft Ie 5.0 All windows_98 All

Application Microsoft Ie 5.0 All windows_nt_4.0 All

Application Microsoft Ie 5.0 sp1 All All

Application Microsoft Ie 5.0 sp4 All All

Application Microsoft Ie 5.0.1 All windows_2000 All

Application Microsoft Ie 5.0.1 All windows_95 All
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Application Microsoft Ie 5.0.1 All windows_95 All

Application Microsoft Ie 5.0.1 All windows_98 All

Application Microsoft Ie 5.0.1 All windows_nt_4.0 All

Application Microsoft Ie 5.01 All windows_server_2003 All

Application Microsoft Ie 5.0_ta3 All All All

Application Microsoft Ie 5.1 All mac\+os All

Application Microsoft Ie 5.1 All mac_os All

Application Microsoft Ie 5.1.1 All mac\+os All

Application Microsoft Ie 5.1.7 All mac\+os All

Application Microsoft Ie 5.2 All mac\+os All

Application Microsoft Ie 5.2.3 All macintosh All

Application Microsoft Ie 5.2.3 All mac\+os All

Application Microsoft Ie 5.22 All All All

Application Microsoft Ie 5.x All All All

Application Microsoft Ie 6 All microsoft_windows_server_2003_sp1 All

Application Microsoft Ie 6 All windows_2000 All

Application Microsoft Ie 6 All windows_server_2003 All

Application Microsoft Ie 6 All windows_xp_professional_64bit All

Application Microsoft Ie 6 sp1 windows_2000 All

Application Microsoft Ie 6 sp1 windows_98 All

Application Microsoft Ie 6 sp1 windows_98_se All

Application Microsoft Ie 6 sp1 windows_millennium All

Application Microsoft Ie 6 sp1 windows_xpsp1 All

Application Microsoft Internet Explorer 3.0 All All All

Application Microsoft Internet Explorer 3.0.1 All All All

Application Microsoft Internet Explorer 3.0.2 All All All

Application Microsoft Internet Explorer 3.1 All All All

Application Microsoft Internet Explorer 3.2 All All All

Application Microsoft Internet Explorer 4.0 All All All

Application Microsoft Internet Explorer 4.0.1 All All All

Application Microsoft Internet Explorer 4.0.1 sp1 All All

Application Microsoft Internet Explorer 4.0.1 sp2 All All

Application Microsoft Internet Explorer 4.01 All All All

Application Microsoft Internet Explorer 4.01 sp1 All All

Application Microsoft Internet Explorer 4.1 All All All

Application Microsoft Internet Explorer 4.40.308 All All All
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Application Microsoft Internet Explorer 4.40.520 All All All

Application Microsoft Internet Explorer 4.5 All All All

Application Microsoft Internet Explorer 4.70.1155 All All All

Application Microsoft Internet Explorer 4.70.1158 All All All

Application Microsoft Internet Explorer 4.70.1215 All All All

Application Microsoft Internet Explorer 4.70.1300 All All All

Application Microsoft Internet Explorer 4.71.1008.3 All All All

Application Microsoft Internet Explorer 4.71.1712.6 All All All

Application Microsoft Internet Explorer 4.72.2106.8 All All All

Application Microsoft Internet Explorer 4.72.3110.8 All All All

Application Microsoft Internet Explorer 4.72.3612.1713 All All All

Application Microsoft Internet Explorer 5 All All All

Application Microsoft Internet Explorer 5.0 All All All

Application Microsoft Internet Explorer 5.0.1 All All All

Application Microsoft Internet Explorer 5.0.1 sp1 All All

Application Microsoft Internet Explorer 5.0.1 sp2 All All

Application Microsoft Internet Explorer 5.0.1 sp4 All All

Application Microsoft Internet Explorer 5.00.0518.10 All All All

Application Microsoft Internet Explorer 5.00.0910.1309 All All All

Application Microsoft Internet Explorer 5.00.2014.0216 All All All

Application Microsoft Internet Explorer 5.00.2516.1900 All All All

Application Microsoft Internet Explorer 5.00.2614.3500 All All All

Application Microsoft Internet Explorer 5.00.2919.6307 All All All

Application Microsoft Internet Explorer 5.00.2919.800 All All All

Application Microsoft Internet Explorer 5.00.2920.0000 All All All

Application Microsoft Internet Explorer 5.00.3103.1000 All All All

Application Microsoft Internet Explorer 5.00.3105.0106 All All All

Application Microsoft Internet Explorer 5.00.3314.2101 All All All

Application Microsoft Internet Explorer 5.00.3315.1000 All All All

Application Microsoft Internet Explorer 5.00.3502.1000 All All All

Application Microsoft Internet Explorer 5.00.3700.1000 All All All

Application Microsoft Internet Explorer 5.01 All All All

Application Microsoft Internet Explorer 5.01 sp1 All All

Application Microsoft Internet Explorer 5.01 sp3 All All

Application Microsoft Internet Explorer 5.1 All All All

Application Microsoft Internet Explorer 5.2.3 All All All
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Application Microsoft Internet Explorer 5.2.3 All All All

Application Microsoft Internet Explorer 5.5 All All All

Application Microsoft Internet Explorer 5.5 preview All All

Application Microsoft Internet Explorer 5.5 sp1 All All

Application Microsoft Internet Explorer 5.5 sp2 All All

Application Microsoft Internet Explorer 5.50.3825.1300 All All All

Application Microsoft Internet Explorer 5.50.4030.2400 All All All

Application Microsoft Internet Explorer 5.50.4134.0100 All All All

Application Microsoft Internet Explorer 5.50.4134.0600 All All All

Application Microsoft Internet Explorer 5.50.4308.2900 All All All

Application Microsoft Internet Explorer 5.50.4522.1800 All All All

Application Microsoft Internet Explorer 5.50.4807.2300 All All All

Application Microsoft Internet Explorer 6 All All All

Application Microsoft Internet Explorer 6 sp1 All All

Application Microsoft Internet Explorer 6.0 All All All

Application Microsoft Internet Explorer 6.0.2600 All All All

Application Microsoft Internet Explorer 6.0.2800 All All All

Application Microsoft Internet Explorer 6.0.2800.1106 All All All

Application Microsoft Internet Explorer 6.0.2900 All All All

Application Microsoft Internet Explorer All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

References

Reference Source Link

SecurityFocus af854a3a-2127-422b-91ae-364da2661108 www.securityfocus.com

DoS уразливості в Firefox, Internet Explorer, Opera та Chrome - Websecurity - Веб безпека af854a3a-2127-422b-91ae-364da2661108 websecurity.com.ua

SecurityFocus af854a3a-2127-422b-91ae-364da2661108 www.securityfocus.com

archives.neohapsis.com/archives/bugtraq/2009-07/0192.html af854a3a-2127-422b-91ae-364da2661108 archives.neohapsis.com

archives.neohapsis.com/archives/bugtraq/2009-07/0193.html af854a3a-2127-422b-91ae-364da2661108 archives.neohapsis.com

SecurityFocus af854a3a-2127-422b-91ae-364da2661108 www.securityfocus.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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