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Summary

CVE CVE-2009-2583

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-07-23 20:30:00 UTC

Updated 2009-08-04 05:25:00 UTC

Description Multiple session fixation vulnerabilities in IBM Tivoli Identity Manager (ITIM) 5.0.0.6 allow remote attackers to hijack web sessions via unspecified vectors involving the (1) console and (2) self service interfaces.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ibm Tivoli Identity Manager 5.0.0.6 All All All

Application Ibm Tivoli Identity Manager 5.0.0.6 All All All

References

Reference

IBM - IBM Tivoli Identity Manager, ver 5.0, Interim Fix 5.0.0.6-TIV-TIM-IF0029

Security Advisory SA35931 - IBM Tivoli Identity Manager Session Fixation Vulnerability - Secunia

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

SecurityTracker.com Archives - IBM Tivoli Identity Manager Console and Self Service Interface Session Fixation Bug Lets Remote Users Hijack Sessions

IBM Tivoli Identity Manager Session Fixation Vulnerability

IZ55659: 36116 - CORRECT A POSSIBLE SESSION FIXATION VULNERABILITY IN THE CONSOLE AND SELF SERVICE INTERFACE. SECURITY FIX.

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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