CVE

State

Assigner
Source Priority
Published
Updated

Description

/

CVE-2009-2626

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE-2009-2626

PUBLIC

cert@cert.org

CVE Program / NVD first with legacy fallback
2009-12-01 16:30:00 UTC

2018-10-30 16:26:00 UTC

The zend_restore_ini_entry_cb function in zend_ini.c in PHP 5.3.0, 5.2.10, and earlier versions allows context-specific attac

] 1|

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type
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Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Php Php 1.0 All All All
Php Php 2.0 All All All
Php Php 2.0b10 All All All
Php Php 3.0 All All All
Php Php 3.0.1 All All All
Php Php 3.0.10 All All All
Php Php 3.0.11 All All All
Php Php 3.0.12 All All All
Php Php 3.0.13 All All All
Php Php 3.0.14 All All All
Php Php 3.0.15 All All All
Php Php 3.0.16 All All All
Php Php 3.0.17 All All All
Php Php 3.0.18 All All All
Php Php 3.0.2 All All All
Php Php 3.0.3 All All All
Php Php 3.04 All All All
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Applicaton Fnp Fnp 5.0.U petas All All
Application Php Php 5.0.0 beta4 All All
Application Php Php 5.0.0 rci All All
Application Php Php 5.0.0 rc2 All All
Application Php Php 5.0.0 rc3 All All
Application Php Php 5.0.1 All All All
Application Php Php 5.0.2 All All All
Application Php Php 5.0.3 All All All
Application Php Php 5.0.4 All All All
Application Php Php 5.0.5 All All All
Application Php Php 5.1.0 All All All
Application Php Php 5.1.1 All All All
Application Php Php 5.1.2 All All All
Application Php Php 5.1.3 All All All
Application Php Php 5.1.4 All All All
Application Php Php 5.1.5 All All All
Application Php Php 5.1.6 All All All
Application Php Php 5.2.0 All All All
Application Php Php 5.2.2 All All All
Application Php Php 5.2.4 All All All
Application Php Php 5.2.6 All All All
Application Php Php 527 All All All
Application Php Php 5.2.8 All All All
Application Php Php 5.2.9 All All All
Application Php Php 5.3.0 All All All
Application Php Php All All All All
Reference Source Link Tags
#540605 - php5: memory disclosure - Debian Bug report logs CONFIRM bugs.debian.org Patch
PHP 'ini_restore()' Memory Information Disclosure Vulnerability BID www.securityfocus.com
Debian update for php5 - Secunia Advisories - Vulnerability Information - Secunia.com  SECUNIA secunia.com Vendor .
ViewVC Exception CONFIRM svn.php.net
PHP 5.2.10/5.3.0 (zend_ini.c) Memory Disclosure - CXSecurity.com SREASONRES  securityreason.com Exploit
Debian -- Security Information -- DSA-1940-1 php5 DEBIAN www.debian.org Patch
CVE Program record CVE.ORG WWW.cve.org canonici
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http://www.securityfocus.com/bid/36009
http://secunia.com/advisories/37482
http://svn.php.net/viewvc/php/php-src/branches/PHP_5_3/Zend/zend_ini.c?r1=272370&r2=284156
http://securityreason.com/achievement_securityalert/65
http://www.debian.org/security/2009/dsa-1940
https://www.cve.org/CVERecord?id=CVE-2009-2626

NVD vulnerability detail NVD nvd.nist.gov canonici
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Vendor Comments And Credit

Organization Published Contributor  Statement

Red Hat 2009-12-02 Tomas Hoger Red Hat does not consider this flaw to be a security issue. The bug can only be triggered by th

|

4] |

There are currently no legacy QID mappings associated with this CVE.
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