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Summary

CVE CVE-2009-2628

State PUBLIC

Assigner cert@cert.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-09-08 22:30:00 UTC

Updated 2018-10-10 19:41:00 UTC

Description The VMnc media codec in vmnc.dll in VMware Movie Decoder before 6.5.3 build 185404, VMware Workstation 6.5.x before 6.5.3 build 185404, VMware Player 2.5.x before 2.5.3 build 185404, and VMware ACE 2.5.x before 2.5.3 build 185404 on Windows does not properly handle certain small heights in video content, which might allow remote attackers to execute arbitrary code via a crafted AVI file that triggers heap memory corruption.

Risk And Classification

Problem Types: CWE-94

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Vmware Ace 2.5.0 All All All

Application Vmware Ace 2.5.1 All All All

Application Vmware Ace 2.5.2 All All All

Application Vmware Ace 2.5.0 All All All

Application Vmware Ace 2.5.1 All All All

Application Vmware Ace 2.5.2 All All All

Application Vmware Movie Decoder 6.5.3 All All All

Application Vmware Movie Decoder 6.5.3 All All All

Application Vmware Player 2.5 All All All

Application Vmware Player 2.5.1 All All All

Application Vmware Player 2.5.2 All All All

Application Vmware Player 2.5 All All All

Application Vmware Player 2.5.1 All All All

Application Vmware Player 2.5.2 All All All

Application Vmware Workstation 6.5 All All All

Application Vmware Workstation 6.5.0 All All All

Application Vmware Workstation 6.5.1 All All All
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Application Vmware Workstation 6.5.1 All All All

Application Vmware Workstation 6.5.2 All All All

Application Vmware Workstation 6.5 All All All

Application Vmware Workstation 6.5.0 All All All

Application Vmware Workstation 6.5.1 All All All

Application Vmware Workstation 6.5.2 All All All
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SecurityFocus

[Security-announce] VMSA-2009-0012 VMware Movie Decoder, VMware Workstation, VMware Player, and VMware ACE resolve security issues.

VMware Workstation Movie Decoder VMnc Codec Two Vulnerabilities - Secunia Advisories - Vulnerability Information - Secunia.com

VMware Movie Decoder VMnc Codec Multiple Heap Overflow Vulnerabilities

US-CERT Vulnerability Note VU#444513

VMSA-2009-0012

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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