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Summary

CVE CVE-2009-2631

State PUBLIC

Assigner cert@cert.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-12-04 11:30:00 UTC

Updated 2018-10-10 19:41:00 UTC

Description Multiple clientless SSL VPN products that run in web browsers, including Stonesoft StoneGate; Cisco ASA; SonicWALL E-Class SSL VPN and SonicWALL SSL VPN; SafeNet SecureWire Access Gateway; Juniper Networks Secure Access; Nortel CallPilot; Citrix Access Gateway; and other products, when running in configurations that do not restrict access to the same domain as the VPN, retrieve the content of remote URLs from one domain and rewrite them so they originate from the VPN's domain, which violates the same origin policy and allows remote attackers to conduct cross-site scripting attacks, read cookies that originated from other domains, access the Web VPN session to gain access to internal resources, perform key logging, and conduct other attacks. 

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Aladdin Safenet Securewire Access Gateway All All All All

Hardware Aladdin Safenet Securewire Access Gateway All All All All

Hardware Cisco Adaptive Security Appliance All All All All

Hardware Cisco Adaptive Security Appliance All All All All

Hardware Sonicwall E-class Ssl Vpn All All All All

Hardware Sonicwall E-class Ssl Vpn All All All All

Hardware Sonicwall Ssl Vpn All All All All

Hardware Sonicwall Ssl Vpn All All All All

Hardware Stonesoft Stonegate All All All All

Hardware Stonesoft Stonegate All All All All
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CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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