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CVE CVE-2009-2632
State PUBLISHED
Assigner certcc

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-09-08 23:30:00 UTC
Updated 2026-04-23 00:35:47 UTC
Description Buffer overflow in the SIEVE script component (sieve/script.c), as used in cyrus-imapd in Cyrus IMAP Server 2.2.13 and 2.¢

/ ]

Risk And Classification

Primary CVSS: v2.0 4.4 from nvd@nist.gov

AV:L/AC:M/Au:N/C:P/I:P/A:P

Problem Types: CWE-119 | n/a

CVSS v2.0 Breakdown

Access Vector
\ccess Complexity
\uthentication
E=
Sonfidentiality

ntegrity

\vailability

AV:L/AC:M/Au:N/C:P/I:P/A:P

w [0

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cmu Cyrus Imap Server 2.2.13 All All All


https://cve.report/
https://cve.report/CVE-2009-2632/mitre
https://cve.report/CVE-2009-2632/nist
https://cve.report/CVE-2009-2632/cve_org
https://cve.report/api/cve/CVE-2009-2632.json
https://cve.report/CVE-2009-2632.pdf
http://cve.report/vendor/cmu
http://cve.report/software/cmu/cyrus_imap_server

Application Cmu Cyrus Imap Server 2.3.14

All

Vendor Declared Affected Products

Source Vendor Product Version

CNA Na N/a affected n/a

References

Reference

Malformed Request

Ubuntu update for dovecot - Secunia.com

[Dovecot-news] Security holes in CMU Sieve plugin
bugzilla.andrew.cmu.edu/cgi-bin/cvsweb.cgi/src/sieve/script.c.diff
Webmail- OVH

www.osvdb.org/58103

[Cyrus-CVS] src/sieve by brong

[SECURITY] Fedora 10 Update: dovecot-1.1.18-2.fc10

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH
oss-security - Re: CVE for recent cyrus-imap issue

Dovecot CMU Sieve Plugin Buffer Overflow Vulnerabilities - Secunia.com
Cyrus IMAP Server SIEVE Script Local Buffer Overflow Vulnerability
Security Advisory SA36632 - Debian update for cyrus-imapd-2.2 - Secunia
APPLE-SA-2010-03-29-1 Security Update 2010-002 / Mac OS X v10.6.3
Repository / Oval Repository

Security Advisory SA36713 - Fedora update for dovecot - Secunia

Debian -- Security Information -- DSA-1881-1 cyrus-imapd-2.2
[security-announce] SUSE Security Summary Report: SUSE-SR:2009:016
About the security content of Security Update 2010-002 / Mac OS X v10.6.3
[Cyrus-CVS] src/sieve by brong

USN-838-1: Dovecot vulnerabilities | Ubuntu

CVE Program record

NVD vulnerability detail

1

Cyrus IMAP Server Sieve Buffer Overflow Vulnerabilities - Secunia Advisories - Vulnerability Information - Secunia.com

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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http://cve.report/vendor/cmu
http://cve.report/software/cmu/cyrus_imap_server
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://www.securityfocus.com/bid/36377
http://secunia.com/advisories/36904
http://dovecot.org/list/dovecot-news/2009-September/000135.html
https://bugzilla.andrew.cmu.edu/cgi-bin/cvsweb.cgi/src/sieve/script.c.diff?r1=1.62&r2=1.62.2.1&only_with_tag=cyrus-imapd-2_2-tail
http://www.vupen.com/english/advisories/2009/2641
http://www.osvdb.org/58103
https://lists.andrew.cmu.edu/pipermail/cyrus-cvs/2009-September/001253.html
https://www.redhat.com/archives/fedora-package-announce/2009-September/msg00491.html
http://secunia.com/advisories/36629
http://www.vupen.com/english/advisories/2009/2559
http://www.openwall.com/lists/oss-security/2009/09/14/3
http://secunia.com/advisories/36698
http://www.securityfocus.com/bid/36296
http://secunia.com/advisories/36632
http://lists.apple.com/archives/security-announce/2010//Mar/msg00001.html
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A10082
http://secunia.com/advisories/36713
http://www.debian.org/security/2009/dsa-1881
http://lists.opensuse.org/opensuse-security-announce/2009-10/msg00001.html
http://support.apple.com/kb/HT4077
https://lists.andrew.cmu.edu/pipermail/cyrus-cvs/2009-September/001254.html
http://www.ubuntu.com/usn/USN-838-1
https://www.cve.org/CVERecord?id=CVE-2009-2632
https://nvd.nist.gov/vuln/detail/CVE-2009-2632

l 690562 Free Berkeley Software Distribution (FreeBSD) Security Update for cyrus-imapd (012b495¢c-9d51-11de-8d20-001bd3385381)
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