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Summary

CVE CVE-2009-2659

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-08-04 16:30:00 UTC

Updated 2009-08-12 05:30:00 UTC

Description The Admin media handler in core/servers/basehttp.py in Django 1.0 and 0.96 does not properly map URL requests to expected "static media files," which allows remote attackers to conduct directory traversal attacks and read arbitrary files via a crafted URL.

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Django Project Django 0.96 All All All

Application Django Project Django 1.0 All All All

Application Django Project Django 0.96 All All All

Application Django Project Django 1.0 All All All

References

Reference Source Link

oss-security - CVE Request (django) MLIST www.openwall.com

[SECURITY] Fedora 10 Update: Django-1.0.3-6.fc10 FEDORA www.redhat.com

Django URL Information Disclosure Vulnerability BID www.securityfocus.com

[SECURITY] Fedora 11 Update: Django-1.0.3-6.fc11 FEDORA www.redhat.com

Django Development Service Arbitrary File Access - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA secunia.com

Changeset 11353 - Django - Trac CONFIRM code.djangoproject.com

Fedora update for Django - Secunia.com SECUNIA secunia.com

Django | Weblog | Security updates released CONFIRM www.djangoproject.com

#539134 - Insufficient input validation in "runserver" development server - Debian Bug report logs CONFIRM bugs.debian.org
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No vendor comments have been submitted for this CVE.
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