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CVE CVE-2009-2660
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback
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Risk And Classification

Published 2009-08-04 16:30:00 UTC
Updated 2023-11-07 02:04:00 UTC
Description Multiple integer overflows in Camlimages 2.2 might allow context-dependent attackers to execute arbitrary code via images
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Problem Types: CWE-189

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update
Application Jun Furuse Camlimages 2.2 All
Application Jun Furuse Camlimages 2.2 All

Edition Language
All All
All All

References

Reference

Debian -- Security Information -- DSA-1857-1 camlimages

404 Not Found

bugs.gentoo.org/attachment.cgi

Gentoo Bug 276235 - <dev-ml/camlimages-3.0.1 integer overflows (CVE-2009-{2295,2660})
Debian update for camlimages - Secunia Advisories - Vulnerability Information - Secunia.com
ftp.debian.org/debian/pool/main/c/camlimages/camlimages_2.20-8+etch2.diff.gz
Camllmages Image Parsing Multiple Heap Overflow Vulnerabilities
ftp.debian.org/debian/pool/main/c/camlimages/camlimages_3.0.1-3.diff.gz
ftp.debian.org/debian/pool/main/c/camlimages/camlimages_2.2.0-4+lenny2.diff.gz

#540146 - CVE-2009-2660: Multiple integer overflows - Debian Bug report logs

404 Not Found

Debian -- Security Information -- DSA-1912-1 camlimages

Source

DEBIAN

CONFIRM

CONFIRM

CONFIRM

SECUNIA

CONFIRM

BID

CONFIRM

CONFIRM

CONFIRM

CONFIRM

DEBIAN

Link
www.debian.org
security.debian.org
bugs.gentoo.org
bugs.gentoo.org
secunia.com
ftp.debian.org
www.securityfocus.com
ftp.debian.org
ftp.debian.org
bugs.debian.org
security.debian.org

www.debian.org


https://cve.report/
https://cve.report/CVE-2009-2660/mitre
https://cve.report/CVE-2009-2660/nist
https://cve.report/CVE-2009-2660/cve_org
https://cve.report/api/cve/CVE-2009-2660.json
https://cve.report/CVE-2009-2660.pdf
http://cve.report/vendor/jun_furuse
http://cve.report/software/jun_furuse/camlimages
http://cve.report/vendor/jun_furuse
http://cve.report/software/jun_furuse/camlimages
http://www.debian.org/security/2009/dsa-1857
http://security.debian.org/pool/updates/main/c/camlimages/camlimages_2.2.0-4+lenny3.diff.gz
https://bugs.gentoo.org/attachment.cgi?id=199108
https://bugs.gentoo.org/show_bug.cgi?id=276235
http://secunia.com/advisories/37067
ftp://ftp.debian.org/debian/pool/main/c/camlimages/camlimages_2.20-8+etch2.diff.gz
http://www.securityfocus.com/bid/35999
ftp://ftp.debian.org/debian/pool/main/c/camlimages/camlimages_3.0.1-3.diff.gz
ftp://ftp.debian.org/debian/pool/main/c/camlimages/camlimages_2.2.0-4+lenny2.diff.gz
http://bugs.debian.org/cgi-bin/bugreport.cgi?bug=540146
http://security.debian.org/pool/updates/main/c/camlimages/camlimages_2.20-8+etch3.diff.gz
http://www.debian.org/security/2009/dsa-1912

oss-security - camlimages: Integer overflows in GIF and JPEG readers

IBM X-Force Exchange

GitHub - ocaml/ocaml: The core OCaml system: compilers, runtime system, base libraries
GitHub - ocaml/ocaml: The core OCaml system: compilers, runtime system, base libraries
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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