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Summary

CVE CVE-2009-2664

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-08-04 16:30:00 UTC

Updated 2017-09-19 01:29:00 UTC

Description The js_watch_set function in js/src/jsdbgapi.cpp in the JavaScript engine in Mozilla Firefox before 3.0.12 allows remote attackers to cause a denial of service (assertion failure and application exit) or possibly execute arbitrary code via a crafted .js file, related to a "memory safety bug." NOTE: this was originally reported as affecting versions before 3.0.13.

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mozilla Firefox 0.1 All All All

Application Mozilla Firefox 0.10 All All All

Application Mozilla Firefox 0.10.1 All All All

Application Mozilla Firefox 0.2 All All All

Application Mozilla Firefox 0.3 All All All

Application Mozilla Firefox 0.4 All All All

Application Mozilla Firefox 0.5 All All All

Application Mozilla Firefox 0.6 All All All

Application Mozilla Firefox 0.6.1 All All All

Application Mozilla Firefox 0.7 All All All

Application Mozilla Firefox 0.7.1 All All All

Application Mozilla Firefox 0.8 All All All

Application Mozilla Firefox 0.9 All All All

Application Mozilla Firefox 0.9 rc All All

Application Mozilla Firefox 0.9.1 All All All

Application Mozilla Firefox 0.9.2 All All All

Application Mozilla Firefox 0.9.3 All All All
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Application Mozilla Firefox 0.9.3 All All All

Application Mozilla Firefox 0.9_rc All All All

Application Mozilla Firefox 1.0 All All All

Application Mozilla Firefox 1.0 preview_release All All

Application Mozilla Firefox 1.0.1 All All All

Application Mozilla Firefox 1.0.2 All All All

Application Mozilla Firefox 1.0.3 All All All

Application Mozilla Firefox 1.0.4 All All All

Application Mozilla Firefox 1.0.5 All All All

Application Mozilla Firefox 1.0.6 All All All

Application Mozilla Firefox 1.0.6 All linux All

Application Mozilla Firefox 1.0.7 All All All

Application Mozilla Firefox 1.0.8 All All All

Application Mozilla Firefox 1.4.1 All All All

Application Mozilla Firefox 1.5 All All All

Application Mozilla Firefox 1.5 beta1 All All

Application Mozilla Firefox 1.5 beta2 All All

Application Mozilla Firefox 1.5.0.1 All All All

Application Mozilla Firefox 1.5.0.10 All All All

Application Mozilla Firefox 1.5.0.11 All All All

Application Mozilla Firefox 1.5.0.12 All All All

Application Mozilla Firefox 1.5.0.2 All All All

Application Mozilla Firefox 1.5.0.3 All All All

Application Mozilla Firefox 1.5.0.4 All All All

Application Mozilla Firefox 1.5.0.5 All All All

Application Mozilla Firefox 1.5.0.6 All All All

Application Mozilla Firefox 1.5.0.7 All All All

Application Mozilla Firefox 1.5.0.8 All All All

Application Mozilla Firefox 1.5.0.9 All All All

Application Mozilla Firefox 1.5.1 All All All

Application Mozilla Firefox 1.5.2 All All All

Application Mozilla Firefox 1.5.3 All All All

Application Mozilla Firefox 1.5.4 All All All

Application Mozilla Firefox 1.5.5 All All All

Application Mozilla Firefox 1.5.6 All All All

Application Mozilla Firefox 1.5.7 All All All
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Application Mozilla Firefox 1.5.8 All All All

Application Mozilla Firefox 1.8 All All All

Application Mozilla Firefox 2.0 All All All

Application Mozilla Firefox 2.0 beta1 All All

Application Mozilla Firefox 2.0 beta_1 All All

Application Mozilla Firefox 2.0 rc2 All All

Application Mozilla Firefox 2.0 rc3 All All

Application Mozilla Firefox 2.0.0.1 All All All

Application Mozilla Firefox 2.0.0.10 All All All

Application Mozilla Firefox 2.0.0.11 All All All

Application Mozilla Firefox 2.0.0.12 All All All

Application Mozilla Firefox 2.0.0.13 All All All

Application Mozilla Firefox 2.0.0.14 All All All

Application Mozilla Firefox 2.0.0.15 All All All

Application Mozilla Firefox 2.0.0.16 All All All

Application Mozilla Firefox 2.0.0.17 All All All

Application Mozilla Firefox 2.0.0.18 All All All

Application Mozilla Firefox 2.0.0.19 All All All

Application Mozilla Firefox 2.0.0.2 All All All

Application Mozilla Firefox 2.0.0.20 All All All

Application Mozilla Firefox 2.0.0.21 All All All

Application Mozilla Firefox 2.0.0.3 All All All

Application Mozilla Firefox 2.0.0.4 All All All

Application Mozilla Firefox 2.0.0.5 All All All

Application Mozilla Firefox 2.0.0.6 All All All

Application Mozilla Firefox 2.0.0.7 All All All

Application Mozilla Firefox 2.0.0.8 All All All

Application Mozilla Firefox 2.0.0.9 All All All

Application Mozilla Firefox 2.0_.1 All All All

Application Mozilla Firefox 2.0_.10 All All All

Application Mozilla Firefox 2.0_.4 All All All

Application Mozilla Firefox 2.0_.5 All All All

Application Mozilla Firefox 2.0_.6 All All All

Application Mozilla Firefox 2.0_.7 All All All

Application Mozilla Firefox 2.0_.9 All All All

Application Mozilla Firefox 2.0_8 All All All
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Application Mozilla Firefox 2.0_8 All All All

Application Mozilla Firefox 3.0 All All All

Application Mozilla Firefox 3.0.1 All All All

Application Mozilla Firefox 3.0.10 All All All

Application Mozilla Firefox 3.0.11 All All All

Application Mozilla Firefox 3.0.12 All All All

Application Mozilla Firefox 3.0.2 All All All

Application Mozilla Firefox 3.0.3 All All All

Application Mozilla Firefox 3.0.4 All All All

Application Mozilla Firefox 3.0.5 All All All

Application Mozilla Firefox 3.0.6 All All All

Application Mozilla Firefox 3.0.7 All All All

Application Mozilla Firefox 3.0.8 All All All

Application Mozilla Firefox 3.0.9 All All All

Application Mozilla Firefox 3.5 All All All

Application Mozilla Firefox 0.1 All All All

Application Mozilla Firefox 0.10 All All All

Application Mozilla Firefox 0.10.1 All All All

Application Mozilla Firefox 0.2 All All All

Application Mozilla Firefox 0.3 All All All

Application Mozilla Firefox 0.4 All All All

Application Mozilla Firefox 0.5 All All All

Application Mozilla Firefox 0.6 All All All

Application Mozilla Firefox 0.6.1 All All All

Application Mozilla Firefox 0.7 All All All

Application Mozilla Firefox 0.7.1 All All All

Application Mozilla Firefox 0.8 All All All

Application Mozilla Firefox 0.9 All All All

Application Mozilla Firefox 0.9 rc All All

Application Mozilla Firefox 0.9.1 All All All

Application Mozilla Firefox 0.9.2 All All All

Application Mozilla Firefox 0.9.3 All All All

Application Mozilla Firefox 0.9_rc All All All

Application Mozilla Firefox 1.0 All All All

Application Mozilla Firefox 1.0 preview_release All All

Application Mozilla Firefox 1.0.1 All All All
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Application Mozilla Firefox 1.0.2 All All All

Application Mozilla Firefox 1.0.3 All All All

Application Mozilla Firefox 1.0.4 All All All

Application Mozilla Firefox 1.0.5 All All All

Application Mozilla Firefox 1.0.6 All All All

Application Mozilla Firefox 1.0.6 All linux All

Application Mozilla Firefox 1.0.7 All All All

Application Mozilla Firefox 1.0.8 All All All

Application Mozilla Firefox 1.4.1 All All All

Application Mozilla Firefox 1.5 All All All

Application Mozilla Firefox 1.5 beta1 All All

Application Mozilla Firefox 1.5 beta2 All All

Application Mozilla Firefox 1.5.0.1 All All All

Application Mozilla Firefox 1.5.0.10 All All All

Application Mozilla Firefox 1.5.0.11 All All All

Application Mozilla Firefox 1.5.0.12 All All All

Application Mozilla Firefox 1.5.0.2 All All All

Application Mozilla Firefox 1.5.0.3 All All All

Application Mozilla Firefox 1.5.0.4 All All All

Application Mozilla Firefox 1.5.0.5 All All All

Application Mozilla Firefox 1.5.0.6 All All All

Application Mozilla Firefox 1.5.0.7 All All All

Application Mozilla Firefox 1.5.0.8 All All All

Application Mozilla Firefox 1.5.0.9 All All All

Application Mozilla Firefox 1.5.1 All All All

Application Mozilla Firefox 1.5.2 All All All

Application Mozilla Firefox 1.5.3 All All All

Application Mozilla Firefox 1.5.4 All All All

Application Mozilla Firefox 1.5.5 All All All

Application Mozilla Firefox 1.5.6 All All All

Application Mozilla Firefox 1.5.7 All All All

Application Mozilla Firefox 1.5.8 All All All

Application Mozilla Firefox 1.8 All All All

Application Mozilla Firefox 2.0 All All All

Application Mozilla Firefox 2.0 beta1 All All
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Application Mozilla Firefox 2.0 beta_1 All All

Application Mozilla Firefox 2.0 rc2 All All

Application Mozilla Firefox 2.0 rc3 All All

Application Mozilla Firefox 2.0.0.1 All All All

Application Mozilla Firefox 2.0.0.10 All All All

Application Mozilla Firefox 2.0.0.11 All All All

Application Mozilla Firefox 2.0.0.12 All All All

Application Mozilla Firefox 2.0.0.13 All All All

Application Mozilla Firefox 2.0.0.14 All All All

Application Mozilla Firefox 2.0.0.15 All All All

Application Mozilla Firefox 2.0.0.16 All All All

Application Mozilla Firefox 2.0.0.17 All All All

Application Mozilla Firefox 2.0.0.18 All All All

Application Mozilla Firefox 2.0.0.19 All All All

Application Mozilla Firefox 2.0.0.2 All All All

Application Mozilla Firefox 2.0.0.20 All All All

Application Mozilla Firefox 2.0.0.21 All All All

Application Mozilla Firefox 2.0.0.3 All All All

Application Mozilla Firefox 2.0.0.4 All All All

Application Mozilla Firefox 2.0.0.5 All All All

Application Mozilla Firefox 2.0.0.6 All All All

Application Mozilla Firefox 2.0.0.7 All All All

Application Mozilla Firefox 2.0.0.8 All All All

Application Mozilla Firefox 2.0.0.9 All All All

Application Mozilla Firefox 2.0_.1 All All All

Application Mozilla Firefox 2.0_.10 All All All

Application Mozilla Firefox 2.0_.4 All All All

Application Mozilla Firefox 2.0_.5 All All All

Application Mozilla Firefox 2.0_.6 All All All

Application Mozilla Firefox 2.0_.7 All All All

Application Mozilla Firefox 2.0_.9 All All All

Application Mozilla Firefox 2.0_8 All All All

Application Mozilla Firefox 3.0 All All All

Application Mozilla Firefox 3.0.1 All All All

Application Mozilla Firefox 3.0.10 All All All

Application Mozilla Firefox 3.0.11 All All All
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Application Mozilla Firefox 3.0.11 All All All

Application Mozilla Firefox 3.0.12 All All All

Application Mozilla Firefox 3.0.2 All All All

Application Mozilla Firefox 3.0.3 All All All

Application Mozilla Firefox 3.0.4 All All All

Application Mozilla Firefox 3.0.5 All All All

Application Mozilla Firefox 3.0.6 All All All

Application Mozilla Firefox 3.0.7 All All All

Application Mozilla Firefox 3.0.8 All All All

Application Mozilla Firefox 3.0.9 All All All

Application Mozilla Firefox 3.5 All All All

Application Mozilla Firefox All All All All

References

Reference Source

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

[SECURITY] Fedora 11 Update: firefox-3.5.2-2.fc11 FEDORA

Mozilla Firefox 3.5.1/3.0.12 Multiple Memory Corruption Vulnerabilities BID

#266148: Multiple Security Vulnerabilities in Firefox Versions Prior to 3.5.2 May Allow Execution of Arbitrary Code or Application Crash SUNALERT

MFSA 2009-45: Crashes with evidence of memory corruption (rv:1.9.1.2/1.9.0.13) CONFIRM

Repository / Oval Repository OVAL

Fedora update for firefox and xulrunner - Advisories - Community SECUNIA

[SECURITY] Fedora 10 Update: firefox-3.0.13-1.fc10 FEDORA

501270 – (CVE-2009-2664) Assertion failure: !fp->fun || !(fp->fun->flags & JSFUN_HEAVYWEIGHT) || fp->callobj CONFIRM

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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