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Summary

CVE CVE-2009-2665

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-08-04 16:30:00 UTC

Updated 2009-09-04 05:28:00 UTC

Description The nsDocument::SetScriptGlobalObject function in content/base/src/nsDocument.cpp in Mozilla Firefox 3.5.x before 3.5.2, when certain add-ons are enabled, does not properly handle a Link HTTP header, which allows remote attackers to execute arbitrary JavaScript with chrome privileges via a crafted web page, related to an incorrect security wrapper.

Risk And Classification

Problem Types: CWE-94

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mozilla Firefox 3.5 All All All

Application Mozilla Firefox 3.5.1 All All All

Application Mozilla Firefox 3.5.2 All All All

Application Mozilla Firefox 3.5 All All All

Application Mozilla Firefox 3.5.1 All All All

Application Mozilla Firefox 3.5.2 All All All

References

Reference Source

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

[SECURITY] Fedora 11 Update: firefox-3.5.2-2.fc11 FEDORA

498897 – (CVE-2009-2665) Web code gets "permission denied" error if a content policy is present CONFIRM

#266148: Multiple Security Vulnerabilities in Firefox Versions Prior to 3.5.2 May Allow Execution of Arbitrary Code or Application Crash SUNALERT

MFSA 2009-46: Chrome privilege escalation due to incorrectly cached wrapper CONFIRM

Fedora update for firefox and xulrunner - Advisories - Community SECUNIA

[SECURITY] Fedora 10 Update: firefox-3.0.13-1.fc10 FEDORA

Mozilla Firefox Incorrect Security Wrapper JavaScript Chrome Privilege Escalation Vulnerability BID
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CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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