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Summary

CVE CVE-2009-2688

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-08-05 19:30:00 UTC

Updated 2017-08-17 01:30:00 UTC

Description Multiple integer overflows in glyphs-eimage.c in XEmacs 21.4.22, when running on Windows, allow remote attackers to cause a denial of service (crash) or execute arbitrary code via (1) the tiff_instantiate function processing a crafted TIFF file, (2) the png_instantiate function processing a crafted PNG file, and (3) the jpeg_instantiate function processing a crafted JPEG file, all which trigger a heap-based buffer overflow. 

Risk And Classification

Problem Types: CWE-189

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Xemacs Xemacs 21.4.22 All All All

Application Xemacs Xemacs 21.4.22 All All All

References

Reference Source Link

XEmacs Multiple Integer Overflow Vulnerabilities BID www.securityfocus.com

Bug 511994 – CVE-2009-2688 xemacs: multiple integer overflow flaws CONFIRM bugzilla.redhat.com

55298 OSVDB osvdb.org

Issue534: XEmacs Image Processing Multiple Integer Overflows - XEmacs Issue Tracking System MISC tracker.xemacs.org

Gentoo Bug 275397 - <app-editors/xemacs-21.4.22-r1: Multiple Image Processing Integer Overflows (CVE-2009-2688) CONFIRM bugs.gentoo.org

Webmail - OVH VUPEN www.vupen.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

XEmacs Image Processing Multiple Integer Overflows - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA secunia.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2009-08-06 Tomas Hoger Red Hat is aware of this issue and is tracking it via the following bug: https://bugzilla.redhat.com/bugzilla/show_bug.cgi?id=CVE-2009-2688 The Red Hat Security Response Team has rated this issue as having low security impact, a future update may address this flaw. More information regarding issue severity can be found here: http://www.redhat.com/security/updates/classification/

There are currently no legacy QID mappings associated with this CVE.
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