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CVE CVE-2009-2691
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-08-14 15:16:27 UTC
Updated 2026-04-23 00:35:47 UTC
Description The mm_for_maps function in fs/proc/base.c in the Linux kernel 2.6.30.4 and earlier allows local users to read (1) maps anc

/ |

Risk And Classification

Primary CVSS: v2.0 2.1 from nvd@nist.gov

AV:L/AC:L/Au:N/C:P/I:N/A:N

Problem Types: CWE-200 | n/a

CVSS v2.0 Breakdown

\ccess Vector

\ccess Complexity

Low

\uthentication

Sonfidentiality

ntegrity

\vailability

AV:L/AC:L/Au:N/C:P/I:N/A:N

w [0

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Linux Linux Kernel 2.6.30 All All All


https://cve.report/
https://cve.report/CVE-2009-2691/mitre
https://cve.report/CVE-2009-2691/nist
https://cve.report/CVE-2009-2691/cve_org
https://cve.report/api/cve/CVE-2009-2691.json
https://cve.report/CVE-2009-2691.pdf
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel

Operating System Linux Linux Kernel 2.6.30 rcl All All
Operating System Linux Linux Kernel 2.6.30 rc2 All All
Operating System Linux Linux Kernel 2.6.30 rc3 All All
Operating System Linux Linux Kernel 2.6.30 rch All All
Operating System Linux Linux Kernel 2.6.30 rcé All All
Operating System Linux Linux Kernel 2.6.30 rc7-gité All All
Operating System Linux Linux Kernel 2.6.30.1 All All All
Operating System Linux Linux Kernel 2.6.30.2 All All All
Operating System Linux Linux Kernel All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference Source

LKML: Oleg Nesterov: [PATCH 0/1] mm_for_maps: simplify, use ptrace_may_access() af854a3a-2127-422b-¢
IBM X-Force Exchange af854a3a-2127-422b-¢
Debian -- Security Information -- DSA-2005-1 linux-2.6.24 af854a3a-2127-422b-¢
[SECURITY] Fedora 11 Update: kernel-2.6.29.6-217.2.16.fc11 af854a3a-2127-422b-¢
Linux Kernel "mm_for_maps()" Information Disclosure - Secunia Advisories - Vulnerability Information - Secunia.com af854a3a-2127-422b-¢
Fedora update for kernel - Secunia Advisories - Vulnerability Information - Secunia.com af854a3a-2127-422b-¢
504 Gateway Time-out af854a3a-2127-422b-¢
kernel/git/torvalds/linux.git - Linux kernel source tree af854a3a-2127-422b-¢
oss-security - CVE-2009-2691 kernel: /proc/$pid/maps visible during initial setuid ELF loading af854a3a-2127-422b-¢
516171 — (CVE-2009-2691) CVE-2009-2691 kernel: /proc/$pid/maps visible during initial setuid ELF loading af854a3a-2127-422b-¢
'[PATCH 1/2] mm_for_maps: shift down_read(mmap_sem) to the caller' - MARC af854a3a-2127-422b-¢
LKML: Oleg Nesterov: [PATCH 1/1] mm_for_maps: simplify, use ptrace_may_access() af854a3a-2127-422b-¢
kernel/git/torvalds/linux.git - Linux kernel source tree af854a3a-2127-422b-¢
kernel/git/torvalds/linux.git - Linux kernel source tree af854a3a-2127-422b-¢
Red Hat Customer Portal af854a3a-2127-422b-¢
Webmail - OVH af854a3a-2127-422b-¢
'[PATCH 2/2] mm_for_maps: take ->cred_guard_mutex to fix the race' - MARC af854a3a-2127-422b-¢
kernel/git/torvalds/linux.git - Linux kernel source tree MITRE
kernel/git/torvalds/linux.git - Linux kernel source tree MITRE
kernel/git/torvalds/linux.git - Linux kernel source tree MITRE
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http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://lkml.org/lkml/2009/6/23/652
https://exchange.xforce.ibmcloud.com/vulnerabilities/52401
http://www.debian.org/security/2010/dsa-2005
https://www.redhat.com/archives/fedora-package-announce/2009-August/msg01256.html
http://secunia.com/advisories/36265
http://secunia.com/advisories/36501
http://www.securityfocus.com/bid/36019
http://git.kernel.org/?p=linux/kernel/git/torvalds/linux-2.6.git%253Ba=commit%253Bh=13f0feafa6b8aead57a2a328e2fca6a5828bf286
http://www.openwall.com/lists/oss-security/2009/08/11/1
https://bugzilla.redhat.com/show_bug.cgi?id=516171
http://marc.info/?l=linux-kernel&m=124718946021193
http://lkml.org/lkml/2009/6/23/653
http://git.kernel.org/?p=linux/kernel/git/torvalds/linux-2.6.git%253Ba=commit%253Bh=00f89d218523b9bf6b522349c039d5ac80aa536d
http://git.kernel.org/?p=linux/kernel/git/torvalds/linux-2.6.git%253Ba=commit%253Bh=704b836cbf19e885f8366bccb2e4b0474346c02d
https://rhn.redhat.com/errata/RHSA-2009-1540.html
http://www.vupen.com/english/advisories/2009/2246
http://marc.info/?l=linux-kernel&m=124718949821250
http://git.kernel.org/?p=linux/kernel/git/torvalds/linux-2.6.git;a=commit;h=00f89d218523b9bf6b522349c039d5ac80aa536d
http://git.kernel.org/?p=linux/kernel/git/torvalds/linux-2.6.git;a=commit;h=13f0feafa6b8aead57a2a328e2fca6a5828bf286
http://git.kernel.org/?p=linux/kernel/git/torvalds/linux-2.6.git;a=commit;h=704b836cbf19e885f8366bccb2e4b0474346c02d
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Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2009-11-04 Mark J Cox  The Red Hat Security Response Team has rated this issue as having moderate security impact.

|
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There are currently no legacy QID mappings associated with this CVE.
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