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CVE CVE-2009-2693
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-01-28 20:30:01 UTC
Updated 2026-04-29 01:13:23 UTC
Description Directory traversal vulnerability in Apache Tomcat 5.5.0 through 5.5.28 and 6.0.0 through 6.0.20 allows remote attackers to

/ |

Risk And Classification

Primary CVSS: v2.0 5.8 from nvd@nist.gov

AV:N/AC:M/Au:N/C:N/I:P/A:P

Problem Types: CWE-22 | n/a

CVSS v2.0 Breakdown

\ccess Vector

\ccess Complexity
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Sonfidentiality
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AV:N/AC:M/Au:N/C:N/I:P/A:P
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Tomcat 5.5.0 All All All


https://cve.report/
https://cve.report/CVE-2009-2693/mitre
https://cve.report/CVE-2009-2693/nist
https://cve.report/CVE-2009-2693/cve_org
https://cve.report/api/cve/CVE-2009-2693.json
https://cve.report/CVE-2009-2693.pdf
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
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Application Apache Tomcat 6.0.15 All All All
Application Apache Tomcat 6.0.16 All All All
Application Apache Tomcat 6.0.17 All All All
Application Apache Tomcat 6.0.18 All All All
Application Apache Tomcat 6.0.19 All All All
Application Apache Tomcat 6.0.2 All All All
Application Apache Tomcat 6.0.20 All All All
Application Apache Tomcat 6.0.3 All All All
Application Apache Tomcat 6.0.4 All All All
Application Apache Tomcat 6.0.5 All All All
Application Apache Tomcat 6.0.6 All All All
Application Apache Tomcat 6.0.7 All All All
Application Apache Tomcat 6.0.8 All All All
Application Apache Tomcat 6.0.9 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

References
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SUSE Update for Multiple Packages - Advisories - Community

Red Hat update for JBoss Enterprise Web Server - Advisories - Community

USN-899-1: Tomcat vulnerabilities | Ubuntu
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openSUSE-SU-2012:1700-1: moderate: update for tomcat6
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VMSA-2011-0003

"[security bulletin] HPSBUX02860 SSRT101146 rev.1 - HP-UX Apache Running Tomcat Servlet Engine, Remot' - MARC
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HP Support document - HP Support Center

Security Advisories | Mandriva Linux

[security-announce] SUSE Security Summary Report: SUSE-SR:2010:008
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rhn.redhat.com | Red Hat Support
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Apache Tomcat® - Apache Tomcat 6 vulnerabilities
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Ubuntu update for tomcat6 - Advisories - Community

About Secunia Research | Flexera

"[security bulletin] HPSBOV02762 SSRT100825 rev.1 - HP Secure Web Server (SWS) for OpenVMS running CS' - MARC
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CVE Program record

NVD vulnerability detail
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Vendor Comments And Credit

Organization Published Contributor  Statement

Red Hat 2010-03-02 Tomas Hoger Red Hat is aware of this issue and is tracking it via the following bug: https://bugzilla.redhat.cor

ﬂ

4] |

Legacy QID Mappings

997492 Java (Maven) Security Update for org.apache.tomcat:tomcat (GHSA-ggx9-4728-588r)
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