
CVE-2009-2694
MITRE  NVD  CVE.ORG  JSON API  Print: PDF 

Summary

CVE CVE-2009-2694

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-08-21 11:02:00 UTC

Updated 2017-09-19 01:29:00 UTC

Description The msn_slplink_process_msg function in libpurple/protocols/msn/slplink.c in libpurple, as used in Pidgin (formerly Gaim) before 2.5.9 and Adium 1.3.5 and earlier, allows remote attackers to execute arbitrary code or cause a denial of service (memory corruption and application crash) by sending multiple crafted SLP (aka MSNSLP) messages to trigger an overwrite of an arbitrary memory location. 

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Adium Adium 1.2.7 All All All

Application Adium Adium 1.3 All All All

Application Adium Adium 1.3.1 All All All

Application Adium Adium 1.3.2 All All All

Application Adium Adium 1.3.3 All All All

Application Adium Adium 1.3.4 All All All

Application Adium Adium 1.2.7 All All All

Application Adium Adium 1.3 All All All

Application Adium Adium 1.3.1 All All All

Application Adium Adium 1.3.2 All All All

Application Adium Adium 1.3.3 All All All

Application Adium Adium 1.3.4 All All All

Application Adium Adium All All All All

Application Pidgin Pidgin 2.0.0 All All All

Application Pidgin Pidgin 2.0.1 All All All

Application Pidgin Pidgin 2.0.2 All All All

Application Pidgin Pidgin 2.1.0 All All All
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Application Pidgin Pidgin 2.1.0 All All All

Application Pidgin Pidgin 2.1.1 All All All

Application Pidgin Pidgin 2.2.0 All All All

Application Pidgin Pidgin 2.2.1 All All All

Application Pidgin Pidgin 2.2.2 All All All

Application Pidgin Pidgin 2.3.0 All All All

Application Pidgin Pidgin 2.3.1 All All All

Application Pidgin Pidgin 2.4.0 All All All

Application Pidgin Pidgin 2.4.1 All All All

Application Pidgin Pidgin 2.4.2 All All All

Application Pidgin Pidgin 2.4.3 All All All

Application Pidgin Pidgin 2.5.0 All All All

Application Pidgin Pidgin 2.5.1 All All All

Application Pidgin Pidgin 2.5.2 All All All

Application Pidgin Pidgin 2.5.3 All All All

Application Pidgin Pidgin 2.5.4 All All All

Application Pidgin Pidgin 2.5.6 All All All

Application Pidgin Pidgin 2.5.7 All All All

Application Pidgin Pidgin 2.0.0 All All All

Application Pidgin Pidgin 2.0.1 All All All

Application Pidgin Pidgin 2.0.2 All All All

Application Pidgin Pidgin 2.1.0 All All All

Application Pidgin Pidgin 2.1.1 All All All

Application Pidgin Pidgin 2.2.0 All All All

Application Pidgin Pidgin 2.2.1 All All All

Application Pidgin Pidgin 2.2.2 All All All

Application Pidgin Pidgin 2.3.0 All All All

Application Pidgin Pidgin 2.3.1 All All All

Application Pidgin Pidgin 2.4.0 All All All

Application Pidgin Pidgin 2.4.1 All All All

Application Pidgin Pidgin 2.4.2 All All All

Application Pidgin Pidgin 2.4.3 All All All

Application Pidgin Pidgin 2.5.0 All All All

Application Pidgin Pidgin 2.5.1 All All All

Application Pidgin Pidgin 2.5.2 All All All

Application Pidgin Pidgin 2.5.3 All All All
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Application Pidgin Pidgin 2.5.4 All All All

Application Pidgin Pidgin 2.5.6 All All All

Application Pidgin Pidgin 2.5.7 All All All

Application Pidgin Pidgin All All All All

References

Reference Source

Pidgin "msn_slplink_process_msg()" Memory Corruption Vulnerability - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA

Gentoo update for pidgin - Secunia.com SECUNIA

Pidgin Security Advisories CONFIRM

rhn.redhat.com | Red Hat Support REDHAT

Debian -- Security Information -- DSA-1870-1 pidgin DEBIAN

Red Hat update for pidgin - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA

Security Advisory SA36708 - Sun Solaris Pidgin Buffer Overflow Vulnerability - Secunia SECUNIA

404 Not Found CONFIRM

ChangeLog – Pidgin – Trac CONFIRM

Adium "msn_slplink_process_msg()" Memory Corruption Vulnerability - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

Core Security Technologies MISC

Repository / Oval Repository OVAL

266908 SUNALERT

Bug 514957 – CVE-2009-2694 pidgin: insufficient input validation in msn_slplink_process_msg() CONFIRM

Pidgin MSN <= 2.5.8 Remote Code Execution Exploit EXPLOIT-DB

Debian update for pidgin - Secunia.com SECUNIA

Repository / Oval Repository OVAL

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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