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Summary

CVE CVE-2009-2699

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-10-13 10:30:00 UTC

Updated 2023-11-07 02:04:00 UTC

Description The Solaris pollset feature in the Event Port backend in poll/unix/port.c in the Apache Portable Runtime (APR) library before 1.3.9, as used in the Apache HTTP Server before 2.2.14 and other products, does not properly handle errors, which allows remote attackers to cause a denial of service (daemon hang) via unspecified HTTP requests, related to the prefork and event MPMs.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Apr 0.9.17 All All All

Application Apache Apr 0.9.18 All All All

Application Apache Apr 0.9.7 All All All

Application Apache Apr 1.2.1 All All All

Application Apache Apr 0.9.17 All All All

Application Apache Apr 0.9.18 All All All

Application Apache Apr 0.9.7 All All All

Application Apache Apr 1.2.1 All All All

Application Apache Apr All All All All

Application Apache Http Server All All All All

Application Apache Http Server - All All All

Application Apache Http Server 0.8.11 All All All

Application Apache Http Server 0.8.14 All All All

Application Apache Http Server 1.0.2 All All All

Application Apache Http Server 1.0.3 All All All

Application Apache Http Server 1.0.5 All All All

Application Apache Http Server 1.1 All All All
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Application Apache Http Server 1.1 All All All

Application Apache Http Server 1.1.1 All All All

Application Apache Http Server 1.2 All All All

Application Apache Http Server 1.2.4 All All All

Application Apache Http Server 1.2.5 All All All

Application Apache Http Server 1.2.6 All All All

Application Apache Http Server 1.2.9 All All All

Application Apache Http Server 1.3 All All All

Application Apache Http Server 1.3.0 All All All

Application Apache Http Server 1.3.1 All All All

Application Apache Http Server 1.3.1.1 All All All

Application Apache Http Server 1.3.10 All All All

Application Apache Http Server 1.3.11 All All All

Application Apache Http Server 1.3.12 All All All

Application Apache Http Server 1.3.13 All All All

Application Apache Http Server 1.3.14 All All All

Application Apache Http Server 1.3.15 All All All

Application Apache Http Server 1.3.16 All All All

Application Apache Http Server 1.3.17 All All All

Application Apache Http Server 1.3.18 All All All

Application Apache Http Server 1.3.19 All All All

Application Apache Http Server 1.3.2 All All All

Application Apache Http Server 1.3.20 All All All

Application Apache Http Server 1.3.22 All All All

Application Apache Http Server 1.3.23 All All All

Application Apache Http Server 1.3.24 All All All

Application Apache Http Server 1.3.25 All All All

Application Apache Http Server 1.3.26 All All All

Application Apache Http Server 1.3.27 All All All

Application Apache Http Server 1.3.28 All All All

Application Apache Http Server 1.3.29 All All All

Application Apache Http Server 1.3.3 All All All

Application Apache Http Server 1.3.30 All All All

Application Apache Http Server 1.3.31 All All All

Application Apache Http Server 1.3.32 All All All

Application Apache Http Server 1.3.33 All All All
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Application Apache Http Server 1.3.34 All All All

Application Apache Http Server 1.3.35 All All All

Application Apache Http Server 1.3.36 All All All

Application Apache Http Server 1.3.37 All All All

Application Apache Http Server 1.3.38 All All All

Application Apache Http Server 1.3.39 All All All

Application Apache Http Server 1.3.4 All All All

Application Apache Http Server 1.3.5 All All All

Application Apache Http Server 1.3.6 All All All

Application Apache Http Server 1.3.65 All All All

Application Apache Http Server 1.3.68 All All All

Application Apache Http Server 1.3.7 All All All

Application Apache Http Server 1.3.8 All All All

Application Apache Http Server 1.3.9 All All All

Application Apache Http Server 1.4.0 All All All

Application Apache Http Server 1.99 All All All

Application Apache Http Server 2.0 All All All

Application Apache Http Server 2.0.28 All All All

Application Apache Http Server 2.0.32 All All All

Application Apache Http Server 2.0.32 beta All All

Application Apache Http Server 2.0.34 beta All All

Application Apache Http Server 2.0.35 All All All

Application Apache Http Server 2.0.36 All All All

Application Apache Http Server 2.0.37 All All All

Application Apache Http Server 2.0.38 All All All

Application Apache Http Server 2.0.39 All All All

Application Apache Http Server 2.0.40 All All All

Application Apache Http Server 2.0.41 All All All

Application Apache Http Server 2.0.42 All All All

Application Apache Http Server 2.0.43 All All All

Application Apache Http Server 2.0.44 All All All

Application Apache Http Server 2.0.45 All All All

Application Apache Http Server 2.0.46 All All All

Application Apache Http Server 2.0.47 All All All

Application Apache Http Server 2.0.48 All All All

Application Apache Http Server 2.0.49 All All All

http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server


Application Apache Http Server 2.0.49 All All All

Application Apache Http Server 2.0.50 All All All

Application Apache Http Server 2.0.51 All All All

Application Apache Http Server 2.0.52 All All All

Application Apache Http Server 2.0.53 All All All

Application Apache Http Server 2.0.54 All All All

Application Apache Http Server 2.0.55 All All All

Application Apache Http Server 2.0.56 All All All

Application Apache Http Server 2.0.57 All All All

Application Apache Http Server 2.0.58 All All All

Application Apache Http Server 2.0.59 All All All

Application Apache Http Server 2.0.60 All All All

Application Apache Http Server 2.0.9 All All All

Application Apache Http Server 2.1 All All All

Application Apache Http Server 2.1.1 All All All

Application Apache Http Server 2.1.2 All All All

Application Apache Http Server 2.1.3 All All All

Application Apache Http Server 2.1.4 All All All

Application Apache Http Server 2.1.5 All All All

Application Apache Http Server 2.1.6 All All All

Application Apache Http Server 2.1.7 All All All

Application Apache Http Server 2.1.8 All All All

Application Apache Http Server 2.1.9 All All All

Application Apache Http Server 2.2 All All All

Application Apache Http Server 2.2.0 All All All

Application Apache Http Server 2.2.1 All All All

Application Apache Http Server 2.2.10 All All All

Application Apache Http Server 2.2.11 All All All

Application Apache Http Server 2.2.12 All All All

Application Apache Http Server 2.2.2 All All All

Application Apache Http Server 2.2.3 All All All

Application Apache Http Server 2.2.4 All All All

Application Apache Http Server 2.2.6 All All All

Application Apache Http Server 2.2.7 All All All

Application Apache Http Server 2.2.8 All All All

Application Apache Http Server 2.2.9 All All All
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Application Apache Http Server - All All All

Application Apache Http Server 0.8.11 All All All

Application Apache Http Server 0.8.14 All All All

Application Apache Http Server 1.0.2 All All All

Application Apache Http Server 1.0.3 All All All

Application Apache Http Server 1.0.5 All All All

Application Apache Http Server 1.1 All All All

Application Apache Http Server 1.1.1 All All All

Application Apache Http Server 1.2 All All All

Application Apache Http Server 1.2.4 All All All

Application Apache Http Server 1.2.5 All All All

Application Apache Http Server 1.2.6 All All All

Application Apache Http Server 1.2.9 All All All

Application Apache Http Server 1.3 All All All

Application Apache Http Server 1.3.0 All All All

Application Apache Http Server 1.3.1 All All All

Application Apache Http Server 1.3.1.1 All All All

Application Apache Http Server 1.3.10 All All All

Application Apache Http Server 1.3.11 All All All

Application Apache Http Server 1.3.12 All All All

Application Apache Http Server 1.3.13 All All All

Application Apache Http Server 1.3.14 All All All

Application Apache Http Server 1.3.15 All All All

Application Apache Http Server 1.3.16 All All All

Application Apache Http Server 1.3.17 All All All

Application Apache Http Server 1.3.18 All All All

Application Apache Http Server 1.3.19 All All All

Application Apache Http Server 1.3.2 All All All

Application Apache Http Server 1.3.20 All All All

Application Apache Http Server 1.3.22 All All All

Application Apache Http Server 1.3.23 All All All

Application Apache Http Server 1.3.24 All All All

Application Apache Http Server 1.3.25 All All All

Application Apache Http Server 1.3.26 All All All

Application Apache Http Server 1.3.27 All All All
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Application Apache Http Server 1.3.28 All All All

Application Apache Http Server 1.3.29 All All All

Application Apache Http Server 1.3.3 All All All

Application Apache Http Server 1.3.30 All All All

Application Apache Http Server 1.3.31 All All All

Application Apache Http Server 1.3.32 All All All

Application Apache Http Server 1.3.33 All All All

Application Apache Http Server 1.3.34 All All All

Application Apache Http Server 1.3.35 All All All

Application Apache Http Server 1.3.36 All All All

Application Apache Http Server 1.3.37 All All All

Application Apache Http Server 1.3.38 All All All

Application Apache Http Server 1.3.39 All All All

Application Apache Http Server 1.3.4 All All All

Application Apache Http Server 1.3.5 All All All

Application Apache Http Server 1.3.6 All All All

Application Apache Http Server 1.3.65 All All All

Application Apache Http Server 1.3.68 All All All

Application Apache Http Server 1.3.7 All All All

Application Apache Http Server 1.3.8 All All All

Application Apache Http Server 1.3.9 All All All

Application Apache Http Server 1.4.0 All All All

Application Apache Http Server 1.99 All All All

Application Apache Http Server 2.0 All All All

Application Apache Http Server 2.0.28 All All All

Application Apache Http Server 2.0.32 All All All

Application Apache Http Server 2.0.32 beta All All

Application Apache Http Server 2.0.34 beta All All

Application Apache Http Server 2.0.35 All All All

Application Apache Http Server 2.0.36 All All All

Application Apache Http Server 2.0.37 All All All

Application Apache Http Server 2.0.38 All All All

Application Apache Http Server 2.0.39 All All All

Application Apache Http Server 2.0.40 All All All

Application Apache Http Server 2.0.41 All All All

Application Apache Http Server 2.0.42 All All All
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Application Apache Http Server 2.0.42 All All All

Application Apache Http Server 2.0.43 All All All

Application Apache Http Server 2.0.44 All All All

Application Apache Http Server 2.0.45 All All All

Application Apache Http Server 2.0.46 All All All

Application Apache Http Server 2.0.47 All All All

Application Apache Http Server 2.0.48 All All All

Application Apache Http Server 2.0.49 All All All

Application Apache Http Server 2.0.50 All All All

Application Apache Http Server 2.0.51 All All All

Application Apache Http Server 2.0.52 All All All

Application Apache Http Server 2.0.53 All All All

Application Apache Http Server 2.0.54 All All All

Application Apache Http Server 2.0.55 All All All

Application Apache Http Server 2.0.56 All All All

Application Apache Http Server 2.0.57 All All All

Application Apache Http Server 2.0.58 All All All

Application Apache Http Server 2.0.59 All All All

Application Apache Http Server 2.0.60 All All All

Application Apache Http Server 2.0.9 All All All

Application Apache Http Server 2.1 All All All

Application Apache Http Server 2.1.1 All All All

Application Apache Http Server 2.1.2 All All All

Application Apache Http Server 2.1.3 All All All

Application Apache Http Server 2.1.4 All All All

Application Apache Http Server 2.1.5 All All All

Application Apache Http Server 2.1.6 All All All

Application Apache Http Server 2.1.7 All All All

Application Apache Http Server 2.1.8 All All All

Application Apache Http Server 2.1.9 All All All

Application Apache Http Server 2.2 All All All

Application Apache Http Server 2.2.0 All All All

Application Apache Http Server 2.2.1 All All All

Application Apache Http Server 2.2.10 All All All

Application Apache Http Server 2.2.11 All All All

Application Apache Http Server 2.2.12 All All All
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Application Apache Http Server 2.2.2 All All All

Application Apache Http Server 2.2.3 All All All

Application Apache Http Server 2.2.4 All All All

Application Apache Http Server 2.2.6 All All All

Application Apache Http Server 2.2.7 All All All

Application Apache Http Server 2.2.8 All All All

Application Apache Http Server 2.2.9 All All All

Application Apache Http Server All All All All

Application Apache Portable Runtime All All All All
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CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2010-02-23 Joshua Bressers This flaw does not affect the version of APR shipped in Red Hat Enterprise Linux. This flaw affected JBoss Enterprise Web Server running on the Solaris platform. Updated httpd packages are available for download from Customer Support Portal: https://support.redhat.com/jbossnetwork/restricted/listSoftware.html?product=webserver&amp;downloadType=securityPatches&amp;version=1.0.0

Apache 2010-01-21 Mark Cox Clarification 1: This issue only affects Solaris 10 and OpenSolaris. Other versions of Solaris and non-Solaris platforms are not affected. Clarification 2: This issue only affects 2.2.x versions of Apache HTTP Server, APR 1.1 through 1.3.8. APR 0.9.x is not affected.

There are currently no legacy QID mappings associated with this CVE.
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site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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