VE-2 -27
Published on: 08/12/2009 12:00:00 AM UTC
Last Modified on: 03/23/2021 11:25:30 PM UTC

CVE-2009-2730

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNACLAUNCPIPAP Certain versions of Gnutls from Gnu contain the following vulnerability:

libgnutls in GnuTLS before 2.8.2 does not properly handle a "\0'
character in a domain name in the subject's (1) Common Name (CN) or
(2) Subject Alternative Name (SAN) field of an X.509 certificate, which
allows man-in-the-middle attackers to spoof arbitrary SSL servers via a
crafted certificate issued by a legitimate Certification Authority.

CVE-2009-2730 has been assigned by [fJ] cve@mitre.org to track the vulnerability

CVSS2 Score: 7.5-HIGH

Access Access Authentication
Vector Complexity

Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link
IBM X-Force Exchange € XF gnutls-cn-san-security-bypass(52404)

text/html

Repository / Oval Repository oval.cisecurity.org () OVAL oval:org.mitre.oval:def:8409
text/html

 toxt/htmi |
[ oval.cisecurity.org |
[ text/html
[security-announce] SUSE Security Summary 9 SUSE SUSE-SR:2009:015
Report: SUSE-SR:2009:015
SecurityFocus D BUGTRAQ 20091120 VMSA-2009-0016 VMware
vCenter and ESX update release and vMA patch
release address multiple security issue in third party
components
Gmane -- Mail To News And Back Again S CONFIRM
article.gmane.org/gmane.network.gnutls.general/1733
[ text/html |

text/html


https://cve.report/
https://cve.report/CVE-2009-2730/mitre
https://cve.report/CVE-2009-2730/nist
https://cve.report/CVE-2009-2730/cve_org
https://cve.report/CVE-2009-2730.pdf
http://cve.report/software/gnu/gnutls
http://cve.report/vendor/gnu
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://exchange.xforce.ibmcloud.com/vulnerabilities/52404
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A8409
http://lists.opensuse.org/opensuse-security-announce/2009-09/msg00001.html
http://www.securityfocus.com/archive/1/507985/100/0/threaded
https://web.archive.org/web/2009/http://article.gmane.org/gmane.network.gnutls.general/1733

Red Hat Customer Portal

Red Hat update for gnutls - Secunia.com

SecurityTracker.com Archives - GnuTLS NULL
Character Flaw in Common Name Field Lets
Remote Users Spoof Certficiates

GnuTLS X.509 CN and SAN Fields NUL Character
Spoofing Vulnerability - Secunia Advisories -
Vulnerability Information - Secunia.com

VMSA-2009-0016.1

Repository / Oval Repository
oss-security - GnuTLS CVE-2009-2730 Patches
(Was Re: GnuTLS 2.8.2)

Support

comment@cve.report.

Inactive Link'| Not Archived

web.archive.org
text/html
Inactive Link'| Not Archived

web.archive.org
text/html

www.securitytracker.com
text/html

Vendor Advisory
web.archive.org
text/html

text/html

oval.cisecurity.org

text/html

www.openwall.com
text/html

www.redhat.com
text/html

& REDHAT RHSA-2010:0095

> SECUNIA 36496

(0) SECTRACK 1022777

> SECUNIA 36266

3 CONFIRM
www.vmware.com/security/advisories/VMSA-2009-
0016.html

() OVAL oval:org.mitre.oval:def:10778
¢ > MLIST [oss-security] 20090814 GnuTLS CVE-
2009-2730 Patches (Was Re: GnuTLS 2.8.2)

& REDHAT RHSA-2009:1232

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

Related QID Numbers

690247 Free Berkeley Software Distribution (FreeBSD) Security Update for gnutls (856a6f84-8b30-11de-8062-00e0815b8da8)

Known Affected Configurations (CPE V2.3)
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1.1.13

Update Edition Language
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All All All
All All All
All All All
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dkukakukkakak.

cpe:2.3:a:gnu:gnutls:1.1.13:* %

N I

cpe:2.3:a:gnu:gnutls:1.1.14% %

dkukakkakakak.

cpe:2.3:a:gnu:gnutls:1.1.16:* "
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dk Lk ak ok akakak.

cpe:2.3:a:gnu:gnutls:1.1.17:% %%

dkk Lk kkakak.

cpe:2.3:a:gnu:gnutls:1.1.18:*

Sk Lk ak Lk akakak.

cpe:2.3:a:gnu:gnutls:1.1.20:

SRk ak kR akak.

cpe:2.3:a:gnu:gnutls:1.1.271

dkk ok kakakak.

cpe:2.3:a:gnu:gnutls:1.1.22:%:
cpe:2.3:a:gnu:gnutls:1.1.23:
cpe:2.3:a:gnu:gnutls:1.2.0:
cpe:2.3:a:gnu:gnutls:1.2.1 e

sk Lk ak kR akak.

cpe:2.3:a:gnu:gnutls:1.2.10:
cpe:2.3:a:gnu:gnutls:1.2.11
cpe:2.3:a:gnu:gnutls:1.2.2: %"k
cpe:2.3:a:gnu:gnutls:1.2.3:
cpe:2.3:a:gnu:gnutls:1.2.4: =
cpe:2.3:a:gnu:gnutls:1.2.5: "
cpe:2.3:a:gnu:gnutls:1.2.6:* "

cpe:2.3:a:gnu:gnutls:1.2.7: %"

cpe:2.3:a:gnu:gnutls:1.2.8: %"

cpe:2.3:a:gnu:gnutls:1.2.9:

cpe:2.3:a:gnu:gnutls:1.3.0: "

cpe:2.3:a:gnu:gnutls:1.3.1:

cpe:2.3:a:gnu:gnutls:1.3.2:*

cpe:2.3:a:gnu:gnutls:1.3.3:*

cpe:2.3:a:gnu:gnutls:1.3.4:

cpe:2.3:a:gnu:gnutls:1.3.5:%

cpe:2.3:a:gnu:gnutls:1.4.0:*

cpe:2.3:a:gnu:gnutls:1.4. 1

cpe:2.3:a:gnu:gnutls:1.4.2:% %



cpe:2.3:a:gnu:gnutls:1.4.3:

cpe:2.3:a:gnu:gnutls:1.4.4: e

cpe:2.3:a:gnu:gnutls:1.4.5:%

cpe:2.3:a:gnu:gnutls:1.5.0:

cpe:2.3:a:gnu:gnutls:1.5.1 "

cpe:2.3:a:gnu:gnutls:1.5.2:%

cpe:2.3:a:gnu:gnutls:1.5.3:

cpe:2.3:a:gnu:gnutls:1.5.4:

cpe:2.3:a:gnu:gnutls:1.5.5:

cpe:2.3:a:gnu:gnutls:1.6.0:":

cpe:2.3:a:gnu:gnutls:1.6.1 "

cpe:2.3:a:gnu:gnutls:1.6.2: %"

cpe:2.3:a:gnu:gnutls:1.6.3: %"

cpe:2.3:a:gnu:gnutls:1.7.0: "k

cpe:2.3:a:gnu:gnutls:1.7. 1 e

dkakakukakakak.

cpe:2.3:a:gnu:gnutls:1.7.15: %%

dkukakakakakak.

cpe:2.3:a:gnu:gnutls:1.7.16:* "%

dkukakukakakak.

cpe:2.3:a:gnu:gnutls:1.7.18: "
cpe:2.3:a:gnu:gnutls:1.7.19:* "
cpe:2.3:a:gnu:gnutls:1.7.2:* %

cpe:2.3:a:gnu:gnutls:1.7. 3

cpe:2.3:a:gnu:gnutls:1.7.4:



cpe:2.3:a:gnu:gnutls:1.7.5:

cpe:2.3:a:gnu:gnutls:1.7.6:

cpe:2.3:a:gnu:gnutls:1.7.7: e

cpe:2.3:a:gnu:gnutls:1.7.8:

cpe:2.3:a:gnu:gnutls:1.7.9:

cpe:2.3:a:gnu:gnutls:2.0.0:*:

cpe:2.3:a:gnu:gnutls:2.0.1 " e

cpe:2.3:a:gnu:gnutls:2.0.2:*:*

cpe:2.3:a:gnu:gnutls:2.0.3:*:

cpe:2.3:a:gnu:gnutls:2.0.4:*

cpe:2.3:a:gnu:gnutls:2.1.0: "

cpe:2.3:a:gnu:gnutls:2.1. 1 "

cpe:2.3:a:gnu:gnutls:2.1.2: %"

cpe:2.3:a:gnu:gnutls:2.1.3: %"

cpe:2.3:a:gnu:gnutls:2.1.4: %

cpe:2.3:a:gnu:gnutls:2.1.5: "

cpe:2.3:a:gnu:gnutls:2.1.6: "

cpe:2.3:a:gnu:gnutls:2.1.7: %

cpe:2.3:a:gnu:gnutls:2.1.8: "

cpe:2.3:a:gnu:gnutls:2.2.0:* %

cpe:2.3:a:gnu:gnutls:2.2. 1

cpe:2.3:a:gnu:gnutls:2.2.2:* 7

cpe:2.3:a:gnu:gnutls:2.2.3:

cpe:2.3:a:gnu:gnutls:2.2.4:**

cpe:2.3:a:gnu:gnutls:2.2.5:

cpe:2.3:a:gnu:gnutls:2.3.0:*

cpe:2.3:a:gnu:gnutls:2.3.1:

dkukakkakakak.

cpe:2.3:a:gnu:gnutls:2.3.10:*: "

AnAD iatanieaninitle D QA 4 Faokakokakakk,



UMG.c.0. A YIHUYIULD.CaVa L T v o v v e

cpe:2.3:a:gnu:gnutls:2.3.2: %

cpe:2.3:a:gnu:gnutls:2.3.3:

cpe:2.3:a:gnu:gnutls:2.3.4: "

cpe:2.3:a:gnu:gnutls:2.3.5:

cpe:2.3:a:gnu:gnutls:2.3.6:

cpe:2.3:a:gnu:gnutls:2.3.7: %

cpe:2.3:a:gnu:gnutls:2.3.8:"

cpe:2.3:a:gnu:gnutls:2.3.9:

cpe:2.3:a:gnu:gnutls:2.4.0:*

cpe:2.3:a:gnu:gnutls:2.4.1

cpe:2.3:a:gnu:gnutls:2.4.2:* %"t

cpe:2.3:a:gnu:gnutls:2.5.0:

cpe:2.3:a:gnu:gnutls:2.6.0: "

cpe:2.3:a:gnu:gnutls:2.6.1: "k

cpe:2.3:a:gnu:gnutls:2.6.2:* %"

cpe:2.3:a:gnu:gnutls:2.6.3:*

cpe:2.3:a:gnu:gnutls:2.6.4: %"

cpe:2.3:a:gnu:gnutls:2.6.5: "k

cpe:2.3:a:gnu:gnutls:2.6.6:*: "k

cpe:2.3:a:gnu:gnutls:2.8.0:** "

dkakakakakakak.

cpe:2.3:a:gnu:gnutls:1.0.16:*: %"

skakakakakakak.

cpe:2.3:a:gnu:gnutls:1.0.17:%%%

dkukakakakakak.

cpe:2.3:a:gnu:gnutls:1.0.18: "

dkkukkkakak.

cpe:2.3:a:gnu:gnutls:1.0.20:*: "

dkukakkakakak.

cpe:2.3:a:gnu:gnutls:1.0.271 %%

dkukakkkakak.

cpe:2.3:a:gnu:gnutls:1.0.22:% % %

dk Lk ak Lk akakak.

cpe:2.3:a:gnu:gnutls:1.0.23: "



Sk Rk Lk akakak.

cpe:2.3:a:gnu:gnutls:1.0.24 %

Skk Lk k Lk akak.

cpe:2.3:a:gnu:gnutls:1.0.25:% %%

cpe:2.3:a:gnu:gnutls:1.1. 14 e

cpe:2.3:a:gnu:gnutls:1.1.15

cpe:2.3:a:gnu:gnutls:1.1.16:

cpe:2.3:a:gnu:gnutls:1.1.17x

cpe:2.3:a:gnu:gnutls:1.1.18:

cpe:2.3:a:gnu:gnutls:1.1.19:

cpe:2.3:a:gnu:gnutls:1.1.20:%

cpe:2.3:a:gnu:gnutls:1.1.271 >

cpe:2.3:a:gnu:gnutls:1.1.22:* " >

cpe:2.3:a:gnu:gnutls:1.2.0: %

cpe:2.3:a:gnu:gnutls:1.2.1 "

cpe:2.3:a:gnu:gnutls:1.2.2: %"

cpe:2.3:a:gnu:gnutls:1.2.3: "

cpe:2.3:a:gnu:gnutls:1.2.4: "

cpe:2.3:a:gnu:gnutls:1.2.5: %

cpe:2.3:a:gnu:gnutls:1.2.6:* % "

cpe:2.3:a:gnu:gnutls:1.2. 7

cpe:2.3:a:gnu:gnutls:1.2.8:

cpe:2.3:a:gnu:gnutls:1.2.9:

cpe:2.3:a:gnu:gnutls:1.3.0:*

cpe:2.3:a:gnu:gnutls:1.3. 1



cpe:2.3:a:gnu:gnutls:1.3.2:%

cpe:2.3:a:gnu:gnutls:1.3.3:

cpe:2.3:a:gnu:gnutls:1.3.4:

cpe:2.3:a:gnu:gnutls:1.3.5:

cpe:2.3:a:gnu:gnutls:1.4.0:"

cpe:2.3:a:gnu:gnutls:1.4.1 "

cpe:2.3:a:gnu:gnutls:1.4.2:%

cpe:2.3:a:gnu:gnutls:1.4.3:

cpe:2.3:a:gnu:gnutls:1.4.4: e

cpe:2.3:a:gnu:gnutls:1.4.5:

cpe:2.3:a:gnu:gnutls:1.5.0:* "

cpe:2.3:a:gnu:gnutls:1.5. 1

cpe:2.3:a:gnu:gnutls:1.5.2: %"

cpe:2.3:a:gnu:gnutls:1.5.3:

cpe:2.3:a:gnu:gnutls:1.5.4: %

cpe:2.3:a:gnu:gnutls:1.5.5:

cpe:2.3:a:gnu:gnutls:1.6.0: "

cpe:2.3:a:gnu:gnutls:1.6.1: "

cpe:2.3:a:gnu:gnutls:1.6.2: "

cpe:2.3:a:gnu:gnutls:1.6.3:: "

cpe:2.3:a:gnu:gnutls:1.7.0: "

cpe:2.3:a:gnu:gnutls:1.7. 1

dkukakakakakak.

cpe:2.3:a:gnu:gnutls:1.7.10: %"

dkkakkkakak.

cpe:2.3:a:gnu:gnutls:1.7.14% %

dkukakkkakak.

cpe:2.3:a:gnu:gnutls:1.7.15:% %%



dk Lk ak Lk akakak.

cpe:2.3:a:gnu:gnutls:1.7.17:% %

dkk Lk kakakuk.

cpe:2.3:a:gnu:gnutls:1.7.18:

Lk Lk k Lk akakak.

cpe:2.3:a:gnu:gnutls:1.7.19:

cpe:2.3:a:gnu:gnutls:1.7.2:%

cpe:2.3:a:gnu:gnutls:1.7.3:

cpe:2.3:a:gnu:gnutls:1.7.4:

cpe:2.3:a:gnu:gnutls:1.7.5:

cpe:2.3:a:gnu:gnutls:1.7.6:%

cpe:2.3:a:gnu:gnutls:1.7.7:

cpe:2.3:a:gnu:gnutls:1.7.8: "

cpe:2.3:a:gnu:gnutls:1.7.9: "

cpe:2.3:a:gnu:gnutls:2.0.0:**x "

cpe:2.3:a:gnu:gnutls:2.0.1 "

cpe:2.3:a:gnu:gnutls:2.0.2:* %"

cpe:2.3:a:gnu:gnutls:2.0.3:

cpe:2.3:a:gnu:gnutls:2.0.4: %"

cpe:2.3:a:gnu:gnutls:2.1.0: "

cpe:2.3:a:gnu:gnutls:2.1. 1%

cpe:2.3:a:gnu:gnutls:2.1.2: %

cpe:2.3:a:gnu:gnutls:2.1.3: "

cpe:2.3:a:gnu:gnutls:2.1.4: e

cpe:2.3:a:gnu:gnutls:2.1.5: "

cpe:2.3:a:gnu:gnutls:2.1.6:*: "

cpe:2.3:a:gnu:gnutls:2.1.7:

cpe:2.3:a:gnu:gnutls:2.1.8: "

cpe:2.3:a:gnu:gnutls:2.2.0:*

cpe:2.3:a:gnu:gnutls:2.2.1:

cpe:2.3:a:gnu:gnutls:2.2.2:* %k



cpe:2.3:a:gnu:gnutls:2.2.3:

cpe:2.3:a:gnu:gnutls:2.2.4:

cpe:2.3:a:gnu:gnutls:2.2.5:

cpe:2.3:a:gnu:gnutls:2.3.0:

cpe:2.3:a:gnu:gnutls:2.3.1 "

Lk Lk ak kR akak.

cpe:2.3:a:gnu:gnutls:2.3.10:

Sk Lk ak kR akak.

cpe:2.3:a:gnu:gnutls:2.3.11

cpe:2.3:a:gnu:gnutls:2.3.2: %

cpe:2.3:a:gnu:gnutls:2.3.3: "

cpe:2.3:a:gnu:gnutls:2.3.4: %

cpe:2.3:a:gnu:gnutls:2.3.5: ek

cpe:2.3:a:gnu:gnutls:2.3.6: %

cpe:2.3:a:gnu:gnutls:2.3.7:

cpe:2.3:a:gnu:gnutls:2.3.8:

cpe:2.3:a:gnu:gnutls:2.3.9: xR

cpe:2.3:a:gnu:gnutls:2.4.0: "k

cpe:2.3:a:gnu:gnutls:2.4. 1 e

cpe:2.3:a:gnu:gnutls:2.4.2:* %"

cpe:2.3:a:gnu:gnutls:2.5.0: "

cpe:2.3:a:gnu:gnutls:2.6.0: "

cpe:2.3:a:gnu:gnutls:2.6.1: "

cpe:2.3:a:gnu:gnutls:2.6.2:*: "

cpe:2.3:a:gnu:gnutls:2.6.3:

cpe:2.3:a:gnu:gnutls:2.6.4:

cpe:2.3:a:gnu:gnutls:2.6.5:

cpe:2.3:a:gnu:gnutls:2.6.6:

cpe:2.3:a:gnu:gnutls:2.8.0:

sk Lk ak kR Lk ak k.

cpe:2.3:a:gnu:gnutls: ™ e



No vendor comments have been submitted for this CVE
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