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CVE CVE-2009-2813
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback
Published 2009-09-14 16:30:00 UTC
Updated 2018-10-10 19:42:00 UTC

Description Samba 3.4 before 3.4.2, 3.3 before 3.3.8, 3.2 before 3.2.15, and 3.0.12 through 3.0.36, as used in the SMB subsystem in A
i)

/ |

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Apple Mac Os X 10.5.8 All All All
Operating System Apple Mac Os X 10.5.8 All All All
Operating System Apple Mac Os X Server 10.5.8 All All All
Operating System Apple Mac Os X Server 10.5.8 All All All
Operating System Fedoraproject Fedora 11 All All All
Operating System Fedoraproject Fedora 11 All All All
Application Samba Samba 3.0.12 All All All
Application Samba Samba 3.0.13 All All All
Application Samba Samba 3.0.14 All All All
Application Samba Samba 3.0.14a All All All
Application Samba Samba 3.0.15 All All All
Application Samba Samba 3.0.16 All All All
Application Samba Samba 3.0.17 All All All
Application Samba Samba 3.0.18 All All All
Application Samba Samba 3.0.19 All All All
Application Samba Samba 3.0.20 All All All
Application Samba Samba 3.0.20a All All All
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neierence

Samba 3.0.37 Security Release Available

Samba - Security Announcement Archive

Security Advisory SA36937 - Slackware update for samba - Secunia

Samba 3.2.15 Security Release Available

wiki.rpath.com/Advisories:rPSA-2009-0145

Sun Solaris Samba Information Disclosure and Denial of Service - Secunia Advisories - Vulnerability Information - Secunia.com
About Security Update 2009-005

Ubuntu update for samba - Secunia Advisories - Vulnerability Information - Secunia.com

Samba Misconfigured ‘/etc/passwd' File Security Bypass Vulnerability

USN-839-1: Samba vulnerabilities | Ubuntu

SecurityFocus

Repository / Oval Repository

Samba 3.4.2 Security Release Available

APPLE-SA-2009-09-10-2 Security Update 2009-005

[SECURITY] Fedora 11 Update: samba-3.4.2-0.42.fc11

Repository / Oval Repository

Apple Mac OS X Security Update Fixes Multiple Vulnerabilities - Secunia Advisories - Vulnerability Information - Secunia.com
Security Advisory SA36953 - Fedora update for samba - Secunia

Repository / Oval Repository

Repository / Oval Repository

Samba Information Disclosure and Denial of Service - Secunia Advisories - Vulnerability Information - Secunia.com
"[security bulletin] HPSBUX02479 SSRT090212 rev.1 - HP-UX running HP CIFS Server (Samba), Remote Unau' - MARC
Samba 3.3.8 Security Release Available

[SECURITY] Fedora 10 Update: samba-3.2.15-0.36.fc10

57955

The Slackware Linux Project: Slackware Security Advisories

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

1021111

IBM X-Force Exchange

[security-announce] SUSE Security Summary Report: SUSE-SR:2009:017

CVE Program record

NVD vulnerability detail

4 |

No vendor comments have been submitted for this CVE.
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http://news.samba.org/releases/3.0.37/
http://www.samba.org/samba/security/CVE-2009-2813.html
http://secunia.com/advisories/36937
http://news.samba.org/releases/3.2.15/
http://wiki.rpath.com/Advisories:rPSA-2009-0145
http://secunia.com/advisories/37428
http://support.apple.com/kb/HT3865
http://secunia.com/advisories/36918
http://www.securityfocus.com/bid/36363
http://www.ubuntu.com/usn/USN-839-1
http://www.securityfocus.com/archive/1/507856/100/0/threaded
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A7791
http://news.samba.org/releases/3.4.2/
http://lists.apple.com/archives/security-announce/2009/Sep/msg00004.html
https://www.redhat.com/archives/fedora-package-announce/2009-October/msg00095.html
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A7257
http://secunia.com/advisories/36701
http://secunia.com/advisories/36953
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A9191
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A7211
http://secunia.com/advisories/36893
http://marc.info/?l=bugtraq&m=126514298313071&w=2
http://news.samba.org/releases/3.3.8/
https://www.redhat.com/archives/fedora-package-announce/2009-October/msg00098.html
http://osvdb.org/57955
http://slackware.com/security/viewer.php?l=slackware-security&y=2009&m=slackware-security.561439
http://www.vupen.com/english/advisories/2009/2810
http://sunsolve.sun.com/search/document.do?assetkey=1-77-1021111.1-1
https://exchange.xforce.ibmcloud.com/vulnerabilities/53174
http://lists.opensuse.org/opensuse-security-announce/2009-10/msg00004.html
https://www.cve.org/CVERecord?id=CVE-2009-2813
https://nvd.nist.gov/vuln/detail/CVE-2009-2813

There are currently no legacy QID mappings associated with this CVE.
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