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Summary

CVE CVE-2009-2825

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-11-10 19:30:00 UTC

Updated 2009-11-17 07:02:00 UTC

Description Certificate Assistant in Apple Mac OS X before 10.6.2 does not properly handle a '\0' character in a domain name in the subject's Common Name (CN) field of an X.509 certificate, which might allow man-in-the-middle attackers to spoof arbitrary SSL servers via a crafted certificate issued by a legitimate Certification Authority, a related issue to CVE-2009-2408.

Risk And Classification

Problem Types: CWE-310

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Apple Mac Os X 10.0 All All All

Operating System Apple Mac Os X 10.0.0 All All All

Operating System Apple Mac Os X 10.0.1 All All All

Operating System Apple Mac Os X 10.0.2 All All All

Operating System Apple Mac Os X 10.0.3 All All All

Operating System Apple Mac Os X 10.0.4 All All All

Operating System Apple Mac Os X 10.1 All All All

Operating System Apple Mac Os X 10.1.0 All All All

Operating System Apple Mac Os X 10.1.1 All All All

Operating System Apple Mac Os X 10.1.2 All All All

Operating System Apple Mac Os X 10.1.3 All All All

Operating System Apple Mac Os X 10.1.4 All All All

Operating System Apple Mac Os X 10.1.5 All All All

Operating System Apple Mac Os X 10.2 All All All

Operating System Apple Mac Os X 10.2.0 All All All

Operating System Apple Mac Os X 10.2.1 All All All

Operating System Apple Mac Os X 10.2.2 All All All
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Operating System Apple Mac Os X 10.2.2 All All All

Operating System Apple Mac Os X 10.2.3 All All All

Operating System Apple Mac Os X 10.2.4 All All All

Operating System Apple Mac Os X 10.2.5 All All All

Operating System Apple Mac Os X 10.2.6 All All All

Operating System Apple Mac Os X 10.2.7 All All All

Operating System Apple Mac Os X 10.2.8 All All All

Operating System Apple Mac Os X 10.3 All All All

Operating System Apple Mac Os X 10.3.0 All All All

Operating System Apple Mac Os X 10.3.1 All All All

Operating System Apple Mac Os X 10.3.2 All All All

Operating System Apple Mac Os X 10.3.3 All All All

Operating System Apple Mac Os X 10.3.4 All All All

Operating System Apple Mac Os X 10.3.5 All All All

Operating System Apple Mac Os X 10.3.6 All All All

Operating System Apple Mac Os X 10.3.7 All All All

Operating System Apple Mac Os X 10.3.8 All All All

Operating System Apple Mac Os X 10.3.9 All All All

Operating System Apple Mac Os X 10.4 All All All

Operating System Apple Mac Os X 10.4.0 All All All

Operating System Apple Mac Os X 10.4.1 All All All

Operating System Apple Mac Os X 10.4.10 All All All

Operating System Apple Mac Os X 10.4.11 All All All

Operating System Apple Mac Os X 10.4.2 All All All

Operating System Apple Mac Os X 10.4.3 All All All

Operating System Apple Mac Os X 10.4.4 All All All

Operating System Apple Mac Os X 10.4.5 All All All

Operating System Apple Mac Os X 10.4.6 All All All

Operating System Apple Mac Os X 10.4.7 All All All

Operating System Apple Mac Os X 10.4.8 All All All

Operating System Apple Mac Os X 10.4.9 All All All

Operating System Apple Mac Os X 10.5 All All All

Operating System Apple Mac Os X 10.5.0 All All All

Operating System Apple Mac Os X 10.5.1 All All All

Operating System Apple Mac Os X 10.5.2 All All All

Operating System Apple Mac Os X 10.5.3 All All All

http://cve.report/vendor/apple
http://cve.report/software/apple/mac_os_x
http://cve.report/vendor/apple
http://cve.report/software/apple/mac_os_x
http://cve.report/vendor/apple
http://cve.report/software/apple/mac_os_x
http://cve.report/vendor/apple
http://cve.report/software/apple/mac_os_x
http://cve.report/vendor/apple
http://cve.report/software/apple/mac_os_x
http://cve.report/vendor/apple
http://cve.report/software/apple/mac_os_x
http://cve.report/vendor/apple
http://cve.report/software/apple/mac_os_x
http://cve.report/vendor/apple
http://cve.report/software/apple/mac_os_x
http://cve.report/vendor/apple
http://cve.report/software/apple/mac_os_x
http://cve.report/vendor/apple
http://cve.report/software/apple/mac_os_x
http://cve.report/vendor/apple
http://cve.report/software/apple/mac_os_x
http://cve.report/vendor/apple
http://cve.report/software/apple/mac_os_x
http://cve.report/vendor/apple
http://cve.report/software/apple/mac_os_x
http://cve.report/vendor/apple
http://cve.report/software/apple/mac_os_x
http://cve.report/vendor/apple
http://cve.report/software/apple/mac_os_x
http://cve.report/vendor/apple
http://cve.report/software/apple/mac_os_x
http://cve.report/vendor/apple
http://cve.report/software/apple/mac_os_x
http://cve.report/vendor/apple
http://cve.report/software/apple/mac_os_x
http://cve.report/vendor/apple
http://cve.report/software/apple/mac_os_x
http://cve.report/vendor/apple
http://cve.report/software/apple/mac_os_x
http://cve.report/vendor/apple
http://cve.report/software/apple/mac_os_x
http://cve.report/vendor/apple
http://cve.report/software/apple/mac_os_x
http://cve.report/vendor/apple
http://cve.report/software/apple/mac_os_x
http://cve.report/vendor/apple
http://cve.report/software/apple/mac_os_x
http://cve.report/vendor/apple
http://cve.report/software/apple/mac_os_x
http://cve.report/vendor/apple
http://cve.report/software/apple/mac_os_x
http://cve.report/vendor/apple
http://cve.report/software/apple/mac_os_x
http://cve.report/vendor/apple
http://cve.report/software/apple/mac_os_x
http://cve.report/vendor/apple
http://cve.report/software/apple/mac_os_x
http://cve.report/vendor/apple
http://cve.report/software/apple/mac_os_x
http://cve.report/vendor/apple
http://cve.report/software/apple/mac_os_x
http://cve.report/vendor/apple
http://cve.report/software/apple/mac_os_x
http://cve.report/vendor/apple
http://cve.report/software/apple/mac_os_x
http://cve.report/vendor/apple
http://cve.report/software/apple/mac_os_x
http://cve.report/vendor/apple
http://cve.report/software/apple/mac_os_x


Operating System Apple Mac Os X 10.5.4 All All All

Operating System Apple Mac Os X 10.5.5 All All All

Operating System Apple Mac Os X 10.5.6 All All All

Operating System Apple Mac Os X 10.5.7 All All All

Operating System Apple Mac Os X 10.5.8 All All All

Operating System Apple Mac Os X 10.6 All All All

Operating System Apple Mac Os X 10.0 All All All

Operating System Apple Mac Os X 10.0.0 All All All

Operating System Apple Mac Os X 10.0.1 All All All

Operating System Apple Mac Os X 10.0.2 All All All

Operating System Apple Mac Os X 10.0.3 All All All

Operating System Apple Mac Os X 10.0.4 All All All

Operating System Apple Mac Os X 10.1 All All All

Operating System Apple Mac Os X 10.1.0 All All All

Operating System Apple Mac Os X 10.1.1 All All All

Operating System Apple Mac Os X 10.1.2 All All All

Operating System Apple Mac Os X 10.1.3 All All All

Operating System Apple Mac Os X 10.1.4 All All All

Operating System Apple Mac Os X 10.1.5 All All All

Operating System Apple Mac Os X 10.2 All All All

Operating System Apple Mac Os X 10.2.0 All All All

Operating System Apple Mac Os X 10.2.1 All All All

Operating System Apple Mac Os X 10.2.2 All All All

Operating System Apple Mac Os X 10.2.3 All All All

Operating System Apple Mac Os X 10.2.4 All All All

Operating System Apple Mac Os X 10.2.5 All All All

Operating System Apple Mac Os X 10.2.6 All All All

Operating System Apple Mac Os X 10.2.7 All All All

Operating System Apple Mac Os X 10.2.8 All All All

Operating System Apple Mac Os X 10.3 All All All

Operating System Apple Mac Os X 10.3.0 All All All

Operating System Apple Mac Os X 10.3.1 All All All

Operating System Apple Mac Os X 10.3.2 All All All

Operating System Apple Mac Os X 10.3.3 All All All

Operating System Apple Mac Os X 10.3.4 All All All

Operating System Apple Mac Os X 10.3.5 All All All
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Operating System Apple Mac Os X 10.3.5 All All All

Operating System Apple Mac Os X 10.3.6 All All All

Operating System Apple Mac Os X 10.3.7 All All All

Operating System Apple Mac Os X 10.3.8 All All All

Operating System Apple Mac Os X 10.3.9 All All All

Operating System Apple Mac Os X 10.4 All All All

Operating System Apple Mac Os X 10.4.0 All All All

Operating System Apple Mac Os X 10.4.1 All All All

Operating System Apple Mac Os X 10.4.10 All All All

Operating System Apple Mac Os X 10.4.11 All All All

Operating System Apple Mac Os X 10.4.2 All All All

Operating System Apple Mac Os X 10.4.3 All All All

Operating System Apple Mac Os X 10.4.4 All All All

Operating System Apple Mac Os X 10.4.5 All All All

Operating System Apple Mac Os X 10.4.6 All All All

Operating System Apple Mac Os X 10.4.7 All All All

Operating System Apple Mac Os X 10.4.8 All All All

Operating System Apple Mac Os X 10.4.9 All All All

Operating System Apple Mac Os X 10.5 All All All

Operating System Apple Mac Os X 10.5.0 All All All

Operating System Apple Mac Os X 10.5.1 All All All

Operating System Apple Mac Os X 10.5.2 All All All

Operating System Apple Mac Os X 10.5.3 All All All

Operating System Apple Mac Os X 10.5.4 All All All

Operating System Apple Mac Os X 10.5.5 All All All

Operating System Apple Mac Os X 10.5.6 All All All

Operating System Apple Mac Os X 10.5.7 All All All

Operating System Apple Mac Os X 10.5.8 All All All

Operating System Apple Mac Os X 10.6 All All All

Operating System Apple Mac Os X All All All All

Operating System Apple Mac Os X Server 10.0 All All All

Operating System Apple Mac Os X Server 10.0.0 All All All

Operating System Apple Mac Os X Server 10.0.1 All All All

Operating System Apple Mac Os X Server 10.0.2 All All All

Operating System Apple Mac Os X Server 10.0.3 All All All

Operating System Apple Mac Os X Server 10.0.4 All All All
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Operating System Apple Mac Os X Server 10.1 All All All

Operating System Apple Mac Os X Server 10.1.0 All All All

Operating System Apple Mac Os X Server 10.1.1 All All All

Operating System Apple Mac Os X Server 10.1.2 All All All

Operating System Apple Mac Os X Server 10.1.3 All All All

Operating System Apple Mac Os X Server 10.1.4 All All All

Operating System Apple Mac Os X Server 10.1.5 All All All

Operating System Apple Mac Os X Server 10.2 All All All

Operating System Apple Mac Os X Server 10.2.0 All All All

Operating System Apple Mac Os X Server 10.2.1 All All All

Operating System Apple Mac Os X Server 10.2.2 All All All

Operating System Apple Mac Os X Server 10.2.3 All All All

Operating System Apple Mac Os X Server 10.2.4 All All All

Operating System Apple Mac Os X Server 10.2.5 All All All

Operating System Apple Mac Os X Server 10.2.6 All All All

Operating System Apple Mac Os X Server 10.2.7 All All All

Operating System Apple Mac Os X Server 10.2.8 All All All

Operating System Apple Mac Os X Server 10.3 All All All

Operating System Apple Mac Os X Server 10.3.0 All All All

Operating System Apple Mac Os X Server 10.3.1 All All All

Operating System Apple Mac Os X Server 10.3.2 All All All

Operating System Apple Mac Os X Server 10.3.3 All All All

Operating System Apple Mac Os X Server 10.3.4 All All All

Operating System Apple Mac Os X Server 10.3.5 All All All

Operating System Apple Mac Os X Server 10.3.6 All All All

Operating System Apple Mac Os X Server 10.3.7 All All All

Operating System Apple Mac Os X Server 10.3.8 All All All

Operating System Apple Mac Os X Server 10.3.9 All All All

Operating System Apple Mac Os X Server 10.4 All All All

Operating System Apple Mac Os X Server 10.4.0 All All All

Operating System Apple Mac Os X Server 10.4.1 All All All

Operating System Apple Mac Os X Server 10.4.10 All All All

Operating System Apple Mac Os X Server 10.4.11 All All All

Operating System Apple Mac Os X Server 10.4.2 All All All

Operating System Apple Mac Os X Server 10.4.3 All All All
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Operating System Apple Mac Os X Server 10.4.4 All All All

Operating System Apple Mac Os X Server 10.4.5 All All All

Operating System Apple Mac Os X Server 10.4.6 All All All

Operating System Apple Mac Os X Server 10.4.7 All All All

Operating System Apple Mac Os X Server 10.4.8 All All All

Operating System Apple Mac Os X Server 10.4.9 All All All

Operating System Apple Mac Os X Server 10.5 All All All

Operating System Apple Mac Os X Server 10.5.0 All All All

Operating System Apple Mac Os X Server 10.5.1 All All All

Operating System Apple Mac Os X Server 10.5.2 All All All

Operating System Apple Mac Os X Server 10.5.3 All All All

Operating System Apple Mac Os X Server 10.5.4 All All All

Operating System Apple Mac Os X Server 10.5.5 All All All

Operating System Apple Mac Os X Server 10.5.6 All All All

Operating System Apple Mac Os X Server 10.5.7 All All All

Operating System Apple Mac Os X Server 10.5.8 All All All

Operating System Apple Mac Os X Server 10.6 All All All

Operating System Apple Mac Os X Server 10.0 All All All

Operating System Apple Mac Os X Server 10.0.0 All All All

Operating System Apple Mac Os X Server 10.0.1 All All All

Operating System Apple Mac Os X Server 10.0.2 All All All

Operating System Apple Mac Os X Server 10.0.3 All All All

Operating System Apple Mac Os X Server 10.0.4 All All All

Operating System Apple Mac Os X Server 10.1 All All All

Operating System Apple Mac Os X Server 10.1.0 All All All

Operating System Apple Mac Os X Server 10.1.1 All All All

Operating System Apple Mac Os X Server 10.1.2 All All All

Operating System Apple Mac Os X Server 10.1.3 All All All

Operating System Apple Mac Os X Server 10.1.4 All All All

Operating System Apple Mac Os X Server 10.1.5 All All All

Operating System Apple Mac Os X Server 10.2 All All All

Operating System Apple Mac Os X Server 10.2.0 All All All

Operating System Apple Mac Os X Server 10.2.1 All All All

Operating System Apple Mac Os X Server 10.2.2 All All All

Operating System Apple Mac Os X Server 10.2.3 All All All

Operating System Apple Mac Os X Server 10.2.4 All All All
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Operating System Apple Mac Os X Server 10.2.4 All All All

Operating System Apple Mac Os X Server 10.2.5 All All All

Operating System Apple Mac Os X Server 10.2.6 All All All

Operating System Apple Mac Os X Server 10.2.7 All All All

Operating System Apple Mac Os X Server 10.2.8 All All All

Operating System Apple Mac Os X Server 10.3 All All All

Operating System Apple Mac Os X Server 10.3.0 All All All

Operating System Apple Mac Os X Server 10.3.1 All All All

Operating System Apple Mac Os X Server 10.3.2 All All All

Operating System Apple Mac Os X Server 10.3.3 All All All

Operating System Apple Mac Os X Server 10.3.4 All All All

Operating System Apple Mac Os X Server 10.3.5 All All All

Operating System Apple Mac Os X Server 10.3.6 All All All

Operating System Apple Mac Os X Server 10.3.7 All All All

Operating System Apple Mac Os X Server 10.3.8 All All All

Operating System Apple Mac Os X Server 10.3.9 All All All

Operating System Apple Mac Os X Server 10.4 All All All

Operating System Apple Mac Os X Server 10.4.0 All All All

Operating System Apple Mac Os X Server 10.4.1 All All All

Operating System Apple Mac Os X Server 10.4.10 All All All

Operating System Apple Mac Os X Server 10.4.11 All All All

Operating System Apple Mac Os X Server 10.4.2 All All All

Operating System Apple Mac Os X Server 10.4.3 All All All

Operating System Apple Mac Os X Server 10.4.4 All All All

Operating System Apple Mac Os X Server 10.4.5 All All All

Operating System Apple Mac Os X Server 10.4.6 All All All

Operating System Apple Mac Os X Server 10.4.7 All All All

Operating System Apple Mac Os X Server 10.4.8 All All All

Operating System Apple Mac Os X Server 10.4.9 All All All

Operating System Apple Mac Os X Server 10.5 All All All

Operating System Apple Mac Os X Server 10.5.0 All All All

Operating System Apple Mac Os X Server 10.5.1 All All All

Operating System Apple Mac Os X Server 10.5.2 All All All

Operating System Apple Mac Os X Server 10.5.3 All All All

Operating System Apple Mac Os X Server 10.5.4 All All All

Operating System Apple Mac Os X Server 10.5.5 All All All
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Operating System Apple Mac Os X Server 10.5.6 All All All

Operating System Apple Mac Os X Server 10.5.7 All All All

Operating System Apple Mac Os X Server 10.5.8 All All All

Operating System Apple Mac Os X Server 10.6 All All All

Operating System Apple Mac Os X Server All All All All
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