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Summary

CVE CVE-2009-2850

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-08-18 21:00:00 UTC

Updated 2009-08-21 04:00:00 UTC

Description Multiple buffer overflows in NASA Common Data Format (CDF) allow context-dependent attackers to execute arbitrary code, as demonstrated using (1) an array index error in the ReadAEDRList64 function, and other errors in the (2) SearchForRecord_r_64, (3) LastRecord64, (4) CDFsel64, and other unspecified functions.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Nasa Goddard Space Flight Center Common Data Format All All All All

Application Nasa Goddard Space Flight Center Common Data Format All All All All

References

Reference Source Link

CDF Latest Release Page CONFIRM cdf.gsfc.nasa.gov

oss-security - CVE request: Common Data Format (CDF) library multiple heap-based buffer overflows MLIST www.openwall.com

SecurityFocus BUGTRAQ www.securityfocus.com

CDF Change Logs CONFIRM cdf.gsfc.nasa.gov

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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