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CVE CVE-2009-2897
State PUBLISHED
Assigner redhat

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-10-13 10:30:00 UTC
Updated 2026-04-23 00:35:47 UTC
Description Multiple cross-site scripting (XSS) vulnerabilities in hg/web/common/GenericError.jsp in the generic exception handler in the

/ ]

Risk And Classification

Primary CVSS: v2.0 4.3 from nvd@nist.gov

AV:N/AC:M/Au:N/C:N/I:P/A:N

Problem Types: CWE-79 | n/a

CVSS v2.0 Breakdown

\ccess Vector

\ccess Complexity

\uthentication

Sonfidentiality

ntegrity

\vailability

AV:N/AC:M/Au:N/C:N/I:P/A:N

w [0

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Springsource Application Management Suite 2.0.0 sr3 All All


https://cve.report/
https://cve.report/CVE-2009-2897/mitre
https://cve.report/CVE-2009-2897/nist
https://cve.report/CVE-2009-2897/cve_org
https://cve.report/api/cve/CVE-2009-2897.json
https://cve.report/CVE-2009-2897.pdf
http://cve.report/vendor/springsource
http://cve.report/software/springsource/application_management_suite

Application Springsource Hyperic Hq 3.2 beta_1 All All
Application Springsource Hyperic Hq 3.2.0 All All All
Application Springsource Hyperic Hq 3.2.1 All All All
Application Springsource Hyperic Hq 3.2.2 All All All
Application Springsource Hyperic Hq 3.2.3 All All All
Application Springsource Hyperic Hq 3.24 All All All
Application Springsource Hyperic Hq 3.25 All All All
Application Springsource Hyperic Hq 3.2.6 All All All
Application Springsource Hyperic Hg 4.0.0 All All All
Application Springsource Hyperic Hq 4.0.1 All All All
Application Springsource Hyperic Hg 4.0.2 All All All
Application Springsource Hyperic Hq 4.0.3 All All All
Application Springsource Hyperic Hg 4.1.0 All All All
Application Springsource Hyperic Hq 411 All All All
Application Springsource Hyperic Hq 4.1.2 All All All
Application Springsource Hyperic Hq 4.2 beta_1 All All
Application Springsource Tc Server 6.0.20 b All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference Source Link
www.osvdb.org/58608 af854a3a-2127-422b-91ae-364da2661108  www.osvdb
Corelabs site af854a3a-2127-422b-91ae-364da2661108 corelabs.co
SecurityFocus af854a3a-2127-422b-91ae-364da2661108 www.securi
Hyperic HQ Cross-Site Scripting and Script Insertion Vulnerabilities - Secunia.com  af854a3a-2127-422b-91ae-364da2661108 secunia.cor
IBM X-Force Exchange af854a3a-2127-422b-91ae-364da2661108 exchange.x
Core Security Technologies af854a3a-2127-422b-91ae-364da2661108  www.corest
jira.hyperic.com/browse/HHQ-2655 af854a3a-2127-422b-91ae-364da2661108 jira.hyperic.
Hyperic HQ Known Vulnerabilities | SpringSource af854a3a-2127-422b-91ae-364da2661108  www.spring
www.osvdb.org/58610 af854a83a-2127-422b-91ae-364da2661108 www.osvdb
forums.hyperic.com/jiveforums/thread.jspa af854a3a-2127-422b-91ae-364da2661108  forums.hyp
www.osvdb.org/58609 af854a3a-2127-422b-91ae-364da2661108 www.osvdb
SecurityFocus af854a3a-2127-422b-91ae-364da2661108 www.securi
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http://cve.report/vendor/na
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http://www.osvdb.org/58608
http://corelabs.coresecurity.com/index.php?module=Wiki&action=view&type=advisory&name=Hyperic_HQ_Multiple_XSS
http://www.securityfocus.com/archive/1/506936/100/0/threaded
http://secunia.com/advisories/36935
https://exchange.xforce.ibmcloud.com/vulnerabilities/53658
http://www.coresecurity.com/content/hyperic-hq-vulnerabilities
http://jira.hyperic.com/browse/HHQ-2655
http://www.springsource.com/security/hyperic-hq
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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