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CVE CVE-2009-2898
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-10-13 10:30:00 UTC
Updated 2018-10-10 19:42:00 UTC
Description Cross-site scripting (XSS) vulnerability in the Alerts list feature in the web interface in SpringSource Hyperic HQ 3.2.x befor

/ |

1|

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Springsource Application Management Suite 2.0.0 sr3 All All
Application Springsource Application Management Suite 2.0.0 sr3 All All
Application Springsource Hyperic Hq 3.2 beta_1 All All
Application Springsource Hyperic Hq 3.2.0 All All All
Application Springsource Hyperic Hq 3.2.1 All All All
Application Springsource Hyperic Hq 3.2.2 All All All
Application Springsource Hyperic Hq 3.2.3 All All All
Application Springsource Hyperic Hq 3.24 All All All
Application Springsource Hyperic Hq 3.25 All All All
Application Springsource Hyperic Hg 3.2.6 All All All
Application Springsource Hyperic Hq 4.0.0 All All All
Application Springsource Hyperic Hg 4.0.1 All All All
Application Springsource Hyperic Hq 4.0.2 All All All
Application Springsource Hyperic Hg 4.0.3 All All All
Application Springsource Hyperic Hq 41.0 All All All
Application Springsource Hyperic Hq 411 All All All
Application Springsource Hyperic Ha 41.2 All All All
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Application Springsource Hyperic Hq 4.2 beta_1 All All

Application Springsource Hyperic Hq 3.2 beta_1 All All

Application Springsource Hyperic Hq 3.2.0 All All All

Application Springsource Hyperic Hq 3.2.1 All All All

Application Springsource Hyperic Hq 3.2.2 All All All

Application Springsource Hyperic Hq 3.2.3 All All All

Application Springsource Hyperic Hq 3.24 All All All

Application Springsource Hyperic Hg 325 All All All

Application Springsource Hyperic Hq 3.2.6 All All All

Application Springsource Hyperic Hg 4.0.0 All All All

Application Springsource Hyperic Hq 4.0.1 All All All

Application Springsource Hyperic Hg 4.0.2 All All All

Application Springsource Hyperic Hq 4.0.3 All All All

Application Springsource Hyperic Hq 4.1.0 All All All

Application Springsource Hyperic Hq 411 All All All

Application Springsource Hyperic Hq 4.1.2 All All All

Application Springsource Hyperic Hq 4.2 beta_1 All All

Application Springsource Tc Server 6.0.20 b All All

Application Springsource Tc Server 6.0.20 b All All

Reference Source Link Tags
SecurityFocus BUGTRAQ www.securityfocus.com
jira.hyperic.com/browse/HHQ-3390 CONFIRM jira.hyperic.com

Core Security Technologies MISC www.coresecurity.com Patch
SecurityFocus BUGTRAQ www.securityfocus.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

58611 OSsvDB www.osvdb.org

Hyperic HQ Known Vulnerabilities | SpringSource CONFIRM  www.springsource.com Patch, Ve
Corelabs site MISC corelabs.coresecurity.com Exploit, F
Hyperic HQ Cross-Site Scripting and Script Insertion Vulnerabilities - Secunia.com SECUNIA  secunia.com Vendor A
CVE Program record CVE.ORG www.cve.org canonica
NVD vulnerability detail NVD nvd.nist.gov canonica
«\

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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