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Directory traversal vulnerability in Apache Tomcat 5.5.0 through 5.5.28 and 6.0.0 through 6.0.20 allows remote attackers to
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Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)
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Application
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Vendor Product Version Update Edition Language
Apache Tomcat 5.5.0 All All All
Apache Tomcat 5.5.1 All All All
Apache Tomcat 5.5.10 All All All
Apache Tomcat 5.5.11 All All All
Apache Tomcat 5.5.12 All All All
Apache Tomcat 5.5.13 All All All
Apache Tomcat 5.5.14 All All All
Apache Tomcat 5.5.15 All All All
Apache Tomcat 5.5.16 All All All
Apache Tomcat 5.5.17 All All All
Apache Tomcat 5.5.18 All All All
Apache Tomcat 5.5.19 All All All
Apache Tomcat 5.5.2 All All All
Apache Tomcat 5.5.20 All All All
Apache Tomcat 5.5.21 All All All
Apache Tomcat 5.5.22 All All All
Apache Tomcat 5.5.28 All All All
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Application Apache Tomcat 6.0.14 Al Al Al
Application Apache Tomcat 6.0.15 All All All
Application Apache Tomcat 6.0.16 All All All
Application Apache Tomcat 6.0.17 All All All
Application Apache Tomcat 6.0.18 All All All
Application Apache Tomcat 6.0.19 All All All
Application Apache Tomcat 6.0.2 All All All
Application Apache Tomcat 6.0.20 All All All
Application Apache Tomcat 6.0.3 All All All
Application Apache Tomcat 6.0.4 All All All
Application Apache Tomcat 6.0.5 All All All
Application Apache Tomcat 6.0.6 All All All
Application Apache Tomcat 6.0.7 All All All
Application Apache Tomcat 6.0.8 All All All
Application Apache Tomcat 6.0.9 All All All
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Vendor Comments And Credit

Organization Published Contributor  Statement

Red Hat 2010-03-02 Tomas Hoger Red Hat is aware of this issue and is tracking it via the following bug: https://bugzilla.redhat.cor

l |

There are currently no legacy QID mappings associated with this CVE.
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