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CVE CVE-2009-2911
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-10-22 16:30:00 UTC
Updated 2009-10-31 06:22:00 UTC
Description SystemTap 1.0, when the --unprivileged option is used, does not properly restrict certain data sizes, which allows local uset

/ ]
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Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Systemtap Systemtap 1.0 All All All

Application Systemtap Systemtap 1.0 All All All

Reference Source Link
[SECURITY] Fedora 11 Update: systemtap-1.0-2.fc11 FEDORA  www.red|
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN WWW.Vup
10750 — translator permits excessively-vararged call into runtime CONFIRM  sources.
oss-security - CVE assignment notification -- CVE-2009-2911 - Three SystemTap-1.0 DoS issues MLIST WWW.OPE
Fedora update for systemtap - Secunia.com SECUNIA  secunia.c
41633 — -Wframe-larger-than should warn about outgoing function calls, specifically varargs MISC gce.gnu.c
SystemTap Unprivileged Mode Multiple Denial Of Service Vulnerabilities BID WWW.Sec
Bug 529175 — CVE-2009-2911 SystemTap 1.0: Multiple denial of service flaws once --unprivileged mode is activated CONFIRM  bugzilla.r
[SECURITY] Fedora 10 Update: systemtap-1.0-2.fc10 FEDORA  www.red|
CVE Program record CVE.ORG www.cve
NVD vulnerability detail NVD nvd.nist.¢
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http://www.vupen.com/english/advisories/2009/2989
http://sources.redhat.com/bugzilla/show_bug.cgi?id=10750
http://www.openwall.com/lists/oss-security/2009/10/21/1
http://secunia.com/advisories/37167
http://gcc.gnu.org/bugzilla/show_bug.cgi?id=41633
http://www.securityfocus.com/bid/36778
https://bugzilla.redhat.com/show_bug.cgi?id=529175
https://www.redhat.com/archives/fedora-package-announce/2009-October/msg00793.html
https://www.cve.org/CVERecord?id=CVE-2009-2911
https://nvd.nist.gov/vuln/detail/CVE-2009-2911

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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