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CVE CVE-2009-2937
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-09-18 10:30:01 UTC
Updated 2026-04-23 00:35:47 UTC
Description Cross-site scripting (XSS) vulnerability in Planet 2.0 and Planet Venus allows remote attackers to inject arbitrary web script

/ |

Risk And Classification

Primary CVSS: v2.0 4.3 from nvd@nist.gov

AV:N/AC:M/Au:N/C:N/I:P/A:N

Problem Types: CWE-79 | n/a

CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Intertwingly Planet 2.0 All All All


https://cve.report/
https://cve.report/CVE-2009-2937/mitre
https://cve.report/CVE-2009-2937/nist
https://cve.report/CVE-2009-2937/cve_org
https://cve.report/api/cve/CVE-2009-2937.json
https://cve.report/CVE-2009-2937.pdf
http://cve.report/vendor/intertwingly
http://cve.report/software/intertwingly/planet

Application Intertwingly Planet Venus All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference Source
[SECURITY] Fedora 10 Update: planet-2.0-10.fc10 af854a3a-2127
504 Gateway Time-out af854a3a-2127
#546179 - planet-venus: [CVE-2009-2937] - Insufficient escaping of input feeds - Debian Bug report logs af854a3a-2127
[SECURITY] Fedora 11 Update: planet-2.0-10.fc11 af854a3a-2127
#546178 - planet: [CVE-2009-2937] - Insufficient escaping of input feeds - Debian Bug report logs af854a3a-2127
Sam Ruby: Venus Updates af854a3a-2127

Planet Script HTML Sanitation Security Bypass Vulnerability - Secunia Advisories - Vulnerability Information - Secunia.com  af854a3a-2127
Bug 522802 — CVE-2009-2937 planet: Insufficient escaping of input feeds af854a3a-2127
New version available [was: Is there a specific security contact address?] af854a3a-2127
Planet Venus HTML Sanitation Security Bypass Vulnerability - Secunia Advisories - Vulnerability Information - Secunia.com  af854a3a-2127
CVE Program record CVE.ORG

NVD vulnerability detail NVD

/]

s

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
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http://cve.report/vendor/na
http://cve.report/software/na/n/a
https://www.redhat.com/archives/fedora-package-announce/2009-September/msg00525.html
http://www.securityfocus.com/bid/36392
http://bugs.debian.org/cgi-bin/bugreport.cgi?bug=546179
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http://intertwingly.net/blog/2009/09/09/Venus-Updates
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