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Certain versions of Ie from Microsoft contain the following vulnerability:

Microsoft Internet Explorer 6.0.2900.2180 and earlier allows remote
attackers to cause a denial of service (CPU consumption and
application hang) via JavaScript code with a long string value for the
hash property (aka location.hash), a related issue to CVE-2008-5715.

CVSS2 Score: 5 - MEDIUM

Access
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Access
Complexity

Authentication

NETWORK LOW NONE
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NONE NONE PARTIAL

CVE References

Description Tags Link

SecurityFocus www.securityfocus.com

text/html

 BUGTRAQ 20090821 DoS vulnerabilities in
Mozilla Firefox, Internet Explorer and Chrome

DoS уразливості в Mozilla Firefox, Internet Explorer та
Chrome - Websecurity - Веб безпека

websecurity.com.ua

text/html

 MISC websecurity.com.ua/3424/

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

CVE-2009-2954 has been assigned by  cve@mitre.org to track the vulnerability
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Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Microsoft Ie 3.0 All All All

Application Microsoft Ie 3.0.1 All All All

Application Microsoft Ie 3.0.2 All All All

Application Microsoft Ie 3.1 All All All

Application Microsoft Ie 3.2 All All All

Application Microsoft Ie 4.0 All All All

Application Microsoft Ie 4.0.1 All All All

Application Microsoft Ie 4.0.1 sp1 All All

Application Microsoft Ie 4.0.1 sp2 All All

Application Microsoft Ie 4.01 All All All

Application Microsoft Ie 4.01 sp1 All All

Application Microsoft Ie 4.1 All All All

Application Microsoft Ie 4.40.308 All All All

Application Microsoft Ie 4.40.520 All All All

Application Microsoft Ie 4.5 All All All

Application Microsoft Ie 4.70.1155 All All All

Application Microsoft Ie 4.70.1158 All All All

Application Microsoft Ie 4.70.1215 All All All

Application Microsoft Ie 4.70.1300 All All All

Application Microsoft Ie 4.71.1008.3 All All All

Application Microsoft Ie 4.71.1712.6 All All All

Application Microsoft Ie 4.71.544 All All All

Application Microsoft Ie 4.72.2106.8 All All All

Application Microsoft Ie 4.72.3110.8 All All All

Application Microsoft Ie 4.72.3612.1713 All All All

Application Microsoft Ie 5 All All All

Application Microsoft Ie 5.0 All All All

Application Microsoft Ie 5.0.1 All All All

Application Microsoft Ie 5.0.1 sp1 All All

Application Microsoft Ie 5.0.1 sp2 All All

Application Microsoft Ie 5.0.1 sp3 All All

Application Microsoft Ie 5.0.1 sp4 All All

Application Microsoft Ie 5.00.0518.10 All All All

Application Microsoft Ie 5.00.0910.1309 All All All
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Application Microsoft Ie 5.00.0910.1309 All All All

Application Microsoft Ie 5.00.2014.0216 All All All

Application Microsoft Ie 5.00.2314.1003 All All All

Application Microsoft Ie 5.00.2516.1900 All All All

Application Microsoft Ie 5.00.2614.3500 All All All

Application Microsoft Ie 5.00.2919.3800 All All All

Application Microsoft Ie 5.00.2919.6307 All All All

Application Microsoft Ie 5.00.2919.800 All All All

Application Microsoft Ie 5.00.2920.0000 All All All

Application Microsoft Ie 5.00.3103.1000 All All All

Application Microsoft Ie 5.00.3105.0106 All All All

Application Microsoft Ie 5.00.3314.2101 All All All

Application Microsoft Ie 5.00.3315.1000 All All All

Application Microsoft Ie 5.00.3502.1000 All All All

Application Microsoft Ie 5.00.3700.1000 All All All

Application Microsoft Ie 5.01 All All All

Application Microsoft Ie 5.01 sp1 All All

Application Microsoft Ie 5.01 sp2 All All

Application Microsoft Ie 5.01 sp3 All All

Application Microsoft Ie 5.01 sp4 All All

Application Microsoft Ie 5.1 All All All

Application Microsoft Ie 5.2.3 All All All

Application Microsoft Ie 5.5 All All All

Application Microsoft Ie 5.5 preview All All

Application Microsoft Ie 5.5 sp1 All All

Application Microsoft Ie 5.5 sp2 All All

Application Microsoft Ie 5.50.3825.1300 All All All

Application Microsoft Ie 5.50.4030.2400 All All All

Application Microsoft Ie 5.50.4134.0100 All All All

Application Microsoft Ie 5.50.4134.0600 All All All

Application Microsoft Ie 5.50.4308.2900 All All All

Application Microsoft Ie 5.50.4522.1800 All All All

Application Microsoft Ie 5.50.4807.2300 All All All

Application Microsoft Ie 6.0 All All All

Application Microsoft Ie 6.0.2600 All All All

Application Microsoft Ie 6.0.2800 All All All
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Application Microsoft Ie 6.0.2800.1106 All All All

Application Microsoft Ie 6.0.2900 All All All

Application Microsoft Ie 6.00.2462.0000 All All All

Application Microsoft Ie 6.00.2479.0006 All All All

Application Microsoft Ie 6.00.2600.0000 All All All

Application Microsoft Ie 3.0 All All All

Application Microsoft Ie 3.0.1 All All All

Application Microsoft Ie 3.0.2 All All All

Application Microsoft Ie 3.1 All All All

Application Microsoft Ie 3.2 All All All

Application Microsoft Ie 4.0 All All All

Application Microsoft Ie 4.0.1 All All All

Application Microsoft Ie 4.0.1 sp1 All All

Application Microsoft Ie 4.0.1 sp2 All All

Application Microsoft Ie 4.01 All All All

Application Microsoft Ie 4.01 sp1 All All

Application Microsoft Ie 4.1 All All All

Application Microsoft Ie 4.40.308 All All All

Application Microsoft Ie 4.40.520 All All All

Application Microsoft Ie 4.5 All All All

Application Microsoft Ie 4.70.1155 All All All

Application Microsoft Ie 4.70.1158 All All All

Application Microsoft Ie 4.70.1215 All All All

Application Microsoft Ie 4.70.1300 All All All

Application Microsoft Ie 4.71.1008.3 All All All

Application Microsoft Ie 4.71.1712.6 All All All

Application Microsoft Ie 4.71.544 All All All

Application Microsoft Ie 4.72.2106.8 All All All

Application Microsoft Ie 4.72.3110.8 All All All

Application Microsoft Ie 4.72.3612.1713 All All All

Application Microsoft Ie 5 All All All

Application Microsoft Ie 5.0 All All All

Application Microsoft Ie 5.0.1 All All All

Application Microsoft Ie 5.0.1 sp1 All All

Application Microsoft Ie 5.0.1 sp2 All All
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Application Microsoft Ie 5.0.1 sp3 All All

Application Microsoft Ie 5.0.1 sp4 All All

Application Microsoft Ie 5.00.0518.10 All All All

Application Microsoft Ie 5.00.0910.1309 All All All

Application Microsoft Ie 5.00.2014.0216 All All All

Application Microsoft Ie 5.00.2314.1003 All All All

Application Microsoft Ie 5.00.2516.1900 All All All

Application Microsoft Ie 5.00.2614.3500 All All All

Application Microsoft Ie 5.00.2919.3800 All All All

Application Microsoft Ie 5.00.2919.6307 All All All

Application Microsoft Ie 5.00.2919.800 All All All

Application Microsoft Ie 5.00.2920.0000 All All All

Application Microsoft Ie 5.00.3103.1000 All All All

Application Microsoft Ie 5.00.3105.0106 All All All

Application Microsoft Ie 5.00.3314.2101 All All All

Application Microsoft Ie 5.00.3315.1000 All All All

Application Microsoft Ie 5.00.3502.1000 All All All

Application Microsoft Ie 5.00.3700.1000 All All All

Application Microsoft Ie 5.01 All All All

Application Microsoft Ie 5.01 sp1 All All

Application Microsoft Ie 5.01 sp2 All All

Application Microsoft Ie 5.01 sp3 All All

Application Microsoft Ie 5.01 sp4 All All

Application Microsoft Ie 5.1 All All All

Application Microsoft Ie 5.2.3 All All All

Application Microsoft Ie 5.5 All All All

Application Microsoft Ie 5.5 preview All All

Application Microsoft Ie 5.5 sp1 All All

Application Microsoft Ie 5.5 sp2 All All

Application Microsoft Ie 5.50.3825.1300 All All All

Application Microsoft Ie 5.50.4030.2400 All All All

Application Microsoft Ie 5.50.4134.0100 All All All

Application Microsoft Ie 5.50.4134.0600 All All All

Application Microsoft Ie 5.50.4308.2900 All All All

Application Microsoft Ie 5.50.4522.1800 All All All

Application Microsoft Ie 5.50.4807.2300 All All All
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Application Microsoft Ie 5.50.4807.2300 All All All

Application Microsoft Ie 6.0 All All All

Application Microsoft Ie 6.0.2600 All All All

Application Microsoft Ie 6.0.2800 All All All

Application Microsoft Ie 6.0.2800.1106 All All All

Application Microsoft Ie 6.0.2900 All All All

Application Microsoft Ie 6.00.2462.0000 All All All

Application Microsoft Ie 6.00.2479.0006 All All All

Application Microsoft Ie 6.00.2600.0000 All All All

Application Microsoft Ie All All All All

Application Microsoft Internet Explorer 3.0 All All All

Application Microsoft Internet Explorer 3.0.1 All All All

Application Microsoft Internet Explorer 3.0.2 All All All

Application Microsoft Internet Explorer 3.1 All All All

Application Microsoft Internet Explorer 3.2 All All All

Application Microsoft Internet Explorer 4.0 All All All

Application Microsoft Internet Explorer 4.0.1 All All All

Application Microsoft Internet Explorer 4.0.1 sp1 All All

Application Microsoft Internet Explorer 4.0.1 sp2 All All

Application Microsoft Internet Explorer 4.01 All All All

Application Microsoft Internet Explorer 4.01 sp1 All All

Application Microsoft Internet Explorer 4.1 All All All

Application Microsoft Internet Explorer 4.40.308 All All All

Application Microsoft Internet Explorer 4.40.520 All All All

Application Microsoft Internet Explorer 4.5 All All All

Application Microsoft Internet Explorer 4.70.1155 All All All

Application Microsoft Internet Explorer 4.70.1158 All All All

Application Microsoft Internet Explorer 4.70.1215 All All All

Application Microsoft Internet Explorer 4.70.1300 All All All

Application Microsoft Internet Explorer 4.71.1008.3 All All All

Application Microsoft Internet Explorer 4.71.1712.6 All All All

Application Microsoft Internet Explorer 4.71.544 All All All

Application Microsoft Internet Explorer 4.72.2106.8 All All All

Application Microsoft Internet Explorer 4.72.3110.8 All All All

Application Microsoft Internet Explorer 4.72.3612.1713 All All All

Application Microsoft Internet Explorer 5 All All All
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Application Microsoft Internet Explorer 5.0 All All All

Application Microsoft Internet Explorer 5.0.1 All All All

Application Microsoft Internet Explorer 5.0.1 sp1 All All

Application Microsoft Internet Explorer 5.0.1 sp2 All All

Application Microsoft Internet Explorer 5.0.1 sp3 All All

Application Microsoft Internet Explorer 5.0.1 sp4 All All

Application Microsoft Internet Explorer 5.00.0518.10 All All All

Application Microsoft Internet Explorer 5.00.0910.1309 All All All

Application Microsoft Internet Explorer 5.00.2014.0216 All All All

Application Microsoft Internet Explorer 5.00.2314.1003 All All All

Application Microsoft Internet Explorer 5.00.2516.1900 All All All

Application Microsoft Internet Explorer 5.00.2614.3500 All All All

Application Microsoft Internet Explorer 5.00.2919.3800 All All All

Application Microsoft Internet Explorer 5.00.2919.6307 All All All

Application Microsoft Internet Explorer 5.00.2919.800 All All All

Application Microsoft Internet Explorer 5.00.2920.0000 All All All

Application Microsoft Internet Explorer 5.00.3103.1000 All All All

Application Microsoft Internet Explorer 5.00.3105.0106 All All All

Application Microsoft Internet Explorer 5.00.3314.2101 All All All

Application Microsoft Internet Explorer 5.00.3315.1000 All All All

Application Microsoft Internet Explorer 5.00.3502.1000 All All All

Application Microsoft Internet Explorer 5.00.3700.1000 All All All

Application Microsoft Internet Explorer 5.01 All All All

Application Microsoft Internet Explorer 5.01 sp1 All All
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cpe:2.3:a:microsoft:internet_explorer:5.01:sp2:*:*:*:*:*:*:

cpe:2.3:a:microsoft:internet_explorer:5.01:sp3:*:*:*:*:*:*:

cpe:2.3:a:microsoft:internet_explorer:5.01:sp4:*:*:*:*:*:*:

cpe:2.3:a:microsoft:internet_explorer:5.1:*:*:*:*:*:*:*:

cpe:2.3:a:microsoft:internet_explorer:5.2.3:*:*:*:*:*:*:*:

cpe:2.3:a:microsoft:internet_explorer:5.5:*:*:*:*:*:*:*:

cpe:2.3:a:microsoft:internet_explorer:5.5:preview:*:*:*:*:*:*:

cpe:2.3:a:microsoft:internet_explorer:5.5:sp1:*:*:*:*:*:*:

cpe:2.3:a:microsoft:internet_explorer:5.5:sp2:*:*:*:*:*:*:

cpe:2.3:a:microsoft:internet_explorer:5.50.3825.1300:*:*:*:*:*:*:*:

cpe:2.3:a:microsoft:internet_explorer:5.50.4030.2400:*:*:*:*:*:*:*:

cpe:2.3:a:microsoft:internet_explorer:5.50.4134.0100:*:*:*:*:*:*:*:

cpe:2.3:a:microsoft:internet_explorer:5.50.4134.0600:*:*:*:*:*:*:*:

cpe:2.3:a:microsoft:internet_explorer:5.50.4308.2900:*:*:*:*:*:*:*:

cpe:2.3:a:microsoft:internet_explorer:5.50.4522.1800:*:*:*:*:*:*:*:

cpe:2.3:a:microsoft:internet_explorer:5.50.4807.2300:*:*:*:*:*:*:*:



← Previous ID Next ID→

No vendor comments have been submitted for this CVE
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CVE.report and Source URL Uptime Status status.cve.report

cpe:2.3:a:microsoft:internet_explorer:6:*:*:*:*:*:*:*:

cpe:2.3:a:microsoft:internet_explorer:6.0:*:*:*:*:*:*:*:

cpe:2.3:a:microsoft:internet_explorer:6.0.2600:*:*:*:*:*:*:*:

cpe:2.3:a:microsoft:internet_explorer:6.0.2800:*:*:*:*:*:*:*:

cpe:2.3:a:microsoft:internet_explorer:6.0.2800.1106:*:*:*:*:*:*:*:

cpe:2.3:a:microsoft:internet_explorer:6.0.2900:*:*:*:*:*:*:*:

cpe:2.3:a:microsoft:internet_explorer:6.00.2462.0000:*:*:*:*:*:*:*:

cpe:2.3:a:microsoft:internet_explorer:6.00.2479.0006:*:*:*:*:*:*:*:

cpe:2.3:a:microsoft:internet_explorer:6.00.2600.0000:*:*:*:*:*:*:*:

cpe:2.3:a:microsoft:internet_explorer:6:*:*:*:*:*:*:*:

cpe:2.3:a:microsoft:internet_explorer:*:*:*:*:*:*:*:*:

https://cve.report/CVE-2009-2953
https://cve.report/CVE-2009-2955
https://cve.report/
https://twitter.com/CVEreport
https://nitter.domain.glass/CVEreport/with_replies
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report
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