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CVE-2009-2954

Source: Mitre Source: NIST CVE.ORG Print: PDF %5

AVNACLAUNCNIENAD Certain versions of le from Microsoft contain the following vulnerability:

Microsoft Internet Explorer 6.0.2900.2180 and earlier allows remote
attackers to cause a denial of service (CPU consumption and
application hang) via JavaScript code with a long string value for the
hash property (aka location.hash), a related issue to CVE-2008-5715.

CVE-2009-2954 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: ~5-MEDIUM

Access Access Authentication
Vector Complexity

Low [NONE_
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link

SecurityFocus {3 BUGTRAQ 20090821 DoS vulnerabilities in
Mozilla Firefox, Internet Explorer and Chrome

DoS ypasnuocTi B Mozilla Firefox, Internet Explorer Ta ) MISC websecurity.com.ua/3424/
Chrome - Websecurity - Be6 6esneka

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE



https://cve.report/
https://cve.report/CVE-2009-2954/mitre
https://cve.report/CVE-2009-2954/nist
https://cve.report/CVE-2009-2954/cve_org
https://cve.report/CVE-2009-2954.pdf
http://cve.report/software/microsoft/ie
http://cve.report/vendor/microsoft
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.securityfocus.com/archive/1/506006/100/0/threaded
http://websecurity.com.ua/3424/
mailto:%20comment@cve.report
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Internet Explorer
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Internet Explorer
Internet Explorer
Internet Explorer
Internet Explorer

Internet Explorer

5.0

5.0.1

5.0.1

5.0.1

5.0.1

5.0.1

5.00.0518.10

5.00.0910.1309

5.00.2014.0216

5.00.2314.1003

5.00.2516.1900

5.00.2614.3500

5.00.2919.3800

5.00.2919.6307

5.00.2919.800

5.00.2920.0000

5.00.3103.1000

5.00.3105.0106

5.00.3314.2101

5.00.3315.1000

5.00.3502.1000

5.00.3700.1000

5.01
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5.01

5.01

5.01

5.1

5.2.3

5.5

5.5

5.5

5.5

5.50.3825.1300

5.50.4030.2400
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sp2
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sp4
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Application Microsoft Internet Explorer 5.50.4134.0100
Application Microsoft Internet Explorer 5.50.4134.0600
Application Microsoft Internet Explorer 5.50.4308.2900
Application Microsoft Internet Explorer 5.50.4522.1800
Application Microsoft Internet Explorer 5.50.4807.2300
Application Microsoft Internet Explorer 6

Application Microsoft Internet Explorer 6.0

Application Microsoft Internet Explorer 6.0.2600
Application Microsoft Internet Explorer 6.0.2800
Application Microsoft Internet Explorer 6.0.2800.1106
Application Microsoft Internet Explorer 6.0.2900
Application Microsoft Internet Explorer 6.00.2462.0000
Application Microsoft Internet Explorer 6.00.2479.0006
Application Microsoft Internet Explorer 6.00.2600.0000
Application Microsoft Internet Explorer 6

Application Microsoft Internet Explorer All

cpe:2.3:a:microsoft:ie:3.0:*:

cpe:2.3:a:microsoft:ie:3.0.1: 7 *: "

akak kKK kLK,

cpe:2.3:a:microsoft:ie:3.1:

kKoK kKKK,

cpe:2.3:a:microsoft:ie:3.2:%:
cpe:2.3:a:microsoftiie:4.0:
cpe:2.3:a:microsoftiie:4.0.1:

cpe:2.3:a:microsoftiie:4.0.1:sp1 ™

Lkkkk Lk uk,

cpe:2.3:a:microsoftiie:4.0.1:sp2:*:* "

dk kR kR Rk,

cpe:2.3:a:microsoftiie:4.01: "

dkak kR akak.

cpe:2.3:a:microsoftiie:4.01:sp1: " "™

Kk kKK oKk,

cpe:2.3:a:microsoftiie:4. 1 *

dk Kk ok ak Rk,

cpe:2.3:a:microsoftiie:4.40.308:*:***:**:*:
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All
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cpe:2.3:a:microsoft:ie:4.71.1008.3:™:*:*:* "

cpe:2.3:a:microsoftiie:4.71.1712.6:* """ ™

akukuk ok akakk.

cpe:2.3:a:microsoftiie:4.71.544:****: "

cpe:2.3:a:microsoft:ie:4.72.2106.8:":":*:* "

cpe:2.3:a:microsoftiie:4.72.3110.8:":" "™

akLk kKKK Lk,

cpe:2.3:a:microsoftiie:5:**

cpe:2.3:a:microsoft:ie:5.0:*:

cpe:2.3:a:microsoft:ie:5.0.1:* " "



dkakukakakuk.

cpe:2.3:a:microsoft:ie:5.01:sp1:" """

dkakukakakuk.

cpe:2.3:a:microsoft:ie:5.01:sp2:*:":*:*:*::

dkakukakakak.

cpe:2.3:a:microsoft:ie:5.01:sp3:*:": "

cpe:2.3:a:microsoftiie:5.1: "

cpe:2.3:a:microsoft:ie:5.2.3: "

cpe:2.3:a:microsoft:ie:5.5:*:

Skk ok uk k.

cpe:2.3:a:microsoft:ie:5.5:preview:*: "

Kk kKK kK,

cpe:2.3:a:microsoftiie:6.0:*:*** "

ak kR kR Rk,

cpe:2.3:a:microsoft:ie:6.0.2600:*:*:*:*:*:*:*:

ak kR kR Rk,

cpe:2.3:a:microsoft:ie:6.0.2800:*:*:*:*:*:*:*:

~rna? VarminrrnenftiafR NN 2470 NNNR-*-*xkkk k.



cpe:2.3:a:microsoft:ie:3.0:*: "
cpe:2.3:a:microsoft:ie:3.0.1:* """
cpe:2.3:a:microsoftiie:3.0.2:* """
cpe:2.3:a:microsoft:ie:3.1: "
cpe:2.3:a:microsoftiie:3.2:%: "
cpe:2.3:a:microsoftiie:4.0: "
cpe:2.3:a:microsoftiie:4.0.1:* 7 "

dkukakkakak.

cpe:2.3:a:microsoft:ie:4.0.1:sp2:*:":***::

dkukakakakakk.

cpe:2.3:a:microsoftiie:4.01:*:**x "

cpe:2.3:a:microsoft:ie:4.01:sp1: "

cpe:2.3:a:microsoftiie:4. 1

cpe:2.3:a:microsoftiie:4.71.1008.3: " **:*:
cpe:2.3:a:microsoftiie:4.71.1712.6:* 7
cpe:2.3:a:microsoftiie:4.71.544 >

cpe:2.3:a:microsoftiie:4.72.2106.8:*:*:****:*:

cpe:2.3:a:microsoftiie:4.72.3110.8:*:* """

cpe:2.3:a:microsoftiie:5:****** "

cpe:2.3:a:microsoftiie:5.0:* " %"



cpe:2.3:a:microsoft:ie:5.0.1:* """

dkak kR ok akak.

cpe:2.3:a:microsoft:ie:5.01: ™

Rk kR ok ak.

cpe:2.3:a:microsoft:ie:5.01:sp1: " ™

Rk kR ok ak.

cpe:2.3:a:microsoft:ie:5.01:sp2:* " " *:*:

Rk kR akak,

cpe:2.3:a:microsoftiie:5.01:sp4: " " :*:

cpe:2.3:a:microsoftiie:5. 1% %%

cpe:2.3:a:microsoftiie:5.2.3:****



cpe:2.3:a:microsoft:ie:5.5:" "

Ak kKoK kKKK,

cpe:2.3:a:microsoftiie:™: e
cpe:2.3:a:microsoftiinternet_explorer:3.0:*:*:
cpe:2.3:a:microsoft:internet_explorer:3.0.1:
cpe:2.3:a:microsoftiinternet_explorer:3.0.2:*:*:*:*:*:*:*:
cpe:2.3:a:microsoftiinternet_explorer:3.1:
cpe:2.3:a:microsoft:internet_explorer:3.2:*:*:*:**:*:*:
cpe:2.3:a:microsoftiinternet_explorer:4.0:*:*:*:*:*:*:*:
cpe:2.3:a:microsoft:internet_explorer:4.0.1:*:**:**:*:*:

Rk kR akak.

cpe:2.3:a:microsoftiinternet_explorer:4.0.1:sp1:*:



dkukakakakakak.

cpe:2.3:a:microsoft:internet_explorer:4.70.1158:*:*:*:**:*:*:

dkakakkakakak.

cpe:2.3:a:microsoft:internet_explorer:4.70.1215:*:*:*:*

I I

cpe:2.3:a:microsoft:internet_explorer:4.70.1300:*:*:*:*:*:*::

dkakakokakakok.

cpe:2.3:a:microsoft:internet_explorer:4.71.1008.3::*:*:*:*:*:*:

cpe:2.3:a:microsoft:internet_explorer:4.71.1712.6:*:*:***:*:*:

akLk kKK kLK,

cpe:2.3:a:microsoft:internet_explorer:4.71.544:****:**:*:

dkuk Lk akakukk,

cpe:2.3:a:microsoft:internet_explorer:4.72.2106.8::*:*:*:*:*:*:

cpe:2.3:a:microsoft:internet_explorer:4.72.3110.8:*:*:*:*:*:*:*:

akLk kKK kLK,

cpe:2.3:a:microsoft:internet_explorer:4.72.3612.1713:*:****:*:*:

Kk ok kKKK,

cpe:2.3:a:microsoft:internet_explorer:5:*:*:*:*:**:*:

Skk Lk kakakak.

cpe:2.3:a:microsoft:internet_explorer:5.0:*:*:*:**:*:*:

cpe:2.3:a:microsoft:internet_explorer:5.0.1:*:*

dkakukakakak.

cpe:2.3:a:microsoftiinternet_explorer:5.0.1:sp1:*:

Rk kR akak.

cpe:2.3:a:microsoftiinternet_explorer:5.0.1:sp3:*:*:**:*:*:

dkak kR akak.

cpe:2.3:a:microsoftiinternet_explorer:5.0.1:sp4:*:*:**:*:*:

Kk kKK kK,

cpe:2.3:a:microsoft:internet_explorer:5.00.0518.10:*:*:*:**:*:*:

Kk kKK kK,

cpe:2.3:a:microsoftiinternet_explorer:5.00.2014.0216:*:*:*:*:*:*:*:

Kk koK kKK,

cpe:2.3:a:microsoftiinternet_explorer:5.00.2314.1003:*:*:*:*:*:*:*:



R R

cpe:2.3:a:microsoft:internet_explorer:5.00.3103.1000::*:*:*:*:*:*:

akLk kLKL kKK,

cpe:2.3:a:microsoft:internet_explorer:5.00.3105.0106:*:*:*:*:*:*:*:

R L

cpe:2.3:a:microsoft:internet_explorer:5.00.3314.2101:*:*:**:*:*:*:

akLk kKK LKLk,

cpe:2.3:a:microsoft:internet_explorer:5.00.3315.1000::*:*:*:*:*:*:

akLk kLKL kKK,

cpe:2.3:a:microsoft:internet_explorer:5.00.3700.1000::*:*:*:*:*:*:

AkLk kKK kK,

cpe:2.3:a:microsoft:internet_explorer:5.01:*:*:*:*:*:*:*:

akkkakukk.

cpe:2.3:a:microsoft:internet_explorer:5.01:sp1:*:*:*:*:*:*:

Kk kKR k.

cpe:2.3:a:microsoft:internet_explorer:5.01:sp2:*:*:*:*:*:*:

KKk KRk,

cpe:2.3:a:microsoft:internet_explorer:5.01:sp4:*:**:*:*:*:

Sk Lk ak ok akakak.

cpe:2.3:a:microsoft:internet_explorer:5.1:*:**:**:*:*:

cpe:2.3:a:microsoft:internet_explorer:5.2.3:*:*:*:***:*:

Sk Rk kR akak.

cpe:2.3:a:microsoftiinternet_explorer:5.5:*:**:**:*:*:

Kk koK kKK,

cpe:2.3:a:microsoft:internet_explorer:5.50.3825.1300:*:*:*:*:*:*:*:

Kk koK KRk,

cpe:2.3:a:microsoft:internet_explorer:5.50.4030.2400:*:*:*:*:*:*:*:



cpe:2.3:a:microsoft:internet_explorer:6:*:*:*:*:*:*:*:

cpe:2.3:a:microsoft:internet_explorer:6.0:*:*:*:*:*:*:*:

cpe:2.3:a:microsoft:internet_explorer:6.00.2462.0000:*:*:*:*:*:*:*:

cpe:2.3:a:microsoft:internet_explorer:6.00.2479.0006::*:*:*:*:*:*:

cpe:2.3:a:microsoft:internet_explorer:6:*:*:*:*:*:*:*:

akk kKKK LKLk,

cpe:2.3:a:microsoft:internet_explorer:*:*:*:*:*:*:*:*;

No vendor comments have been submitted for this CVE
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