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The tftp_request function in tftp.c in dnsmasq before 2.50, when --enable-tftp is used, allows remote attackers to cause a d¢

| 1|

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)
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Application
Application
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Application
Application
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Application

Application

Vendor Product Version Update Edition Language
Thekelleys Dnsmasq 0.4 All All All
Thekelleys Dnsmasq 0.5 All All All
Thekelleys Dnsmasq 0.6 All All All
Thekelleys Dnsmasq 0.7 All All All
Thekelleys Dnsmasq 0.95 All All All
Thekelleys Dnsmasq 0.96 All All All
Thekelleys Dnsmasq 0.98 All All All
Thekelleys Dnsmasq 0.992 All All All
Thekelleys Dnsmasq 0.996 All All All
Thekelleys Dnsmasq 1.0 All All All
Thekelleys Dnsmasq 1.10 All All All
Thekelleys Dnsmasq 1.11 All All All
Thekelleys Dnsmasq 1.12 All All All
Thekelleys Dnsmasq 1.13 All All All
Thekelleys Dnsmasq 1.14 All All All
Thekelleys Dnsmasq 1.15 All All All
Thekelleys Dnsmasq 1.16 All All All
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Application Thekelleys Dnsmasq 2.28 All All All

Application Thekelleys Dnsmasq 2.29 All All All

Application Thekelleys Dnsmasq 2.3 All All All

Application Thekelleys Dnsmasq 2.30 All All All

Application Thekelleys Dnsmasq 2.31 All All All

Application Thekelleys Dnsmasq 2.33 All All All

Application Thekelleys Dnsmasq 2.34 All All All

Application Thekelleys Dnsmasq 2.35 All All All

Application Thekelleys Dnsmasq 2.36 All All All

Application Thekelleys Dnsmasq 2.37 All All All

Application Thekelleys Dnsmasq 2.38 All All All

Application Thekelleys Dnsmasq 2.39 All All All

Application Thekelleys Dnsmasq 2.4 All All All

Application Thekelleys Dnsmasq 2.40 All All All

Application Thekelleys Dnsmasq 2.41 All All All

Application Thekelleys Dnsmasq 2.42 All All All

Application Thekelleys Dnsmasq 2.43 All All All

Application Thekelleys Dnsmasq 2.44 All All All

Application Thekelleys Dnsmasq 2.45 All All All

Application Thekelleys Dnsmasq 2.46 All All All

Application Thekelleys Dnsmasq 2.47 All All All

Application Thekelleys Dnsmasq 2.48 All All All

Application Thekelleys Dnsmasq 25 All All All

Application Thekelleys Dnsmasq 2.6 All All All

Application Thekelleys Dnsmasq 2.7 All All All

Application Thekelleys Dnsmasq 2.8 All All All

Application Thekelleys Dnsmasq 2.9 All All All

Application Thekelleys Dnsmasq All All All All

Reference Source
Repository / Oval Repository OVAL
Support REDHAT
USN-827-1: Dnsmasq vulnerabilities | Ubuntu UBUNTU
519020 — (CVE-2009-2957, CVE-2009-2958) CVE-2009-2957, CVE-2009-2958 dnsmasq: multiple vulnerabilities in TFTP server CONFIRM
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CVE Program record

NVD vulnerability detail

/

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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