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Summary

CVE CVE-2009-2964

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-08-25 17:30:00 UTC

Updated 2017-09-19 01:29:00 UTC

Description Multiple cross-site request forgery (CSRF) vulnerabilities in SquirrelMail 1.4.19 and earlier, and NaSMail before 1.7, allow remote attackers to hijack the authentication of unspecified victims via features such as send message and change preferences, related to (1) functions/mailbox_display.php, (2) src/addrbook_search_html.php, (3) src/addressbook.php, (4) src/compose.php, (5) src/folders.php, (6) src/folders_create.php, (7) src/folders_delete.php, (8) src/folders_rename_do.php, (9) src/folders_rename_getname.php, (10) src/folders_subscribe.php, (11) src/move_messages.php, (12) src/options.php, (13) src/options_highlight.php, (14) src/options_identities.php, (15) src/options_order.php, (16) src/search.php, and (17) src/vcard.php.

Risk And Classification

Problem Types: CWE-352

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Squirrelmail Squirrelmail 0.1.1 All All All

Application Squirrelmail Squirrelmail 0.1.2 All All All

Application Squirrelmail Squirrelmail 1.0 All All All

Application Squirrelmail Squirrelmail 1.0.1 All All All

Application Squirrelmail Squirrelmail 1.0.2 All All All

Application Squirrelmail Squirrelmail 1.0.3 All All All

Application Squirrelmail Squirrelmail 1.0.4 All All All

Application Squirrelmail Squirrelmail 1.0.5 All All All

Application Squirrelmail Squirrelmail 1.0.6 All All All

Application Squirrelmail Squirrelmail 1.0pre1 All All All

Application Squirrelmail Squirrelmail 1.0pre2 All All All

Application Squirrelmail Squirrelmail 1.0pre3 All All All

Application Squirrelmail Squirrelmail 1.1.0 All All All

Application Squirrelmail Squirrelmail 1.1.1 All All All

Application Squirrelmail Squirrelmail 1.1.2 All All All

Application Squirrelmail Squirrelmail 1.1.3 All All All

Application Squirrelmail Squirrelmail 1.2 All All All
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Application Squirrelmail Squirrelmail 1.2 All All All

Application Squirrelmail Squirrelmail 1.2.0 All All All

Application Squirrelmail Squirrelmail 1.2.0 rc3 All All

Application Squirrelmail Squirrelmail 1.2.0_rc3 All All All

Application Squirrelmail Squirrelmail 1.2.1 All All All

Application Squirrelmail Squirrelmail 1.2.10 All All All

Application Squirrelmail Squirrelmail 1.2.11 All All All

Application Squirrelmail Squirrelmail 1.2.2 All All All

Application Squirrelmail Squirrelmail 1.2.3 All All All

Application Squirrelmail Squirrelmail 1.2.4 All All All

Application Squirrelmail Squirrelmail 1.2.5 All All All

Application Squirrelmail Squirrelmail 1.2.6 All All All

Application Squirrelmail Squirrelmail 1.2.6-rc1 All All All

Application Squirrelmail Squirrelmail 1.2.7 All All All

Application Squirrelmail Squirrelmail 1.2.8 All All All

Application Squirrelmail Squirrelmail 1.2.9 All All All

Application Squirrelmail Squirrelmail 1.3.0 All All All

Application Squirrelmail Squirrelmail 1.3.1 All All All

Application Squirrelmail Squirrelmail 1.3.2 All All All

Application Squirrelmail Squirrelmail 1.4 All All All

Application Squirrelmail Squirrelmail 1.4 rc1 All All

Application Squirrelmail Squirrelmail 1.4.0 All All All

Application Squirrelmail Squirrelmail 1.4.0 rc1 All All

Application Squirrelmail Squirrelmail 1.4.0 rc2a All All

Application Squirrelmail Squirrelmail 1.4.0-r1 All All All

Application Squirrelmail Squirrelmail 1.4.0_rc1 All All All

Application Squirrelmail Squirrelmail 1.4.0_rc2a All All All

Application Squirrelmail Squirrelmail 1.4.1 All All All

Application Squirrelmail Squirrelmail 1.4.10 All All All

Application Squirrelmail Squirrelmail 1.4.10a All All All

Application Squirrelmail Squirrelmail 1.4.11 All All All

Application Squirrelmail Squirrelmail 1.4.12 All All All

Application Squirrelmail Squirrelmail 1.4.13 All All All

Application Squirrelmail Squirrelmail 1.4.15 All All All

Application Squirrelmail Squirrelmail 1.4.15 rc1 All All

Application Squirrelmail Squirrelmail 1.4.15rc1 All All All
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Application Squirrelmail Squirrelmail 1.4.15_rc1 All All All

Application Squirrelmail Squirrelmail 1.4.16 All All All

Application Squirrelmail Squirrelmail 1.4.17 All All All

Application Squirrelmail Squirrelmail 1.4.18 All All All

Application Squirrelmail Squirrelmail 1.4.2 All All All

Application Squirrelmail Squirrelmail 1.4.2-r1 All All All

Application Squirrelmail Squirrelmail 1.4.2-r2 All All All

Application Squirrelmail Squirrelmail 1.4.2-r3 All All All

Application Squirrelmail Squirrelmail 1.4.2-r4 All All All

Application Squirrelmail Squirrelmail 1.4.2-r5 All All All

Application Squirrelmail Squirrelmail 1.4.3 All All All

Application Squirrelmail Squirrelmail 1.4.3 r3 All All

Application Squirrelmail Squirrelmail 1.4.3 rc1 All All

Application Squirrelmail Squirrelmail 1.4.3a All All All

Application Squirrelmail Squirrelmail 1.4.3aa All All All

Application Squirrelmail Squirrelmail 1.4.3_r3 All All All

Application Squirrelmail Squirrelmail 1.4.3_rc1 All All All

Application Squirrelmail Squirrelmail 1.4.3_rc1 r1 All All

Application Squirrelmail Squirrelmail 1.4.4 All All All

Application Squirrelmail Squirrelmail 1.4.4 rc1 All All

Application Squirrelmail Squirrelmail 1.4.4_rc1 All All All

Application Squirrelmail Squirrelmail 1.4.5 All All All

Application Squirrelmail Squirrelmail 1.4.5_rc1 All All All

Application Squirrelmail Squirrelmail 1.4.6 All All All

Application Squirrelmail Squirrelmail 1.4.6 rc1 All All

Application Squirrelmail Squirrelmail 1.4.6_cvs All All All

Application Squirrelmail Squirrelmail 1.4.6_rc1 All All All

Application Squirrelmail Squirrelmail 1.4.7 All All All

Application Squirrelmail Squirrelmail 1.4.8 All All All

Application Squirrelmail Squirrelmail 1.4.8.4fc6 All All All

Application Squirrelmail Squirrelmail 1.4.9 All All All

Application Squirrelmail Squirrelmail 1.4.9a All All All

Application Squirrelmail Squirrelmail 1.4_rc1 All All All

Application Squirrelmail Squirrelmail 0.1.1 All All All

Application Squirrelmail Squirrelmail 0.1.2 All All All

Application Squirrelmail Squirrelmail 1.0 All All All
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Application Squirrelmail Squirrelmail 1.0 All All All

Application Squirrelmail Squirrelmail 1.0.1 All All All

Application Squirrelmail Squirrelmail 1.0.2 All All All

Application Squirrelmail Squirrelmail 1.0.3 All All All

Application Squirrelmail Squirrelmail 1.0.4 All All All

Application Squirrelmail Squirrelmail 1.0.5 All All All

Application Squirrelmail Squirrelmail 1.0.6 All All All

Application Squirrelmail Squirrelmail 1.0pre1 All All All

Application Squirrelmail Squirrelmail 1.0pre2 All All All

Application Squirrelmail Squirrelmail 1.0pre3 All All All

Application Squirrelmail Squirrelmail 1.1.0 All All All

Application Squirrelmail Squirrelmail 1.1.1 All All All

Application Squirrelmail Squirrelmail 1.1.2 All All All

Application Squirrelmail Squirrelmail 1.1.3 All All All

Application Squirrelmail Squirrelmail 1.2 All All All

Application Squirrelmail Squirrelmail 1.2.0 All All All

Application Squirrelmail Squirrelmail 1.2.0 rc3 All All

Application Squirrelmail Squirrelmail 1.2.0_rc3 All All All

Application Squirrelmail Squirrelmail 1.2.1 All All All

Application Squirrelmail Squirrelmail 1.2.10 All All All

Application Squirrelmail Squirrelmail 1.2.11 All All All

Application Squirrelmail Squirrelmail 1.2.2 All All All

Application Squirrelmail Squirrelmail 1.2.3 All All All

Application Squirrelmail Squirrelmail 1.2.4 All All All

Application Squirrelmail Squirrelmail 1.2.5 All All All

Application Squirrelmail Squirrelmail 1.2.6 All All All

Application Squirrelmail Squirrelmail 1.2.6-rc1 All All All

Application Squirrelmail Squirrelmail 1.2.7 All All All

Application Squirrelmail Squirrelmail 1.2.8 All All All

Application Squirrelmail Squirrelmail 1.2.9 All All All

Application Squirrelmail Squirrelmail 1.3.0 All All All

Application Squirrelmail Squirrelmail 1.3.1 All All All

Application Squirrelmail Squirrelmail 1.3.2 All All All

Application Squirrelmail Squirrelmail 1.4 All All All

Application Squirrelmail Squirrelmail 1.4 rc1 All All

Application Squirrelmail Squirrelmail 1.4.0 All All All
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Application Squirrelmail Squirrelmail 1.4.0 rc1 All All

Application Squirrelmail Squirrelmail 1.4.0 rc2a All All

Application Squirrelmail Squirrelmail 1.4.0-r1 All All All

Application Squirrelmail Squirrelmail 1.4.0_rc1 All All All

Application Squirrelmail Squirrelmail 1.4.0_rc2a All All All

Application Squirrelmail Squirrelmail 1.4.1 All All All

Application Squirrelmail Squirrelmail 1.4.10 All All All

Application Squirrelmail Squirrelmail 1.4.10a All All All

Application Squirrelmail Squirrelmail 1.4.11 All All All

Application Squirrelmail Squirrelmail 1.4.12 All All All

Application Squirrelmail Squirrelmail 1.4.13 All All All

Application Squirrelmail Squirrelmail 1.4.15 All All All

Application Squirrelmail Squirrelmail 1.4.15 rc1 All All

Application Squirrelmail Squirrelmail 1.4.15rc1 All All All

Application Squirrelmail Squirrelmail 1.4.15_rc1 All All All

Application Squirrelmail Squirrelmail 1.4.16 All All All

Application Squirrelmail Squirrelmail 1.4.17 All All All

Application Squirrelmail Squirrelmail 1.4.18 All All All

Application Squirrelmail Squirrelmail 1.4.2 All All All

Application Squirrelmail Squirrelmail 1.4.2-r1 All All All

Application Squirrelmail Squirrelmail 1.4.2-r2 All All All

Application Squirrelmail Squirrelmail 1.4.2-r3 All All All

Application Squirrelmail Squirrelmail 1.4.2-r4 All All All

Application Squirrelmail Squirrelmail 1.4.2-r5 All All All

Application Squirrelmail Squirrelmail 1.4.3 All All All

Application Squirrelmail Squirrelmail 1.4.3 r3 All All

Application Squirrelmail Squirrelmail 1.4.3 rc1 All All

Application Squirrelmail Squirrelmail 1.4.3a All All All

Application Squirrelmail Squirrelmail 1.4.3aa All All All

Application Squirrelmail Squirrelmail 1.4.3_r3 All All All

Application Squirrelmail Squirrelmail 1.4.3_rc1 All All All

Application Squirrelmail Squirrelmail 1.4.3_rc1 r1 All All

Application Squirrelmail Squirrelmail 1.4.4 All All All

Application Squirrelmail Squirrelmail 1.4.4 rc1 All All

Application Squirrelmail Squirrelmail 1.4.4_rc1 All All All
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