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Summary

CVE CVE-2009-2978

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-08-27 18:30:00 UTC

Updated 2017-08-17 01:30:00 UTC

Description SQL injection vulnerability in SugarCRM 4.5.1o and earlier, 5.0.0k and earlier, and 5.2.0g and earlier, allows remote attackers to execute arbitrary SQL commands via unspecified vectors.

Risk And Classification

Problem Types: CWE-89

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Sugarcrm Sugarcrm 1.0 All All All

Application Sugarcrm Sugarcrm 1.0f All All All

Application Sugarcrm Sugarcrm 1.0g All All All

Application Sugarcrm Sugarcrm 1.1 All All All

Application Sugarcrm Sugarcrm 1.1a All All All

Application Sugarcrm Sugarcrm 1.1b All All All

Application Sugarcrm Sugarcrm 1.1c All All All

Application Sugarcrm Sugarcrm 1.1d All All All

Application Sugarcrm Sugarcrm 1.1e All All All

Application Sugarcrm Sugarcrm 1.1f All All All

Application Sugarcrm Sugarcrm 1.5d All All All

Application Sugarcrm Sugarcrm 2.0.1 All All All

Application Sugarcrm Sugarcrm 2.0.1a All All All

Application Sugarcrm Sugarcrm 2.0.1c All All All

Application Sugarcrm Sugarcrm 3.0.1 All All All

Application Sugarcrm Sugarcrm 3.5 All All All

Application Sugarcrm Sugarcrm 3.5.1 All All All
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Application Sugarcrm Sugarcrm 3.5.1 All All All

Application Sugarcrm Sugarcrm 4.0 All All All

Application Sugarcrm Sugarcrm 4.0.1 All All All

Application Sugarcrm Sugarcrm 4.1 All All All

Application Sugarcrm Sugarcrm 4.2 All All All

Application Sugarcrm Sugarcrm 4.2.1 All All All

Application Sugarcrm Sugarcrm 4.5.0 All All All

Application Sugarcrm Sugarcrm 4.5.0f All All All

Application Sugarcrm Sugarcrm 4.5.1 All All All

Application Sugarcrm Sugarcrm 5.0.0 All sugar_community_edition All

Application Sugarcrm Sugarcrm 5.0.0h All sugar_community_edition All

Application Sugarcrm Sugarcrm 5.2a All All All

Application Sugarcrm Sugarcrm 5.2c All All All

Application Sugarcrm Sugarcrm 5.2d All All All

Application Sugarcrm Sugarcrm 5.2e All All All

Application Sugarcrm Sugarcrm 5.2e All sugar_community_edition All

Application Sugarcrm Sugarcrm 5.2f All All All

Application Sugarcrm Sugarcrm 1.0 All All All

Application Sugarcrm Sugarcrm 1.0f All All All

Application Sugarcrm Sugarcrm 1.0g All All All

Application Sugarcrm Sugarcrm 1.1 All All All

Application Sugarcrm Sugarcrm 1.1a All All All

Application Sugarcrm Sugarcrm 1.1b All All All

Application Sugarcrm Sugarcrm 1.1c All All All

Application Sugarcrm Sugarcrm 1.1d All All All

Application Sugarcrm Sugarcrm 1.1e All All All

Application Sugarcrm Sugarcrm 1.1f All All All

Application Sugarcrm Sugarcrm 1.5d All All All

Application Sugarcrm Sugarcrm 2.0.1 All All All

Application Sugarcrm Sugarcrm 2.0.1a All All All

Application Sugarcrm Sugarcrm 2.0.1c All All All

Application Sugarcrm Sugarcrm 3.0.1 All All All

Application Sugarcrm Sugarcrm 3.5 All All All

Application Sugarcrm Sugarcrm 3.5.1 All All All

Application Sugarcrm Sugarcrm 4.0 All All All

Application Sugarcrm Sugarcrm 4.0.1 All All All

http://cve.report/vendor/sugarcrm
http://cve.report/software/sugarcrm/sugarcrm
http://cve.report/vendor/sugarcrm
http://cve.report/software/sugarcrm/sugarcrm
http://cve.report/vendor/sugarcrm
http://cve.report/software/sugarcrm/sugarcrm
http://cve.report/vendor/sugarcrm
http://cve.report/software/sugarcrm/sugarcrm
http://cve.report/vendor/sugarcrm
http://cve.report/software/sugarcrm/sugarcrm
http://cve.report/vendor/sugarcrm
http://cve.report/software/sugarcrm/sugarcrm
http://cve.report/vendor/sugarcrm
http://cve.report/software/sugarcrm/sugarcrm
http://cve.report/vendor/sugarcrm
http://cve.report/software/sugarcrm/sugarcrm
http://cve.report/vendor/sugarcrm
http://cve.report/software/sugarcrm/sugarcrm
http://cve.report/vendor/sugarcrm
http://cve.report/software/sugarcrm/sugarcrm
http://cve.report/vendor/sugarcrm
http://cve.report/software/sugarcrm/sugarcrm
http://cve.report/vendor/sugarcrm
http://cve.report/software/sugarcrm/sugarcrm
http://cve.report/vendor/sugarcrm
http://cve.report/software/sugarcrm/sugarcrm
http://cve.report/vendor/sugarcrm
http://cve.report/software/sugarcrm/sugarcrm
http://cve.report/vendor/sugarcrm
http://cve.report/software/sugarcrm/sugarcrm
http://cve.report/vendor/sugarcrm
http://cve.report/software/sugarcrm/sugarcrm
http://cve.report/vendor/sugarcrm
http://cve.report/software/sugarcrm/sugarcrm
http://cve.report/vendor/sugarcrm
http://cve.report/software/sugarcrm/sugarcrm
http://cve.report/vendor/sugarcrm
http://cve.report/software/sugarcrm/sugarcrm
http://cve.report/vendor/sugarcrm
http://cve.report/software/sugarcrm/sugarcrm
http://cve.report/vendor/sugarcrm
http://cve.report/software/sugarcrm/sugarcrm
http://cve.report/vendor/sugarcrm
http://cve.report/software/sugarcrm/sugarcrm
http://cve.report/vendor/sugarcrm
http://cve.report/software/sugarcrm/sugarcrm
http://cve.report/vendor/sugarcrm
http://cve.report/software/sugarcrm/sugarcrm
http://cve.report/vendor/sugarcrm
http://cve.report/software/sugarcrm/sugarcrm
http://cve.report/vendor/sugarcrm
http://cve.report/software/sugarcrm/sugarcrm
http://cve.report/vendor/sugarcrm
http://cve.report/software/sugarcrm/sugarcrm
http://cve.report/vendor/sugarcrm
http://cve.report/software/sugarcrm/sugarcrm
http://cve.report/vendor/sugarcrm
http://cve.report/software/sugarcrm/sugarcrm
http://cve.report/vendor/sugarcrm
http://cve.report/software/sugarcrm/sugarcrm
http://cve.report/vendor/sugarcrm
http://cve.report/software/sugarcrm/sugarcrm
http://cve.report/vendor/sugarcrm
http://cve.report/software/sugarcrm/sugarcrm
http://cve.report/vendor/sugarcrm
http://cve.report/software/sugarcrm/sugarcrm
http://cve.report/vendor/sugarcrm
http://cve.report/software/sugarcrm/sugarcrm
http://cve.report/vendor/sugarcrm
http://cve.report/software/sugarcrm/sugarcrm


Application Sugarcrm Sugarcrm 4.1 All All All

Application Sugarcrm Sugarcrm 4.2 All All All

Application Sugarcrm Sugarcrm 4.2.1 All All All

Application Sugarcrm Sugarcrm 4.5.0 All All All

Application Sugarcrm Sugarcrm 4.5.0f All All All

Application Sugarcrm Sugarcrm 4.5.1 All All All

Application Sugarcrm Sugarcrm 5.0.0 All sugar_community_edition All

Application Sugarcrm Sugarcrm 5.0.0h All sugar_community_edition All

Application Sugarcrm Sugarcrm 5.2a All All All

Application Sugarcrm Sugarcrm 5.2c All All All

Application Sugarcrm Sugarcrm 5.2d All All All

Application Sugarcrm Sugarcrm 5.2e All All All

Application Sugarcrm Sugarcrm 5.2e All sugar_community_edition All

Application Sugarcrm Sugarcrm 5.2f All All All

Application Sugarcrm Sugarcrm All All All All

Application Sugarcrm Sugarcrm All All sugar_community_edition All

Application Sugarcrm Sugarcrm All All All All

References

Reference Source Link

JVNDB-2009-000056 - JVN iPedia JVNDB jvndb.jvn.jp

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

#1 Rated Customer Experience Platform | CX Software | SugarCRM CONFIRM www.sugarcrm.com

JVN#31035930 SugarCRM vulnerable to SQL injection JVN jvn.jp

SugarCRM Unspecified SQL Injection Vulnerability BID www.securityfocus.com

「SugarCRM」におけるセキュリティ上の弱点（脆弱性）の注意喚起：IPA 独立行政法人 情報処理推進機構 MISC www.ipa.go.jp

#1 Rated Customer Experience Platform | CX Software | SugarCRM CONFIRM www.sugarcrm.com

SugarCRM Unspecified SQL Injection Vulnerability - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA secunia.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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