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CVE CVE-2009-2978
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-08-27 18:30:00 UTC
Updated 2017-08-17 01:30:00 UTC
Description SQL injection vulnerability in SugarCRM 4.5.10 and earlier, 5.0.0k and earlier, and 5.2.0g and earlier, allows remote attacke

/ |

1|

Risk And Classification

Problem Types: CWE-89

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Sugarcrm Sugarcrm 1.0 All All All
Application Sugarcrm Sugarcrm 1.0f All All All
Application Sugarcrm Sugarcrm 1.0g All All All
Application Sugarcrm Sugarcrm 1.1 All All All
Application Sugarcrm Sugarcrm 1.1a All All All
Application Sugarcrm Sugarcrm 1.1b All All All
Application Sugarcrm Sugarcrm 1.1c All All All
Application Sugarcrm Sugarcrm 1.1d All All All
Application Sugarcrm Sugarcrm 1.1e All All All
Application Sugarcrm Sugarcrm 1.1f All All All
Application Sugarcrm Sugarcrm 1.5d All All All
Application Sugarcrm Sugarcrm 2.0.1 All All All
Application Sugarcrm Sugarcrm 2.0.1a All All All
Application Sugarcrm Sugarcrm 2.0.1c All All All
Application Sugarcrm Sugarcrm 3.0.1 All All All
Application Sugarcrm Sugarcrm 35 All All All
Application Sugarcrm Sugarcrm 3.5.1 All All All
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JVNDB-2009-000056 - JVN iPedia

IBM X-Force Exchange

CVE Program record

NVD vulnerability detail

SugarCRM Unspecified SQL Injection Vulnerability

#1 Rated Customer Experience Platform | CX Software | SugarCRM

JVN#31035930 SugarCRM vulnerable to SQL injection

#1 Rated Customer Experience Platform | CX Software | SugarCRM

"SugarCRM, [CHIFZEFaUT v LD (BT ) OEEMIE : IPAJ

BUEN 1BHRALIE HEEEAE

SugarCRM Unspecified SQL Injection Vulnerability - Secunia Advisories - Vulnerability Information - Secunia.com

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

Source
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JVN

BID
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CONFIRM

SECUNIA
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Link
jvndb.jvn.jp
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jvn.jp
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www.sugarc
secunia.corr
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