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CVE CVE-2009-3022
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-08-31 20:30:01 UTC
Updated 2026-04-23 00:35:47 UTC
Description Cross-site request forgery (CSRF) vulnerability in bingo!CMS 1.2 and earlier allows remote attackers to hijack the authentic
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Risk And Classification

Primary CVSS: v3.1 6.5 MEDIUM from nvd@nist.gov
CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:H/A:N

Problem Types: CWE-352 | n/a | CWE-352 CWE-352 Cross-Site Request Forgery (CSRF)

Version Source Type Score Severity Vector

3.1 nvd@nist.gov Primary 6.5 MEDIUM  CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:H/A:N
3.1 ADP DECLARED 6.5 MEDIUM  CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:H/A:N
3.1 134c704f-9b21-4f2e-91b3-4a467353bccO  Secondary 6.5 MEDIUM  CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:H/A:N
2.0 nvd@nist.gov Primary 6.8 AV:N/AC:M/Au:N/C:P/I:P/A:P

CVSS v3.1 Breakdown
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https://cve.report/api/cve/CVE-2009-3022.json
https://cve.report/CVE-2009-3022.pdf
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CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Itd-inc Bingolcms All - commercial All
Application Itd-inc Bingolcms All - core All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference Source

IBM X-Force Exchange af854a83a-2127-422b-9
bingo!CMS fE55HEHR-TOP | VOX VA FUV IR T = 1) DAEFEMH(2009.08.27) af854a3a-2127-422b-9°
JVN#68640473 bingo!CMS core and bingo!CMS vulnerable to cross-site request forgery af854a8a-2127-422b-9
jvndb.jvn.jp/ja/contents/2009/JVNDB-2009-000058.html af854a3a-2127-422b-9
osvdb.org/57425 af854a8a-2127-422b-9
bingo!CMS Cross-Site Request Forgery Vulnerability - Secunia Advisories - Vulnerability Information - Secunia.com  af854a3a-2127-422b-9
CVE Program record CVE.ORG



http://cve.report/vendor/itd-inc
http://cve.report/software/itd-inc/bingo!cms
http://cve.report/vendor/itd-inc
http://cve.report/software/itd-inc/bingo!cms
http://cve.report/vendor/na
http://cve.report/software/na/n/a
https://exchange.xforce.ibmcloud.com/vulnerabilities/52838
http://www.bingo-cms.jp/security/jvn68640473.html
http://jvn.jp/en/jp/JVN68640473/index.html
http://jvndb.jvn.jp/ja/contents/2009/JVNDB-2009-000058.html
http://osvdb.org/57425
http://secunia.com/advisories/36458
https://www.cve.org/CVERecord?id=CVE-2009-3022
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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