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State PUBLIC
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Source Priority CVE Program / NVD first with legacy fallback

Published 2009-08-31 20:30:00 UTC
Updated 2023-11-07 02:04:00 UTC
Description Buffer overflow in the FTP Service in Microsoft Internet Information Services (IIS) 5.0 through 6.0 allows remote authenticat
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Risk And Classification

Problem Types: CWE-120

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Microsoft Internet Information Server All All All All
Operating System Microsoft Windows 2000 - sp4 All All
Operating System Microsoft Windows 2000 - sp4 All All
Operating System Microsoft Windows Server 2003 - sp2 All All
Operating System Microsoft Windows Server 2003 - sp2 All All
Operating System Microsoft Windows Server 2003 - sp2 All All
Operating System Microsoft Windows Server 2003 - sp2 All All
Operating System Microsoft Windows Server 2008 - All All All
Operating System Microsoft Windows Server 2008 - All All All
Operating System Microsoft Windows Server 2008 - All All All
Operating System Microsoft Windows Server 2008 - sp2 All All
Operating System Microsoft Windows Server 2008 - sp2 All All
Operating System Microsoft Windows Server 2008 - sp2 All All
Operating System Microsoft Windows Server 2008 - All All All
Operating System Microsoft Windows Server 2008 - All All All
Operating System Microsoft Windows Server 2008 - All All All
Operating System Microsoft Windows Server 2008 - sp2 All All
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Operating System Microsoft Windows Server 2008 - sp2 All All
Operating System Microsoft Windows Server 2008 - sp2 All All
Operating System Microsoft Windows Vista - All All All
Operating System Microsoft Windows Vista - All All All
Operating System Microsoft Windows Vista - spl All All
Operating System Microsoft Windows Vista - spi All All
Operating System Microsoft Windows Vista - sp2 All All
Operating System Microsoft Windows Vista - sp2 All All
Operating System Microsoft Windows Vista - All All All
Operating System Microsoft Windows Vista - All All All
Operating System Microsoft Windows Vista - sp1 All All
Operating System Microsoft Windows Vista - spl All All
Operating System Microsoft Windows Vista - sp2 All All
Operating System Microsoft Windows Vista - sp2 All All
Operating System Microsoft Windows Xp - sp2 All All
Operating System Microsoft Windows Xp - sp2 All All
Operating System Microsoft Windows Xp - sp3 All All
Operating System Microsoft Windows Xp - sp2 All All
Operating System Microsoft Windows Xp - sp2 All All
Operating System Microsoft Windows Xp - sp3 All All
Reference Source
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN
Microsoft IIS 5.0 FTP Server Remote Stack Overflow Exploit (win2k sp4) EXPLOIT-DB

Microsoft Security Advisory: Vulnerability in Internet Information Services FTP Service could allow for remote code execution

Microsoft IS 5.0/6.0 FTP Server Remote Stack Overflow Exploit (win2k) EXPLOIT-DB
Microsoft Security Bulletin MS09-053 - Important | Microsoft Docs MS

Microsoft IS FTPd NLST Remote Buffer Overflow Vulnerability BID
Repository / Oval Repository OVAL
US-CERT Vulnerability Note VU#276653 CERT-VN
US-CERT Technical Cyber Security Alert TA09-286A -- Microsoft Updates for Multiple Vulnerabilities CERT

Microsoft Security Advisory: Vulnerability in Internet Information Services FTP Service could allow for remote code execution MSKB
CVE Program record CVE.ORG

NVD vulnerability detail NVD

4‘ m,”

L L L L L LS, L L L L L L L L L L L L L


http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_server_2008
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_server_2008
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_vista
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_vista
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_vista
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_vista
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_vista
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_vista
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_vista
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_vista
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_vista
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_vista
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_vista
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_vista
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_xp
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_xp
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_xp
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_xp
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_xp
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_xp
http://www.vupen.com/english/advisories/2009/2481
http://www.exploit-db.com/exploits/9559
http://support.microsoft.com/default.aspx?scid=kb%253B%255BLN%255D%253BQ975191
http://www.exploit-db.com/exploits/9541
https://docs.microsoft.com/en-us/security-updates/securitybulletins/2009/ms09-053
http://www.securityfocus.com/bid/36189
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A6080
http://www.kb.cert.org/vuls/id/276653
http://www.us-cert.gov/cas/techalerts/TA09-286A.html
http://support.microsoft.com/default.aspx?scid=kb;%5BLN%5D;Q975191
https://www.cve.org/CVERecord?id=CVE-2009-3023
https://nvd.nist.gov/vuln/detail/CVE-2009-3023

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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