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Summary

CVE CVE-2009-3026

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-08-31 20:30:00 UTC

Updated 2017-09-19 01:29:00 UTC

Description protocols/jabber/auth.c in libpurple in Pidgin 2.6.0, and possibly other versions, does not follow the "require TLS/SSL" preference when connecting to older Jabber servers that do not follow the XMPP specification, which causes libpurple to connect to the server without the expected encryption and allows remote attackers to sniff sessions.

Risk And Classification

Problem Types: CWE-310

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Pidgin Pidgin 2.6.0 All All All

Application Pidgin Pidgin 2.6.0 All All All

References

Reference Source Link

Gentoo update for pidgin - Secunia.com SECUNIA secunia.com

oss-security - CVE id request: pidgin MLIST www.openwall.com

Repository / Oval Repository OVAL oval.cisecurity.org

404 Not Found CONFIRM developer.pidgin.im

#8131 (SSL/TLS bug due to old servers that don't follow xmpp spec) – Pidgin – Trac CONFIRM developer.pidgin.im

Repository / Oval Repository OVAL oval.cisecurity.org

#542891 - libpurple connects without encryption while "require TLS/SSL" is enabled - Debian Bug report logs CONFIRM bugs.debian.org

Pidgin 'protocols/jabber/auth.c' JABBER Server XMPP Specifications Man In The Middle Vulnerability BID www.securityfocus.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

https://cve.report/
https://cve.report/CVE-2009-3026/mitre
https://cve.report/CVE-2009-3026/nist
https://cve.report/CVE-2009-3026/cve_org
https://cve.report/api/cve/CVE-2009-3026.json
https://cve.report/CVE-2009-3026.pdf
http://cve.report/vendor/pidgin
http://cve.report/software/pidgin/pidgin
http://cve.report/vendor/pidgin
http://cve.report/software/pidgin/pidgin
http://secunia.com/advisories/37071
http://www.openwall.com/lists/oss-security/2009/08/24/2
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A11070
http://developer.pidgin.im/viewmtn/revision/diff/312e056d702d29379ea61aea9d27765f127bc888/with/55897c4ce0787edc1e7721b7f4a9b5cbc8357279
http://developer.pidgin.im/ticket/8131
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A5757
http://bugs.debian.org/cgi-bin/bugreport.cgi?bug=542891
http://www.securityfocus.com/bid/36368
https://exchange.xforce.ibmcloud.com/vulnerabilities/53000
https://www.cve.org/CVERecord?id=CVE-2009-3026
https://nvd.nist.gov/vuln/detail/CVE-2009-3026


Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2009-09-22 Mark J Cox Red Hat has released updates to correct this issue: https://rhn.redhat.com/errata/RHSA-2009-1453.html

There are currently no legacy QID mappings associated with this CVE.
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