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Summary

CVE CVE-2009-3052

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-09-03 17:30:00 UTC

Updated 2017-09-19 01:29:00 UTC

Description SQL injection vulnerability in root/includes/prime_quick_style.php in the Prime Quick Style addon before 1.2.3 for phpBB 3 allows remote authenticated users to execute arbitrary SQL commands via the prime_quick_style parameter to ucp.php.

Risk And Classification

Problem Types: CWE-89

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Absoluteanime Prime Quick Style 1.2.3 All All All

Application Absoluteanime Prime Quick Style 1.2.3 All All All

Application Phpbb Phpbb 3.0 All All All

Application Phpbb Phpbb 3.0 All All All

References

Reference Source

phpBB3 addon prime_quick_style GetAdmin Vulnerability EXPLOIT-DB

phpBB • View topic - [RC] Prime Quick Style - Switch styles from any page MISC

Prime Quick Style MISC

phpBB Prime Quick Style "prime_quick_style" SQL Injection Vulnerability - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA

phpBB Prime Quick Style 'user_permissions' Parameter SQL Injection Vulnerability BID

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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