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Summary

CVE CVE-2009-3068

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-09-04 18:30:00 UTC

Updated 2018-10-10 19:43:00 UTC

Description Unrestricted file upload vulnerability in the RoboHelpServer Servlet (robohelp/server) in Adobe RoboHelp Server 8 allows remote attackers to execute arbitrary code by uploading a Java Archive (.jsp) file during a PUBLISH action, then accessing it via a direct request to the file in the robohelp/robo/reserved/web directory under its sessionid subdirectory, as demonstrated by the vd_adobe module in VulnDisco Pack Professional 8.7 through 8.11.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Adobe Robohelp Server 8 All All All

Application Adobe Robohelp Server 8 All All All

References

Reference Source Link

Adobe RoboHelp Server 8 vulnerability « Intevydis blog MISC www.intevydis.com

Adobe - Security Bulletins: APSB09-14 Security update available for RoboHelp Server 8 CONFIRM www.adobe.com

SecurityFocus BUGTRAQ www.securityfocus.com

Adobe RoboHelp Server Unspecified Vulnerability - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA secunia.com

JavaScript is not available. MISC twitter.com

Zero Day Initiative MISC www.zerodayinitiative.com

JavaScript is not available. MISC twitter.com

Adobe RoboHelp Server Authentication Bypass Vulnerability BID www.securityfocus.com

VulnDisco Pack Professional 8.7 « Intevydis blog MISC www.intevydis.com

Potential RoboHelp Server 8 Issue - Adobe Product Security Incident Response Team (PSIRT) MISC blogs.adobe.com

JavaScript is not available. MISC twitter.com

404 Not Found MISC intevydis.com
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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