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CVE-2009-3070

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE-2009-3070

PUBLIC

secalert@redhat.com

CVE Program / NVD first with legacy fallback
2009-09-10 21:30:00 UTC

2017-09-19 01:29:00 UTC

Multiple unspecified vulnerabilities in the browser engine in Mozilla Firefox before 3.0.14 allow remote attackers to cause a
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Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)
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Vendor Product Version Update Edition Language
Mozilla Firefox 0.1 All All All
Mozilla Firefox 0.10 All All All
Mozilla Firefox 0.10.1 All All All
Mozilla Firefox 0.2 All All All
Mozilla Firefox 0.3 All All All
Mozilla Firefox 0.4 All All All
Mozilla Firefox 0.5 All All All
Mozilla Firefox 0.6 All All All
Mozilla Firefox 0.6.1 All All All
Mozilla Firefox 0.7 All All All
Mozilla Firefox 0.7.1 All All All
Mozilla Firefox 0.8 All All All
Mozilla Firefox 0.9 All All All
Mozilla Firefox 0.9 rc All All
Mozilla Firefox 0.9.1 All All All
Mozilla Firefox 0.9.2 All All All
Mozilla Firefox 0.9.3 All All All
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Applicaton viozina Fretox 3.U petas
Application Mozilla Firefox 3.0.1 All
Application Mozilla Firefox 3.0.10 All
Application Mozilla Firefox 3.0.11 All
Application Mozilla Firefox 3.0.12 All
Application Mozilla Firefox 3.0.2 All
Application Mozilla Firefox 3.0.3 All
Application Mozilla Firefox 3.04 All
Application Mozilla Firefox 3.05 All
Application Mozilla Firefox 3.0.6 All
Application Mozilla Firefox 3.0.7 All
Application Mozilla Firefox 3.0.8 All
Application Mozilla Firefox 3.0.9 All
Application Mozilla Firefox All All
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References

Reference

Security Announcement

Mozilla Firefox MFSA 2009-47, -48, -49, -50, -51 Multiple Vulnerabilities

MFSA 2009-47: Crashes with evidence of memory corruption (rv:1.9.1.3/1.9.0.14)

Red Hat update for firefox - Secunia Advisories - Vulnerability Information - Secunia.com
Repository / Oval Repository

430569 — Crash [@ nsPropertyTable::PropertyList::Equals] with -moz-column, position:fixed
Repository / Oval Repository

SUSE update for MozillaFirefox - Secunia.com

Debian update for xulrunner - Secunia.com

465651 — Crash [@ nsFramelList::InsertFrame] with -moz-column and lots of floats

437565 — Crash [@ nsSpaceManager::GetPrevBand] with floats after nscoord_MAX of height
Mozilla Firefox Multiple Vulnerabilities - Secunia Advisories - Vulnerability Information - Secunia.com
Support

Debian -- Security Information -- DSA-1885-1 xulrunner

CVE Program record

NVD vulnerability detail

1]

Source

SUSE

BID

CONFIRM

SECUNIA

OVAL

CONFIRM

OVAL

SECUNIA

SECUNIA

CONFIRM

CONFIRM

BID

REDHAT

DEBIAN

CVE.ORG

NVD

Link
www.novell.com
www.securityfocus.com
www.mozilla.org
secunia.com
oval.cisecurity.org
bugzilla.mozilla.org
oval.cisecurity.org
secunia.com
secunia.com
bugzilla.mozilla.org
bugzilla.mozilla.org
secunia.com
www.redhat.com
www.debian.org
WWW.Cve.org

nvd.nist.gov

No vendor comments have been submitted for this CVE.
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http://cve.report/software/mozilla/firefox
http://www.novell.com/linux/security/advisories/2009_48_firefox.html
http://www.securityfocus.com/bid/36343
http://www.mozilla.org/security/announce/2009/mfsa2009-47.html
http://secunia.com/advisories/36670
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A11702
https://bugzilla.mozilla.org/show_bug.cgi?id=430569
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A6073
http://secunia.com/advisories/37098
http://secunia.com/advisories/36692
https://bugzilla.mozilla.org/show_bug.cgi?id=465651
https://bugzilla.mozilla.org/show_bug.cgi?id=437565
http://secunia.com/advisories/36671
http://www.redhat.com/support/errata/RHSA-2009-1430.html
http://www.debian.org/security/2009/dsa-1885
https://www.cve.org/CVERecord?id=CVE-2009-3070
https://nvd.nist.gov/vuln/detail/CVE-2009-3070

There are currently no legacy QID mappings associated with this CVE.
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