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Mozilla Firefox before 3.0.14, and 3.5.x before 3.5.3, does not properly manage pointers for the columns (aka TreeColumng
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Risk And Classification

Problem Types: CWE-94

NVD Known Affected Configurations (CPE 2.3)
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Vendor Product Version Update Edition Language
Mozilla Firefox 0.1 All All All
Mozilla Firefox 0.10 All All All
Mozilla Firefox 0.10.1 All All All
Mozilla Firefox 0.2 All All All
Mozilla Firefox 0.3 All All All
Mozilla Firefox 0.4 All All All
Mozilla Firefox 0.5 All All All
Mozilla Firefox 0.6 All All All
Mozilla Firefox 0.6.1 All All All
Mozilla Firefox 0.7 All All All
Mozilla Firefox 0.7.1 All All All
Mozilla Firefox 0.8 All All All
Mozilla Firefox 0.9 All All All
Mozilla Firefox 0.9 rc All All
Mozilla Firefox 0.9.1 All All All
Mozilla Firefox 0.9.2 All All All
Mozilla Firefox 0.9.3 All All All
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Applicaton viozina FIretox 3. All All Al
Application Mozilla Firefox 3.0 alpha All All
Application Mozilla Firefox 3.0 beta2 All All
Application Mozilla Firefox 3.0 beta5 All All
Application Mozilla Firefox 3.0.1 All All All
Application Mozilla Firefox 3.0.10 All All All
Application Mozilla Firefox 3.0.11 All All All
Application Mozilla Firefox 3.0.12 All All All
Application Mozilla Firefox 3.0.2 All All All
Application Mozilla Firefox 3.0.3 All All All
Application Mozilla Firefox 3.04 All All All
Application Mozilla Firefox 3.0.5 All All All
Application Mozilla Firefox 3.0.6 All All All
Application Mozilla Firefox 3.0.7 All All All
Application Mozilla Firefox 3.0.8 All All All
Application Mozilla Firefox 3.0.9 All All All
Application Mozilla Firefox 3.5 All All All
Application Mozilla Firefox 3.5.1 All All All
Application Mozilla Firefox 3.5.2 All All All
Application Mozilla Firefox All All All All
Reference Source Link
Support REDHAT  www.redhat.com
Security Announcement SUSE www.novell.com
Mozilla Firefox MFSA 2009-47, -48, -49, -50, -51 Multiple Vulnerabilities BID www.securityfocus.com
Repository / Oval Repository OVAL oval.cisecurity.org
Red Hat update for firefox - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA  secunia.com
Red Hat update for seamonkey - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA  secunia.com
SUSE update for MozillaFirefox - Secunia.com SECUNIA  secunia.com
USN-915-1: Thunderbird vulnerabilities | Ubuntu UBUNTU  www.ubuntu.com
MFSA 2009-49: TreeColumns dangling pointer vulnerability CONFIRM  www.mozilla.org
Webmail - OVH VUPEN www.vupen.com
Debian update for xulrunner - Secunia.com SECUNIA  secunia.com
Ubuntu update for thunderbird - Advisories - Community SECUNIA  secunia.com
Support | Red Hat REDHAT  www.redhat.com
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http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox
http://www.redhat.com/support/errata/RHSA-2009-1431.html
http://www.novell.com/linux/security/advisories/2009_48_firefox.html
http://www.securityfocus.com/bid/36343
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A5606
http://secunia.com/advisories/36670
http://secunia.com/advisories/36669
http://secunia.com/advisories/37098
http://www.ubuntu.com/usn/USN-915-1
http://www.mozilla.org/security/announce/2009/mfsa2009-49.html
http://www.vupen.com/english/advisories/2010/0650
http://secunia.com/advisories/36692
http://secunia.com/advisories/38977
http://www.redhat.com/support/errata/RHSA-2010-0153.html

Support REDHAT  www.redhat.com

Repository / Oval Repository OVAL oval.cisecurity.org
Mozilla SeaMonkey Multiple Vulnerabilities - Advisories - Community SECUNIA  secunia.com
Mozilla Firefox Multiple Vulnerabilities - Secunia Advisories - Vulnerability Information - Secunia.com  BID secunia.com
506871 — TreeColumns Dangling Pointer Vulnerability (ZDI-CAN-536) CONFIRM  bugzilla.mozilla.org
Support REDHAT  www.redhat.com
[security-announce] SUSE Security Summary Report: SUSE-SR:2010:013 SUSE lists.opensuse.org
Support REDHAT  www.redhat.com
Debian -- Security Information -- DSA-1885-1 xulrunner DEBIAN www.debian.org
CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

‘] J i

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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